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O003HauYeHHs U COKpPALLCHHUS

APM — aBromaTu3npoBaHHOE pabouee MeCTOo

BU — BunoBas unpopmarus

BTCC — BcnomoraresnbHble TEXHUYECKUE CPEACTBA U CUCTEMBI
NCIIIx — nadopMallMOHHAsI CUCTEMA MEPCOHATBHBIX IAHHBIX
K3 — konTponmpyemas 30Ha

MD — MexceTeBOMN IKpaH

H/IB — HenexnapupoBaHHBIE BO3MOKHOCTH

HCJI — HecCaHKIIMOHMPOBAHHBIN TOCTYI

OBII/Ix — obGecrnieyenne 6€30MaCHOCTH MEPCOHATBHBIX JaHHBIX
OC — onepanoHHasi cucTeEMa

[1/I1 — mepcoHanbHBIE JaHHBIE

IIMB — nporpaMMHO-MaTeMaTUYECKOE BO3AEUCTBUE

[1O — nporpammMHoe o0ecrieueHue

[I9MUH — no6oyHbIe 3€KTPOMArHUTHBIE U3TYUYEHUS U HABOIKU
PU — peueBas undopmanus

CBT — cpencTBO BBIUUCIUTENIBHON TEXHUKH

C3U — cpeacTro 3amuThl HHGOpMAIUH

CIIN — creranorpaduueckoe npeoOpazoBaHre HHPOPMALIUU

COVIIN — ciennanbHbIe 3JIEKTPOHHBIE YCTPOKUCTBA MepexBaTa HHGOpMAIIUH

TKVYU — trexHuueckuii kKaHaa yTeuku nHGopMarmm
TCOMU — texnuueckue cpeacrtsa o0padoTku nHpopMarum
YBIT/IH — yrpo3sl 6€301acHOCTH IEPCOHATBHBIX JAaHHBIX



1. TepmuHbI 1 onpeae/ieHUs

B HacrosilieM JOKyMEHTE WCHONb3YIOTCS CIEAYIOLME TEPMUHBI M HUX
OIIpEIECIICHUS:

ABTOMATH3MPOBAaHHASl CHCTEMAa — CHUCTEMa, COCTOAIAs W3 IEpCOHala U
KOMIUIEKCA ~ CPEICTB  aBTOMATHU3AllMM  €ro  JESATENIBHOCTH,  peallu3yrolas
MH(OPMAIMOHHYIO TEXHOJIOTHIO BBITIOJHEHUS YCTAHOBICHHBIX (YHKIUH.

AyTeHTI/I(l)l/IKa]_[I/IH oTHpaBuTe/isd JaHHBLIX — IIOATBCPXKIACHUC TOIr0, 4YTO
OTIHPAaBUTCJIb MMOJYUYCHHBIX JaHHBIX COOTBCTCTBYCT 3asABJICHHOMY.
be3onacHocTh NNEPCOHAJTBbHBLIX JAaHHBIX — COCTOAHHC 3alIUIICHHOCTHU

[EPCOHAJIBHBIX  JIaHHBIX, XapaKTepU3yeMO€  CIOCOOHOCTBIO  IOJIb30BATENEH,
TEXHUYECKUX  CpPEACTB W  MH(OPMAIMOHHBIX  TEXHOJOTMH  00ecneuuTb
KOH(UIEHIINATBHOCTD, LETOCTHOCTh M JIOCTYIHOCTh NEPCOHATIBHBIX JAHHBIX MPU UX
00paboTke B MHPOPMALIMOHHBIX CUCTEMAaX NEPCOHATBHBIX JaHHBIX.

baokupoBaHne nmepcoOHAJBHBIX JaHHBIX— BPEMEHHOE NpeKpalleHue coopa,
CHUCTEMATHU3aLMY, HAKOIUIEHHUsI, UCIIOJIb30BaHUS, PACIPOCTPAHEHUS, NEPCOHAIBHBIX
JAHHBIX, B TOM YHCJIE UX IIEPEAAYU.

Bupyc (KoMNbHOTEpPHBI, NPOrPAMMHBINA) — HCIOJHSAEMBIA MPOrPaMMHBIMI
KOJA WM HWHTEPHpPEeTUPYEeMbld HAOOp HHCTPYKIUH, 00Jajalomuidi CBOMCTBAMU
HECAaHKIIMOHUPOBAHHOI'O PAaCHpOCTPaHEHUs] M caMmoBocnpousBefeHud. Co31aHHbIE
nyOnuKaThl KOMIBIOTEPHOTO BHpyca HE BCerja COBMAJAIOT C OPUTHHAJIOM,

HO COXPAHSIOT CIIOCOOHOCTH K nanbHenmemy pacpoCcTpaHEHUIO
¥ CaMOBOCTIPOU3BEICHHUIO.
Bpenonocnasi mporpamma —  [porpamma, INpeJHa3Haue€HHas IS

OCYIICCTBJIICHHS] HECAHKIIMOHUPOBAHHOTO JIOCTyNa U (WJIM) BO3ACHCTBUS Ha
NepCcoHaJIbHBIE JTaHHBIE WKW Pecypchl MHPOPMAIMOHHOW CHUCTEMBI MEPCOHATBHBIX
JAHHBIX.

BcenoMoraresibHbIe TeXHHYECKHE CpPeICTBA M CHCTEMbl — TEXHUYECKHUE
CpEIICTBAa M CUCTEMBI, HE MpeJAHAa3HAYCHHBIC NIJIS Mepeaadn, oOpadOTKU U XpaHECHUS
NEPCOHANBHBIX TAHHBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHUUYECKUMU CPEICTBAMU
U CHCTEMaMHM, TpeTHA3HAUYCHHBIMHU [JIsi OOpaOOTKM MEPCOHAIBHBIX HaHHBIX, WU
B TIOMEIICHUAX, B KOTOPHIX YyCTAHOBIEHH HWHMOPMAIMOHHBIE CHUCTEMBI
MEPCOHAIBHBIX JIAHHBIX.

JocTtyn B omepauMoOHHYI cpeay KoMnblTepa (MHGOPMALMOHHOU
CHCTeMbl TMEPCOHAJBHBIX [AHHBIX) — TMOJY4YEHHE BO3MOXKHOCTU 3allyCcKa Ha
BBITIOJTHEHNUE INTATHBIX KOMaHMA, (GYHKIUN, MPOIENyp OIEPAIMOHHOW CHUCTEMBI
(YHUYTOXKEHHUS, KOMHUPOBAHUS, TIEPEMEIICHUs] H T.I.), HCIOJIHSAEMBIX (paitnoB
MPUKJIIAJIHBIX TPOrPaMM.

Hoctyn k wuHpoOpMamuuM — BO3MOXKHOCTh TMOJy4YeHUs WHPOpPMANMH U
€€ HCTO0JIb30BAHUS.

3akja104HO0e YCTPOICTBO — DIIEMEHT CPEACTBA CheMa HH(POPMAITHH, CKPBITHO
BHEJIPAEMBIN (3aKJIaJbIBAEMbI WJIM BHOCHMBIA) B MECTa BO3MOXHOTO CheMa
nH(opManuu (B TOM 4KCIiE B OTpa)KJeHue, KOHCTPYKIMIO, 000PYI0BaHUE, TTPEAMETHI
UHTEpbEpa, TPAHCIOPTHBIE CPEJACTBA, a TaKXKE B TEXHUYECKHE CpEJCTBA
U CUCTEeMbI 00pabOTKH MH(MOPMALIHH).
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3ammmaemass uHpopmauuss — wuHbOpMaALUS, SIBISIOMIASICA MPEAMETOM
COOCTBEHHOCTH U TMOJJIeXKAIlasi 3alllUTe B COOTBETCTBUU C TPEOOBAHUAMU MPABOBBIX
JIOKYMEHTOB WJIK TPEOOBAHUSAMHU, YyCTAHABIMBAEMbIMU COOCTBEHHUKOM HH(OpMAIIIH.

NnenTnduxanuss — 1nOpucBoeHHE CyObEKTaM U O0BEKTaM JocTyna
uneHTudukaropa u (Win) CpaBHEHUE MPEIBABISIEMOT0 UACHTU(UKATOPA C TIEPEUHEM
MIPUCBOCHHBIX UJCHTU(PUKATOPOB.

NHpopMaTUBHBIA CUTHAJ — DJJIEKTPUYECKUE CHUTHAIBI, aKyCTHYECKHUE,
AJIEKTPOMArHUTHbIE U Jpyrue (puznueckue mojs, Mo mnapaMerpaM KOTOPBIX MOKET
ObITh packpeiTa KoHGUIAeHUMaNbHas WH(OpManus (MEPCOHANbHBIE JaHHBIE),
oOpabatbeiBaeMasi B UHPOPMAITMOHHOM CUCTEME MEPCOHATIBHBIX JAHHBIX.

NudopmanuonHass  cucreMa  NEePCOHANBHBIX  JaHHBIX  —  3TO
UH(pOpPMAIIOHHAsA CUCTEMA, MPEACTABISIONAas co00il COBOKYIMHOCTh MEPCOHATBHBIX
JTAHHBIX, COJEpKAIINXCs B 0a3e JNaHHBIX, a TaKKe UHPOPMAITMOHHBIX TEXHOJIOTUN U
TEXHUYECKUX  CPENICTB, TO3BOJISIOMIMX  OCYHIECTBIATHL  OOpabOTKYy  TaKux
NEePCOHANBHBIX JAHHBIX C HCIOJb30BaHUEM CPEJCTB aBTOMATH3allUM WU
0e3 UCMOJIb30BAHMS TAKUX CPEJICTB.

NudopmanmonHble TEeXHOJOTHM— TIPOIECCH, METOJbI IOucKa, cOopa,
XpaHeHus, 00pabOTKH, MPEIOCTABICHUSI, PACTTPOCTPAHCHUS UHPOPMAITUU B CITOCOOBI
OCYIIECTBJICHHSI TAKUX MPOIECCOB U METOJIOB.

HUcTounnk yrpo3sl Oe3omacHocTd uHpopManuu — CyOBEKT JOCTyMa,
MaTepUaNbHbI  O0BEKT WM (U3UYECKOE SIBICHHE, SBISIOUIUMECS MPUYMHON
BO3HUKHOBEHUS yTPO3bl 0€30MACHOCTH UH(GOPMALIHH.

KonTposimpyemasi 30Ha — 3TO MPOCTPAHCTBO, B KOTOPOM HCKIIFOYEHO
HEKOHTpOJUpyeMoe TpeObIBaHME COTPYIHUKOB U IIOCETHTENEeH omepaTopa
Y IOCTOPOHHUX TPAHCIOPTHBIX, TEXHUUECKUX U UHBIX MAaTEPUATbHBIX CPEJICTB.

KonduaeHuuajabHOCTh MNEPCOHAJIBHBIX JAaHHBIX — 00s3aTelbHOE IS
COOJIOJICHUsI OIMEpPaTOPOM WM HMHBIM TONYYMBIIUM JOCTYI K TEPCOHAIBHBIM
JaHHBIM JIMIIOM TpeOOoBaHME HE JOMYCKAaTh MX PACHpOCTpaHEeHHs 0e3 coryiacus
CyOBEeKTa MEePCOHANBHBIX IAHHBIX UM HAIMYUS MHOTO 3aKOHHOTO OCHOBAHUSI.

MeskceTeBoi IKpaH— JTIOKAJIbHOE (OJHOKOMIIOHEHTHOE) MM (DYHKITHOHATIBHO-
pacrpene’eHHOe NporpaMMHOE (MPOrpaMMHO-AIIAPATHOE) CPEACTBO (KOMILIEKC),
peanu3yroniee KOHTPOIb 3a HHPOpManuei, mocTtynaronieii B HHPOPMAIHOHHYIO
CUCTEMY TMEpPCOHAJbHBIX JaHHBIX W (WJIM) BBIXOJAIIEH U3 HWH(OOPMALMOHHOU
CUCTEMBI.

Hapymurtens 6e30macHOCTH MePCOHAJBHBIX TAaHHBIX — (PU3NYECKOE JIHIIO,
CIy4yallHO WJIH TpeAHAMEPEHHO COBEpIIaoNIee JEeUCTBUS, CIEICTBHEM KOTOPBIX
SBIIICTCSI HapyIIeHWe Oe30MacHOCTH TMEPCOHANBHBIX JAaHHBIX TPH HUX 00paboTke
TEXHHYECKUMU CPEJICTBAMH B HH(POPMAIIMOHHBIX CHCTEMaX MEPCOHATBHBIX JaHHBIX.

HenexknapupoBaHHble BO3MOXKHOCTH — (YHKIIMOHAJIBHBIE BO3MOKHOCTH
CPEACTB BBIUHMCIHUTEIBHOM TEXHUKH, HE OINHCAHHBIE WM HE COOTBETCTBYIOIIUE
OMHUCAHHBIM B JOKYMEHTAIINH, MPU UCMIOJIb30BAHUN KOTOPHIX BO3MOXXHO HapYIICHUE
KOHGUICHIIMAIBHOCTH,  JOCTYMHOCTH  WJIM  IEJIOCTHOCTH  00pabaThIBaeMOM
uHpopMauu.

HecaHKuMOHMPOBAaHHBIN A0CTYNl (HECAHKUMOHUPOBAHHBbIC [eHCTBUA) —
nocTyn K wuHbOpMaluuu Wi JAeUCTBHUS C HHPOpPMAIUEN, OCYIECTBISIEMbIE C
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HapyUIEHUEM YCTaHOBJIEHHBIX IpaB M (WJIM) MpaBUil JOCTyNa K MHGOpMAIUMU WIH
JNEUCTBUM C HEH ¢ MPUMEHEHHEM IITATHBIX CPEACTB MH(DOPMAIIMOHHON CHUCTEMBI HIIN
CPEICTB, AHAJIOTMYHBIX MM IO CBOMM ()YHKIHMOHAJIBHOMY MpPEIHA3HAYECHUIO U
TEXHUYECKUM XapaKTEPUCTUKAM.

Hocurtenns undopmanuu — ¢puzudeckoe JUIO WIKM MaTepUaTbHBIN 00BEKT, B
TOM uHucie (PU3NIECKOe MoJie, B KOTOPOM HH(pOpMalUs HAXOAUT CBOE OTpa)KCHUE B
BUJI€ CHMBOJIOB, OOpa3oB, CHUTHAJIOB, TEXHUYECKUX pELIEHUH U MPOLIECCOB,
KOJMYECTBEHHBIX XapaKTEPUCTUK (PU3NUYECKUX BEITUUHH.

O0padoTka mnepCcOHANBHBIX JaHHBIX — JedcTBUs  (omepaiuu) ¢
NEPCOHAJIBHBIMU  JIAHHBIMH, BKIJIIO4as cOOp, CHUCTEMaTH3alldl0, HAKOIUICHHUE,
XpaHeHue, yrouHeHue (0OHOBIIEHUE, U3BMEHEHUE), UCIOIb30BaHNE, PACIIPOCTPAHEHUE
(B ToM wuucine mepenady), oOe3NMYMBaHUE, OJOKMPOBaHUE, YHUUYTOXKEHUE
NEPCOHAJIBHBIX JAHHBIX.

Omneparop — rocyaapCTBEHHbIN OpraH, MyHUIIMIIAIbHBIN OpraH, OpUINYECKOE
Wi (HU3MYECKOe JHI0, OpraHu3ylonue v (Wih) OCYIIECTBISIONUE 00padoOTKy
NEPCOHATIBHBIX JAHHBIX, & TAKXKE OMpPEAeISIoNINe LU U coAepx aHue oOpaboTKu
NEPCOHAIBHBIX JAHHBIX.

IlepexBat (MH(poOpMauMu) — HENpPaBOMEpPHOE IMOJIydeHHE HWHGOPMAIUU C
UCIOJIb30BAaHUEM TEXHUYECKOTO CPEICTBA, OCYIIECTBIISIONIEr0 OOHAPYKEHUE, IPUEM
1 00paboTKy HH(OPMATUBHBIX CUTHAJIOB.

I[lepconanbuble fgaHHble — J00as  uHGOpMAIUs, OTHOCSIIAsACT K
OIpEJICIICHHOMY WJIU OIPEEeNIIEMOMY Ha OCHOBAaHUH Takoi MH(MopMauu Gu3n4eckomy
iy (cyOBeKTy MepCOHANBHBIX JaHHBIX), B TOM YHCJe ero (paMuius, uMs, OT4ECTBO,
JaTa U MECTO POXKACHUS, aJpec, CEMEHHOE, COLMAIbHOE, UMYILIECTBEHHOE T0JIOKEHUE,
oOpa3zoBaHue, npodeccus, T0X0bl, Apyras uHGopManus.

Ilo6ounbIe 3JIEKTPOMATHUTHbIE U3JIyYeHUs U HABOJAKH —
AIIEKTPOMArHUTHBIE M3TYYEHUS TEXHUYECKUX CPEACTB OO0pabOTKM 3alluInaeMon
nH(GOpMAIINH, BO3HUKAIOIINE KaK MOOOYHOE SIBJICHNUE U BBI3BAHHBIC AJICKTPUUECCKUMU
CUTHAJIaMH, JCHUCTBYIOIIMMH B HX JJIEKTPUYECKUX M MArHUTHBIX LEMAX, a TaKKE
JJIEKTPOMArHUTHBIE HABOJKM JTUX CUTHAJIOB HA TOKONPOBOJSIIME JIMHUM,
KOHCTPYKIMH U LIENN NTUTAHUS.

Ilonb3oBateib MHGPOPMAUMOHHON CHCTEMbl NEPCOHAJBHBIX JAAHHBIX —
JUIO, ydacTByiomiee B  (YHKIHMOHUPOBAHUM  WH(POPMALMOHHOM  CHCTEMBI
NEPCOHAIBHBIX JAaHHBIX UM HCIIONb3YIOIIEE PE3yIbTaThl €€ (PYHKIIMOHUPOBAHUS.

IIpaBuia  pasrpaHuYeHHss  JOCTyIa  —  COBOKYIHOCTb  IpaBul,
pETJIaMEeHTUPYIONIKX MTpaBa A0CTyNa CyOBEKTOB TOCTYIA K 00BEKTaM JOCTYyIa.
IIporpaMmMHasi 3aKjJagKa — CKPBITHO BHECEHHBIM B IPOrpaMMHOE

obOecrieueHue (HYHKIIMOHATBHBIN OOBEKT, KOTOPBIM TPU OIMPEACIICHHBIX YCIOBHUSIX
criocoOeH  o0ecrneuynTh  HECAaHKIIMOHUPOBAHHOE  MPOrpaMMHOE  BO3JECHCTBHUE.
[IporpammHas 3akiagKa MOXET OBITh peaTn30BaHa B BUJE BPEIOHOCHOW POTPaMMBbI
WJIU TPOTPaMMHOTO KOJa.

IIporpammuoe (mporpaMMHO-MaTeMaTH4YeCKOe) BO3/IeHCTBHE-
HECAHKIIMOHUPOBAHHOE  BO3JIECTBME  HA  pPEeCypchl  aBTOMATU3UPOBAHHOM
MH(MOPMAILIMOHHOM CHUCTEMBI, OCYILECTBISIEMOE C HCIOJIb30BAHUEM BpPEIOHOCHBIX
MIPOTPaMM.
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Pecypc uHpOpManMOHHOM CHCTEMbl — UMEHOBAHHBIA 3JIEMEHT CUCTEMHOTO,
IIPUKIIATHOTO 17007 anmapaTHOIO o0ecreyeHus (yHKIMOHUPOBAHUS
MH(OPMAIMOHHON CUCTEMBI.

CpencTBa BBIYMCAMTENbHON TEXHUKH — COBOKYIMHOCTh MPOTPAMMHBIX H
TEXHUYECKUX JIEMEHTOB CUCTEM OOpa0OTKU JTaHHBIX, CIIOCOOHBIX (DYHKIIMOHUPOBATH
CaMOCTOSITEJILHO WJIK B COCTaBe APYIHX CUCTEM.

Cy0bekT goctyna (cy0beKT) — JMIO WA MOPOLECC, JEUCTBUS KOTOPOTO
perjlaMeHTUPYIOTCS IPABUIIAMH pa3rpaHudYeHus JOCTyMa.

Texnuyeckue cpeacrsa HUHPOPMANUOHHON CHCTEMbI MNEPCOHAIBHBIX
JAHHBIX — CPEJICTBA BBIUYMCIUTEIBHON TEXHUKU, HH(OPMAILIMOHHO-BBIYUCIUTEIbHBIC
KOMIUIEKCHI M CETHU, CpeACTBAa M CHCTEMbl INepelayd, Ipuema U o00paboTKu
NEPCOHATBHBIX JaHHBIX (CPEACTBA M CHUCTEMbl 3BYKO3alHMCH, 3BYKOYCHJICHUS,
3BYKOBOCTIPOM3BE/ICHUS, IEPErOBOPHbIE M TEJIEBU3MOHHBIE YCTPOMCTBA, CpEJCTBa
U3TOTOBJICHUS, TUPAXKUPOBAHMS JOKYMEHTOB U JpYyrue TEXHUYECKUE CpEeJCTBa
00paboTKH peueBoM, rpapuyeckoil, Buaeo- U OyKBEHHO-IIMGPOBOM MHGOPMALIHH),
NporpaMMHbBIE CpeICTBa (OMEpallMOHHBIE CHUCTEMBI, CHUCTEMbI YIpaBieHHUs Oa3zaMu
JAHHBIX U T.I1.), CPEJICTBA 3AIIUTH HHPOPMAIIHH.

TexHnueckuii KaHajg YTe4KH HMHPOPMAUMM — COBOKYIHOCTb HOCHUTEIIS
undopmanmu (cpeactBa  00paboTku), GUKMYECKOW CpeAbl  PaclpoCTpaHEHUS
MHPOPMATUBHOTO CHUTHAJla M CPEJCTB, KOTOPBHIMU JIOOBIBAE€TCS 3alluIaeMas
uHbOpMaIus.

Yrpo3sl 0€30MaCHOCTH MEePCOHATBHBIX JAHHBIX — COBOKYITHOCTh YCJIOBUH U
(GakToOpoB, CO3MAIOMIMX OMACHOCTh HECAaHKIMOHUPOBAHHOTO, B TOM  YHCIIE
CIIy4yallHOrO, JOCTyNa K IEpPCOHAJbHBIM JIaHHBIM, PE3YJIHTATOM KOTOPOTO MOKET
CTaThb YHUYTOXEHHUE, WU3MEHEHHUE, OJOKUPOBAaHUE, KOMMPOBAHUE, PACIPOCTPAHEHHUE
NEPCOHAIBHBIX JAHHBIX, & TAKXKE MHBIX HECAHKIMOHUPOBAHHBIX NEWCTBUN MpPU HUX
00paboTke B MHGOPMAIIMOHHON CHCTEME TIEPCOHANIBHBIX JTaHHBIX.

YHUUYTOKEeHNE NMEePCOHAJbHBIX JAHHBIX — JCHCTBUS, B PE3YJbTAaTE€ KOTOPBIX
HEBO3MOKHO  BOCCTAHOBUTH  COJAEpP)KAHME  IEPCOHAIBHBIX  JIaHHBIX B
MH(POPMAIIMOHHON CHUCTEME MEePCOHANBHBIX [TaHHBIX WM B PE3yJbTaTe KOTOPBIX
YHUYTOXKAKOTCS MaTEpUaAIbHbIE HOCUTENIN MEPCOHAIBHBIX JaHHBIX.

Yreuka (BamuiaeMod) HHPOPMAUUM MO0 TEXHUYECKHUM KAHAJIAM —
HEKOHTPOJIUPYEMOE pacHpoCTpaHEeHHE HWHGPOpPMAIMU OT HOCUTENS 3aIlMIacMON
nHpopMamuu  depe3  (pu3MUECKyr0  cpely A0  TEXHHYECKOTO  CPEJICTBa,
OCYILIECTBIISIONIETO MepexBaT HH(HOPMALIUH.

Ya3BUMoOCTL — Hekass cl1aboCcTh, KOTOPYH) MOKHO HCIIONB30BaTh JJIS
HapYIICHUSI CUCTEMBI HII COJIEpXKAIIeics B Hell HH(pOpMaIIHH.
HenoctHocTh uH@poOpManMu — coCTOsHHE WHGOPMAIMHA, TPH KOTOPOM

OTCYTCTBYET J1000€ €€ HW3MEHEeHHEe MO0 HU3MEHEHHE OCYIIECTBISIETCS TOJIBKO
MpeJHAMEPEHHO CYObEKTaMH, UMEIOIIUMH Ha HETO MPaBo.



2. O0uue MoI0KEeHUA

Hacrosimas «ba3zoBast Mojiens yrpo3 0€30MacHOCTH MEPCOHATBHBIX JaHHBIX MPU UX
00paboTke B MH(GOPMAIMOHHBIX CHCTEMaxX MEPCOHANBHBIX JaHHBIX» (fHasee — Momenb
YIpo3) COACPKUT CUCTEMATU3UPOBAHHBIN MEPEUCHb YIpo3 0€30MaCHOCTH MEPCOHATBHBIX
JTAHHBIX TPU UX 00paboTKe B MHGOPMAITMOHHBIX CUCTEMAaX MEPCOHATBHBIX JAHHBIX. JTU
yIrpo3bl O0YCJIOBJICHBI NpEAHAMEPEHHBIMU WM HEMPEIHAMEPEHHBIMU JCHCTBUAMU
(U3nUECKUX ML, IEUCTBUSIMU 3apYOEKHBIX CIEICTYXO WM OpraHu3aluii (B TOM Yucie
TEPPOPUCTUYECKUX), a TaKXKE KPUMHHAIBHBIX TPYNIUPOBOK, CO3MAIOIIUX YCIOBHUS
(MpeAnochUIKN) AJI1 HapyIIeHUs] O€30MacHOCTH MepcoHaIbHbIX NaHHbIX (I1JIH), kKoTopoe
BEJICT K yIepOy *KU3HEHHO BAKHBIX HHTEPECOB JIMYHOCTH, OOIIIECTBA U TOCYAapCTRa.

Mogenbs yrpo3 COAEPXKUT €AUHBIE MCXOJHbIE JaHHbIE IO Yrpo3am
0€30MacHOCTU TEPCOHANIBHBIX JaHHBIX, OOpadaThiBaeMbIX B HHGOPMAIMOHHBIX
cucreMax nepcoHanbHbIX JaHHbIX (MCIIH), CBA3aHHBIM:

c nmepexBatoM (cveMoM) IIJ/[H MO TEXHHYECKMM KaHajllaM C IEJIbI0 HX
KOMMUPOBAHUSI WU HETIPABOMEPHOTO PaCIpOCTPAHECHUS,

C HECAaHKI[MOHUPOBAHHBIM, B TOM 4MClE ciaydailHbiM, noctynoM B MCIIH ¢
LEJbI0 M3MEHEHUS, KOMUPOBAaHMS, HEMpaBOMEpPHOro pacmpoctpaHenus I[IJIH wim
NeCTPYKTUBHBIX Bo3aericTBui Ha anemeHThl UCII/{H u ob6pabatbiBaembix B HuX [1J1H
C HCMOJIb30BaHWEM MPOTPAMMHBIX M MPOTPAMMHO-ANIAPATHBIX CPEACTB C UEIbIO
YHUYTOXECHHS WK OsokupoBanus [1/]H.

C npumeneHneM Mojienu yrpo3 pemaroTces CIeayonue 3a1a9u:

pa3paboTka 4YacTHBIX Mojene yrpo3 Oe3zomacHocTd [IJIH B KOHKpPETHBIX
NCIIH ¢ yaeToM UX Ha3HAYEHUS, YCIOBUU U 0COOCHHOCTEH ()YHKITMOHUPOBAHUS,

ananu3 3ammmeHHoctd MCIIJIa ot yrpo3 OesomacHoctu II/ln B xome
OpraHu3alliy U BIMOJHEHUs paboT o obecneyenuto 6ezonacHoctu [1/1H;

paspaboTka cuctembl 3amuthl [1J[H, oOecrneunBaronield HEUTpAITU3AIIUIO
IPENIoiaraéMbpIX Yrpo3 C HMCIOJb30BaHMEM METOAOB M croco0oB 3amuthl [1J[H,
IpeAYyCMOTPEHHBIX M cooTBeTcTBYIomEro kinacca MCIx;

IPOBECHUE MEpONPUATUH, HAaIllpaBJICHHBIX  HAa  NPEAOTBPAILCHHE
HECaHKIMOHUPOBaHHOTO Aoctyna K [IJ[H u (unum) nepenayu Ux auuaM, HE UMEIOIIUM
MpaBa J0CTyNa K Takoi nHGOpMaInH;

HeJonylleHne Bo3neicTBus Ha TexHuueckue cpeactsa UCII/IH, B pe3ynbrare
KOTOPOTO MOKET ObITh HAPYIICHO WX (YHKIIMOHUPOBAHHUE;

KOHTPOJIb OOECTIEUCHUS YPOBHS 3aIIUILIEHHOCTH MEPCOHAIBbHBIX JaHHBIX.

B Moaemn yrpo3 nmano o6o6menHoe ommcanne HWCIIJIH kak 0OBEKTOB
3aIIUTHI, BO3MOXKHBIX HMCTOYHHKOB YTPO3bl O€30MaCHOCTH TMEPCOHATBHBIX JaHHBIX
(VBIIH), ocHoBHBIX KkiaccoB ysa3BumocTedt MCIIJIH, BO3MOXKHBIX BHJIOB
JeCTPYKTUBHBIX Bo3aecTBUM Ha [1/[H, a Tak’ke OCHOBHBIX CITOCOOOB MX pean3aliiu.

VYrpo3sr 6e3omacHocTu I1J1H, o6pabareiBaembix B CII/IH, comepikamniuecs B
HacTosiied Moaenu yrpo3, MOryT YTOUHSITBCS U JOMOJIHATHCS 110 MEPE BBISIBICHUS
HOBBIX HMCTOYHUKOB YIpo3, pa3BUTHs crlocoOOB u cpenctB peanusauuu YBIIH B
NCII/s. Baecenne nzamenennii B Mogens yrpo3 ocymectisiercss ®CTOK Poccun B
YCTaHaBIMBAEMOM IOPSIKE.
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3. Knaccunduxanusi yrpo3 0e30nacHOCTH NePCOHATBHBIX JAHHBIX

CocraB n conepxanne YDBIIJ[H ompenenseTcss COBOKYHMHOCTBIO YCIIOBHM WU
(akTOpoB, CO3JAIOMIMX ONACHOCTh HECAaHKUMOHUPOBAHHOIO, B TOM YHCIE
ciy4daiHoro, nocrymna K I[1/[H.

COBOKYNHOCTh TakMX YCIOBHH U (akTopoB GOpPMHUPYETCS € YYETOM
xapaktepuctuk MCII/IH, cBoWcTB cpeabl (IyTH) pacipocTpaHeHus: UHHOPMAaTUBHBIX
CUTHAJIOB, COJEPKAIIUX 3alHUIIAEMYI0 UH(OPMAIIUIO, U BO3MOKHOCTEH MCTOYHUKOB
YIPO3BI.

K xapakrepuctukam MCII/IH, oOycnoBnuBatomuM Bo3HukHOBeHue Y BIIJIH,
MOKHO OTHECTH KaTeropuio u oobem oOpabarbiBaembix B MCIIJIH mepcoHanbHBIX
nanublX, cTpyktypy HWCII[H, nanuuue noakmtouenuit MCIIIH Kk ceTsiMm CBsA3M
oOLIEero MoJyib30BaHus U (MJIK) CETSIM MEXIYHAapOJIHOTI0 MH(OPMAIMOHHOTO OOMEHa,
XapaKTepUCTUKU TojcucTeMbl OezomacHocTu IIJ[H, obpabatbiBaembix B WCII/IH,
peXUMBI 00pabOTKU MEPCOHANBHBIX JAHHBIX, PEKUMbI pa3TpaHUUYCHUS MPaB JIOCTYIa
nosibzoBareneid MCIIJIH, MecTOHaXOKIEHUE M YCJIOBUS PA3MEIICHHUS TEXHUYECKHUX

cpeactB UCII/H.
Nudopmarmonnsie cucteMbl [IJ[H mnpenctaBiasior co0oil  COBOKYMHOCTH
MH(GOPMAIIMOHHBIX 51 IIPOrPAMMHO-ANIIapaTHBIX 3JIEMEHTOB, a

TaKkKeHMH(GOPMAITUOHHBIX TEXHOJOTHH, MpUMeHsIeMbIX TIpu o0padoTkell/]H.

OcHoBubIMU 31eMeHTamu UCIT/IH sBnstoTCs:

nepcoHaJIbHbIE JaHHBIC, COAepXkalirecss B 0a3axX JaHHBIX, KaK COBOKYIHOCTb
uHOopMaIUK U ee HocuTenel, ucnoybdyembix B UCITIH;

MH(GOPMAIIMOHHBIE TEXHOJIOTHH, IPUMEHsieMble ipu 00padoTtke [1/1H;

TEXHHUYECKHE CpEeNCTBa, ocyiecTrisomue o6pabdorky I[I/In (cpencrta
BBIUHUCTUTEILHON TEXHUKHU, WH(OOPMAITMOHHO-BBIYMCIUTENbHBIE KOMILJIEKCHl U CETH,
CpeICTBa M CHCTEMBbI Tepenauu, npuema u oodpabotku I1JIH, cpencTBa U cUCTEMBbI
3BYKO3allMCH,  3BYKOYCWJIEHHUS, 3BYKOBOCIPOU3BEICHHS, IEPErOBOPHBIE U
TEJIEBU3UOHHBIE YCTPONUCTBA, CPEACTBA U3TOTOBJIEHHUS, TUPAKUPOBAHUS JOKYMEHTOB
U Jpyrue TEeXHUYECKHE CpeAcTBa 00pabOTKH peueBoM, rpaduueckoi, BHUIIEO- H
OykBeHHO-IIMPpOoBOI nHDOpMaIn) (nanee — rexunueckue cpeacrtsa UCIAnH);

MporpaMMHbIE CpelicTBa (ONEpPALOHHBIE CHUCTEMBI, CUCTEMBI YIPABJICHUS
0a3zaMu JaHHBIX U T.IL.);

CpeIICTBa 3alUTHl HHPOPMAIIHH;

BCIIOMOTaTeIbHbIe TeXHUYecKkue cpeactBa u cuctembl (BTCC) — TexHuueckue
CpeICTBa M CHUCTEMBbI, X KOMMYHHUKAIIUW, HE TpeJHA3HAYEHHBIC 1 00paboTKU
[1/ln, HO pa3MemnieHHBIE B TMOMENIICHHSIX (Jamee — CIay)KeOHbIe TOMEIIEHHUs), B
Kotopbix pacnojoxenbl MCII[IH, uX TexXHUYECKHE CpeacTBa (Pa3IMYHOrO poja
Tee(pOHHBIE CPEJICTBA i CUCTEMBI, CPEACTBA BHIYUCIUTEILHON TEXHUKH, CPEIICTBA U
CUCTEMBI NIepeAavyu JIaHHBIX B CUCTEME PaJUOCBS3U, CPEACTBA U CUCTEMbBI OXPAHHOU
U TOXXAPHOW CUTHAJIM3ALMKM, CPEJICTBA U CUCTEMbl OMOBEIICHUS W CUTHAIU3ALINH,
KOHTPOJIbHO-U3MEpUTEIbHAS amnmnaparypa, CpeacTBa u CHUCTEMBbI
KOHJIUIIMOHUPOBAHUS, CPEJICTBA U CUCTEMBbI IPOBOJAHON PaguOTPAHCIISIIUOHHON CETH
U TpuUeMa MpOoTrpaMM paJMOBEIIAHUS UM TEJNEBHUACHUS, CPEACTBA JJIEKTPOHHOU
OpPITEXHUKH, CPEJICTBA U CUCTEMBI JIEKTPOUYACOPUKALIIHN).

CaoiicTBa cpenbl (IyTH) pacOpoCTpaHEHHs] WH(POPMATUBHBIX CHUTHAJIOB,
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collepKalllUX 3alUIIaeMyl0 MH(POPMALMIO, XapaKTepU3YIOTCS BUIOM (U3HUECKOU
cpenbl, B KOTOpou pacmpoctpaHsrorcs IIJ[H, u ompenensrorcs npu  OLEHKE
BO3MOXXHOCTH peanusaruu Y bITJIH.

Bosmoxxnoctu ucrounukoB YBIIJIH 00yclioBIE€HBI COBOKYIMHOCTHIO CIOCOOOB
HECAaHKIIMOHUPOBaHHOTO W (WiM) ciydaiiHoro aoctyna kK IIJIH, B pesynbrare
KOTOPOTO  BO3MOXKHO  HapyllleHHe  KOH(UIECHUUATBHOCTH  (KOIUPOBAHUE,
HEMPaBOMEPHOE PACHPOCTPAHEHUE), IEJIOCTHOCTH (YHHUTOXEHHE, W3MEHEHUE) U
noctynHoctH (6nokupoBanue) [1/1H.

VYrpoza 6e3onacuoctu [1/IH peanusyercs B pe3yibTare 00pa3oBaHMs KaHalla
peanuzanuu YBII/IH MeX Ty HICTOUHUKOM Yrpo3bl U HocuteneM (nctouHukom) [1/1H,
YTO CO3/AET yCJIOBUS JjIsl HapyuieHus: 6e3omacHocT [1/IH (HecaHKIIMOHUPOBAHHBIM
WIH CITy4alHbIN 10CTY).

OcHoBHBIMU 371eMeHTaMu KaHasa peanuzanuu Y BII/IH (pucyHok 1) sBnstoTcs:

uctoyHuk YBII/IlH — cyObekT, MaTepuaibHbIi OOBEKT WM (U3UUECKOE
siBieHue, co3aaromue YBbII/IH;

cpena (myth) pacnpoctpaHeHus IIJ[H wiam  BO3AEHUCTBUN, B KOTOpPOU
¢usznueckoe moiie, CUTHAN, JAaHHBbIE WM MPOTrpaMMbl MOTYT PacHpOCTPAHITHCS U
BO3/ICHICTBOBATh Ha 3allUIaeMble CBOMCTBAa (KOH(MUIECHIMATBHOCTD, LIETOCTHOCTD,
nocTymHocTh) [1]1H;

Hocutenb [1/IH — dusmveckoe MU0 WM MaTEPUATIbHBINA OOBEKT, B TOM UYHUCJIE
¢usnueckoe mojue, B kotopom II/[H HaxomsT cBoe OTpakeHHE B BHUAE CHMBOJIOB,
0o0pa3oB, CHUTHAJOB, TEXHUYECKHX PpEHIEHUH U TPOILECCOB, KOJIUYECTBEHHBIX
XapaKTePUCTUK (PU3NYECKUX BETUUHH.

Cpena pacnpocTpaHeHUs
Hcroynuk I1/11 u Bo3meHcTBUil
yrpo3 0e3onacHocT |4 TIpreMHuK +—> Hocurens I1T/1n
IT/Tn MH(OPMATHBHOIO CUTHAJIA
[lepenaTunk
BO3/ICIICTBYIOIIErO CUTHATIA

Pucynox 1. O6o0mieHHass cxema KaHaia peajau3aludd yrpo3 0e30macHOCTH
MEPCOHANBHBIX TAHHBIX

Hocutenu II[lH MoryT coxepkatb uWHGOpPMAIUIO, TPEJACTAaBICHHYIO B
CIEeAYIOIINX BUAAX:

akyctrueckas (pedeBas) uadopmarms (PU), coneprkamiascs HEMOCPEICTBEHHO
B mpom3HocuMoil peun monw3oBatenss VCIIJIH mpu ocymectBieHun uM (QyHKIHH
rosiocooro BBojga II/ln B UCII[H, 100 BoCmpou3BOAMMAs aKyCTUUYECKUMU
cpenctBamu UCTI/IH (ecnu Takue GyHKIIUH TPEAyCMOTPEHBI TEXHOJIOTHENH 00paboTKH
[1/1n), a Taxxke couepxkaliasicsi B AJIEKTPOMATHUTHBIX TMOJSX M DIEKTPUUYECKUX
CUTHaJIaX, KOTOPbIE BO3HUKAIOT 3a CUET MpeoOpa30BaHUil aKyCTHUECKON HHPOpMaIINH;

BusioBast uHpopmanus (BU), npeacraBneHHast B BUjae TEKCTa U M300paKEHUM
Pa3JIUYHBIX YCTPOUCTB OTOOpa)keHHsT HWH(OpPMALMK CPEACTB BBIYUCIUTEIBHOM
TEXHUKHU, MH(OPMALMOHHO-BBIYUCIUTEIBHBIX KOMIUIEKCOB, TEXHUYECKUX CPEJICTB
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00paboTKH rpaduuecKo, BUACO- U1 OYKBEHHO-LU(PPOBON MHPOPMALIUH, BXOIAUIUX B
coctaB UCII/IH;

uHpopmanus, oOpabarbiBaemast (uupkynupytomas) B HWCII[AH, B BuAe
AIEKTPUUYECKUX, FJIEKTPOMATHUTHBIX, ONTUYECKUX CUTHAJIOB;

uHpopmanus, oopadateiBaemas B UCII/IH, npencraBieHHas B Buje OuT, OaurT,
(baiioB U IPYrUX JIOTUYECKUX CTPYKTYP.

B nensx dbopmupoBanus cucremarusupoanHoro nepeuns YBII[H npu ux
obpabotke B HCIIJIH u pa3paboTke Ha UX OCHOBE YACTHBIX MoJeel
NpUMEHHUTENIbHO K KOHKpeTHoMmy Buay WCII[IH yrpo3sl knaccuduiupyrorcs B
COOTBETCTBUHU CO CIEIYIOIIUMHU NMPU3HAKAMU (PUCYHOK 2):

no Buay 3amuiiaemoit ot YBII/In undopmanuu, conepxameit [1/1H;

10 BHJ1aM BO3MOKHBIX UCTOYHUKOB Y BII/IH;

no tuny MUCII/IH, Ha koTOphIe HanpaBieHa peanu3auus Y BII/IH;

no cnocoOy peanuzanuu Y BI1/]H;

0 BUJy HAapyIIaeMOro CBOMCTBa MH(popManuu (BUAY HECAHKIIMOHUPOBAHHBIX
NEeUCTBUM, ocyiecTBiasieMbix ¢ [1JIH);

10 UCIOJBb3yEMON YA3BUMOCTH;

10 0OOBEKTY BO3/ICHCTBUS.

[Io BUmaM BO3MOXHBIX HMCTOYHUKOB YDBII/[H BBIIEIAOTCS CIeAyOUIAE
KJIACCHI YI'PO3:

yIpo3bl, CBSI3aHHBIE C MPEJHAMEPEHHBIMU WA HENpPEJHAMEPECHHBIMU
neucTBuaMu Jni, wuMmeromux gocryn k  MCIIH, BkiIoyas moJib30BaTenei
UCIIH, peamusyronux yrpo3sl HenocpeactBeHHo B HWCII[IH (BHyTpeHHUI
HApPYLIUTED);

yIpO3bl, CBSA3aHHbIE C NPEAHAMEPEHHbIMU WM HENpPeJHAMEPECHHBIMU
neucTBUAMHU Jni, He umeromux goctyna k MCII[H, peanusyronmx yrposbl M3
BHEITHUX CETeH CBsI3M OOIIEro TMOJB30BaHMS U (WJIM) CEeTed MEXIyHAPOIHOTO
nH(OPMAIIMOHHOTO OOMEHa (BHEITHUN HAPYIIUTEIb ).

Kpome Toro, yrpo3sl MOTyT BO3HMKaThb B pe3yjbTaT€ BHEIPEHUS
anmnapaTHbIX 3aKJ1aJ0K U BpEJOHOCHBIX MIPOrpaMM.

I[TIo tuny MWCII[IH, ©Ha KoTOopble HampaBieHa peanuszauus YbBII/IH,
BBLIEJIAIOTCA CIEAYIOIINE KIIACCHl YTPO3:

yrpo3sl  Oe3omacHoctu IIJlH, oOpaGateiBaembix B UCII[IH Ha 06aze
aBTOHOMHOT'O aBTOMAaTU3UPOBAaHHOTO padouero mecta (APM);

yrpo3bl Oe3omnacHoctu I1/1H, oOGpabarsiBaembix B UCIIJIH Ha Oaze APM,
MOJKIIOUEHHOTO K CeTH OO0Iero mnoyib30BaHUsl (K CETH MEXIYHapOJHOTO
nH(OPMAITMOHHOTO 0OMEHA);

yrpo3sl 6e3omacHocTH [1/1H, o6pabaTeiBacMbix B MUCII/IH Ha 06a3e JTOKaIbHBIX
WH()OPMAITMOHHBIX CHCTEM 0€3 MOJIKIIOUEHHS K CETH OOIIero Mmojib30BaHus (K CeTH
MEXIYHApPOTHOTO WH(OPMAITMOHHOTO OOMEHA);

yrpo3sl 6e3omacHoctu [1J1H, oObpabdateiBaembix B UCII/IH Ha 6a3e JOKaIbHBIX
MH()OPMAIIMOHHBIX CUCTEM C MOJKIOUYEHUEM K CETH OOIIEero MoJib30BaHUs (K CEeTH
MEKIyHapOIHOT0 HH(POPMALIMOHHOTO OOMEHA);
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yrpo3el  Oe3onacHoctu IIJln, oOpabateiBaembix B WMCII[lH Ha 0aze
pacrpeeieHHbIX MH(GOPMAIMOHHBIX CHUCTEM 03 MOJIKIIOYeHUs K CeTH oOmiero
MOJb30BaHUs (K CETH MEXIyHapOIHOr0 HH(OPMAIIMOHHOTO 0OMEHA);



Kaaccudpukanusi yrpo3 6€301acHOCTH MEPCOHAJTBHBIX JTaHHBIX

ITo Buay 3ammmaemoii ot YBII/In nundgopmanuu, cogepsxkameii INJTn

Yrpo3sl BU

Yrpossl PU

[ Yrpossl unpopmanuu, obpabarsisaemoii B TCOU | [ Yrpossl undopmaruu, obpabarsiBacmoii B AC |

ITo BUAaM BO3MOKHBIX HCTOYHUKOB YBII/In
Co3s/laBaeMble HapyIIUTENEM ‘ ‘ CosnaBaemble annapaTHoH ‘ ‘

Co3naBaemble BPEIOHOCHBIMU ‘

(pusuueckuM JIULIOM) 3aKIIAIKON nporpamMmmaMu
Co3/aBacMbIc BHYTPCHHUM ‘ Co3naBaeMble BCTPOCHHOM ‘ IpOTrpaMMHOM 3aKJIaAKoOH, mporpammoii Tuna‘“TposHCKHI KOHB™ ‘
3aKJIagKON
HapyIIuTeieMm A MIPOTPaMMHBIM BUPYCOM ‘
Co31aBaeMble BHEITHUM Co3naBaemble aBTOHOMHOI
HAPYLIUTEIEM 3aKIaaKOM BPEIOHOCHOM MPOrpaMMOi, pacIpOCTPAHSIOMICHCS IO CETH (CETEBBIM UEPBEM) ‘

ocyutectienust HCJI (monbopa maponeit, yqaaieHHOro

APYTUMHU BPpE€AOHOCHBIMHU IIpOrpaMmMamMH, Npe€aHasHa4YCHHBIMUA IS

AocTyna U 2p.)

ITo BuaYy HapylIaemMoro cBoiictea nHpopMauuu (BU1y HECAHKIIMOHHPOBAHHBIX /el CTBHIi, ocymecTBasseMbIX ¢ IT/IH)

Vrpo3s! KOH(pUACHIHATIFHOCTH (YTEUKH, IIepexBaTa, CheMa, VYTpo3sl 11eI0CTHOCTH (YTPAThl, yHUYTOXEHUS,
KOITMPOBAaHUS, XUIICHUS, pa3TIalieHust) HHGOpMaIHU moauduKanun) HHGoOpMaun

ITo Tuny UCII/In, Ha koTOpble HanpaBjeHa peaauzanusa Y BITAn

Yrpo3bl JOCTYITHOCTH
(6110kupOBaHMS) MHPOPMALIMH

Vrposs! 6e3omacHoct I1/1H, Vrpossr 6e3omacHocT I1/1H, oOpabaTsIBacMbIX B Vrpossl 6e3onacHocT I1/1H, 0OpabaTeIBacMbIX B
obpabatsiBaembix B UCIT/IH Ha 6aze APM (c HNCIT/Ix Ha 6a3e JOKAJIbHONW BBIYUCIUTEIILHOM HCII/Ix Ha 6a3e pacrpeaeaeHHbBIX
TOAKITIOYCHUEM U 0€3 MOAKITFOUCHUS K ceTH (C MOAKITFOYCHHUEM U 0e3 MTOIKII0UYCHUS K HHOOPMAIMOHHBIX CHCTEM (C IMTOAKIIFOUCHHEM,
BBIYUCIIUTEIILHON CETH) pacnpeiesIeHHON BBIYUCINTEIIBHOW CEeTH) 0€e3 MOJAKIIOUEHHS K CETH OOIIEro MOJIb30BaHUS)

ITo cnocob6am peanusauuu YBII/In

VYrpo3st HCJ/I B UCITH

VYrpo3sl cnenuaibHBIX Bo3aekicTBuil Ha MCIT/IH

VYTpo3s! yTedkHn HHGOPMAIUH 110

TCXHHUYCCKHUM KaHaJlaM

MEXaHU4ECKOr0 BO3ACHCTBHA | VYrpo3sl, peanu3yeMble ¢ IPUMEHEHHUEM —
—{ XMMHYECKOr0 BO3ACHCTBUS ] 3JIEKTPUUECKMMU ‘ IIPpOrpaMMHBIX CPE/ICTB ONEPALIMOHHON CHCTCMBI ‘ o paguoOKaHaITy A~
—{aKycrudeckoro BosachcTBuA | UMITYJTIbCaMH Vrpossl yreuku PU
5 = l Yrpo3sl, peaanu3yemble ¢ IPUMEHEHUEM ‘ 110 SJICKTPUHICCKOMY KaHay
+—{ OMOJIOrMYEeCKOTO BO3ACHCTBUS
i 3JICKTPOMArHUTHBIMU cnenuanbHO pazpaboranHoro I1O ‘ [0 ONTHYECKOMY KaHalLy Vrpossl yreuku BU
I paanaloOHHOIO BO3ACHCTBHS | H3JTydCHUSAMH
- TIO aKyCTAICCKOMY
—{ TepMHUECKOro BO31CHCTBUS ] MATHUTHBIM I10JIEM VYrpo3ssl, peaiu3yeMble ¢ IPUMEHEHHEM (BUODAIIMOHHOMY) KAHAJIY YTrpo3sl yTeuku
SIICKTPOMArHATHOTO BPEIOHOCHBIX IIPOTpam 0O CMCIIAHHEIM uHbOpMALUH 10 KaHAJIAM
S (mapaMeTpHU4YeCcKUM) KaHajIaM HIOMUH
ITo ncnonb3yemMoii ysisSBUMOCTH
C HUCHoJIb30BaHUEM C ucnoyib30BaHUEM C ncnonb30BaHUEM C 1CnoNnb30BaHNEM YSI3BUMOCTEH,
C ncnionb3oBadneM | | C UCHONIB30BaHUEM o 2> o Y >
STIRIIM STIRIIM YSI3BUMOCTH, BBI3BAHHOM YSI3BUMOCTEH TPOTOKOJIOB YSI3BUMOCTH, BBI3BAHHOM 00YCIIOBIIMBAIOIIX HATHINE C HCIIONIB30BaHUEM
b4 Y HamnaueMm B AC CETEeBOr'0 B3aMMOACHCTBUSA U HEJIOCTaTKaMH OpPraHu3aLn TEXHUYECKUX KaHAJIOB YTCUKHA ysi3Bumocteit C31
cucremnoro I1TO npukiaganoro IO %
anmnapaTHOMN 3aKIaJIKi KaHaJIoB Ilepedayy JaHHBIX T3U or HCJ{ uHpOpMaLIH
ITo 00bexkTy BO3AeiicTBHS
VBIT/IH, 06pabaThiBaeMbIX B BBIICICHHBIX VYBII/IH, nepenaBaeMbIx YIpo3bl CHCTEMHOM
VBITH, o6pabaTeiBacmbix Ha APM Hu. 06p A Hu, nepen YTPO3bI IPUKIA/HBIM NPOrpaMMam, T10 ré6ec ESUHBAFO! ey
TEXHUYICCKHUX CPEJICTBAX 06pa6OTKI/I I10 CETSIM CBS3U peHa3HauYeHHbIM U151 pa6()T],1 cIdun 8 TICHUBAOIEMYy
(yHKIIMOHMpOBaHNE
Ha otuy’kaaeMbIX HOCUTENSIX HH(pOpMAIIUU Ha npunrepa, miorrepax, VBI1/ln npu niepegade CUTHAIOB HUCIIa
rpadOroCTPOUTENSIX U T.II. 10 JIMHUSIM CBA3U
Ha BcTpOEHHBIX HOCHTEISIX JOJITOBPEMEHHOr0 XpaHeHHs! HHGOPMaLHH
~ Ha BBIHOCHBIX TepMHUHANIAX, VBI1/11 npu 06paboTke NakeToB B
B cpencrBax o6paboOTKH U XpaHEHUs ONEPaTUBHON MH(pOpMariu ‘ MOHHUTOpPaX, BUIECONPOSKTOpax KOMMYHUKAIIMOHHBIX JIEMEHTAX
HHGOPMALIMOHHO-
B cpencrBax (moprax) BBoJa (BeIBOAa) HH(pOpMannu B cpencrTBax 3ByKOYCHIICHUS
PeA (noprax) na ( n1a) urdopman ‘ pea YKoy ’ TEJIEKOMMYHHKAILIMOHHBIX CUCTEM
3BYKOBOCIPOU3BEACHUS

Pucynok 2. Knaccudukanus yrpo3 6€30macHOCTH MEPCOHAIBHBIX TaHHBIX,
o0pabaTbiBaeMbIX B UHPOPMAIITMOHHBIX CUCTEMAX MEPCOHABHBIX JAHHBIX
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yrpo3sl Oe3onacHoctu IIJln, oOpabateiBaembix B WMCII[lH Ha 0aze
pacnpeneeHHbIX UH()OPMAIIMOHHBIX CUCTEM C MOJKIIOYEHHEM K CETH OOIIEro
MOJb30BaHUs (K CETH MEXKIyHapOIHOTO HH(POPMAITMOHHOTO 0OMEHA).

ITo cnoco6am peanuzanuu YBII/IH BbIACHSAIOTCS ClIEAYIONINE KIACCHl yTPO3:

yrpo3bl, cBsizanHble ¢ HCJ x [I[ln (B ToM uwMcine yrpo3bl BHEAPEHHUS
BPEAOHOCHBIX ITPOrPAMM);

yrpo3bl yTeuku [1/IH mo TexHuyeckum KaHaiaMm yTeuku uHpopMaimu;

yrpo3bl clienHaIbHBIX Bo3aeiicTBuil Ha UCII/H.

[Io BuAy HECAaHKIMOHUPOBAHHBIX JEUCTBUM, ocyuecTBiasieMblx ¢ [IJ1H,
BBIAEJISIIOTCS CJIEIYIOIINE KIAcChl yrpo3:

yrpo3bl, NOPUBOASIIME K  HapymieHuio KoHuaeHuuanbHoctu  [I/IH
(KOMMPOBAHUIO MJIM HECAHKIMOHUPOBAHHOMY PACIPOCTPAHEHUIO), TIPU peatn3aluu
KOTOPBIX HE OCYIIECTBISETCS HEMOCPEICTBEHHOrO BO3ACHCTBUS Ha COAEp>KaHUE
uHpoOpMaIny;

yrpo3bl, TPUBOJAININE K HECAHKIIMOHUPOBAHHOMY, B TOM YHCIIE CIy4ailHOMY,
BO3JICHCTBUIO HAa  coiepkaHue uH(poOpManuu, B  pe3yjabTaTe  KOTOPOTO
ocyuiecTBisieTcss u3Menenue [1J{H niam ux yHu4TOXKEHHE;

yrpo3bl, TPUBOJAIINE K HECAHKIIMOHUPOBAHHOMY, B TOM YHCIIE CIy4ailHOMY,
BO3/ICHCTBUIO Ha TPOrpaMMHbBIE WK MporpaMMHo-anmnaparubsie sinemenTsl UCII/IH, B
pe3ysbTaTe KOTOpOoro ocyiiectrisiercs Ogokuposanue [1/]H.

[To ucnonb3yeMoi ysi3BUMOCTH BBIICIISIIOTCS CJIEAYIOIINUE KIACChl YIpO3:

yIpO3bl, peaN3yeMbIE€ C UCIIOIB30BAHUEM YS3BUMOCTH crucTeMHOro [10;

yIpO3bl, PEAN3yEMbIE C UCIIOJIB30BAHUEM YS3BUMOCTH npukiagHoro [10;

yIrpo3bl, BO3HUKAIOLIKE B PE3YJIbTATE UCIIOJIb30BAHUS YSI3BUMOCTH, BBI3BAHHOM
HannureMm B AC anmapaTHOW 3aKJIaJKH;

yIpO3bl, pEAIN3yEMbIE C UCIIOJIb30BAHUEM YA3BUMOCTEN MPOTOKOJIOB CETEBOIO
B3aUMOJICHCTBHS U KaHAJIOB MEpe/lavul JaHHBIX;

yrpo3bl, BO3HUKAIOLIME B PE3YJIbTATE UCIIOJIb30BAHUS YSI3BUMOCTH, BbI3BAaHHOU
Henocratkamu opranuzanuu T3 ot HC/J;

yIrpo3bl, peaju3yeMble C UCIIOJIb30BAHUEM YSA3BUMOCTEH, 00YCIOBIMBAIOIINX
HAJIMYHUe TEXHUYECKUX KAaHAIOB yTeYKHU UH(POPMAIIUK;

YIpO3bl, peaInu3yeMbIe C UCIIONIb30BaHUEM ysi3BuUMocTend C3U.

ITo 00BbeKTy BO3EHCTBUS BBIACIAIOTCS CIACAYIONINE KIIACCHl yTPO3:

yrpo3sl 6e3omacHocTH I1/1H, o6pabaTeiBaeMbix HAa APM;

yrpo3sl 0e3onacHoctu II/IH, oOpabaThiBaeMbIX B BBLACJICHHBIX CpPEICTBAX
00paboTku (MpUHTEpax, TIOTTEpax, rpadoOMOCTPOUTENSIX, BEBIHECEHHBIX MOHUTOPAX,
BUJICONPOEKTOPAX, CPEACTBAX 3BYKOBOCIIPOU3BEACHUS U T.I1.);

yrpo3sl 6e3omacHoctu [1/1H, mepegaBaeMbIX MO CETAM CBS3H;

YIpO3bl NPUKIIAIHBIM [IPOrpaMMaMm, ¢ IOMOIIBI0 KOTOpbIX oOpabaTsiBatotes [1]1H;

yrpo3sl cucteMHoMyl 1O, obecnieunBaromemy pynkruonnpoBanue UCII/IH.

Peanuzamus omnoit wu3  YbBII/[HnepednciieHHBIX  KJIACCOB WM HX
COBOKYIMHOCTUMOKET MPHUBECTH K CIEAYIOIIUM THUMAM  TOCIEACTBUM ISt
cyonekToB I1/[H:

3HAYUTENIbHBIM HETaTUBHBIM MOCIEACTBUSIM 151 cyObekTOB [1/1H;

HETaTUBHBIM MOCIEICTBUAM 1151 cyObekToB [1/1H;
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HE3HAYUTEIbHBIM HETaTUBHBIM MOCIEICTBUAM ISl cyObekToB I1/1H.

Yrpo3bl yreuku II/I[H mo TeXHMYECKMM KaHalaM OJHO3HAYHO OIMCBHIBAHOTCS
XapaKTepUCTUKAMU HMCTOYHUKAa WH(pOpManuu, cpelpl (IyTH) pacHpOCTPAHEHUS U
MpUEeMHUKa MH(OOPMATUBHOIO CUTHAJIA, TO €CTh ONPENEISAIOTCA XapaKTEpPUCTHUKAMU
TEXHUYECKOro KaHayia yreuku [1/1H.

VYrpo3bl, cBA3aHHBIE C HecaHKIMOHHUpoBaHHbIM goctynoMm (HCJ) (manee —
yrpo3sl HCJ[ B UCII/IH), mpenctaBiasioTcsi B BUJE COBOKYITHOCTH OOOOIIEHHBIX
KJIACCOB BO3MOXHBIX HCTOYHUKOB yrpo3 HC/I, ys3BUMOCTEN NpPOrpaMMHOrO M
anmapatHoro obOecneuenuss HWCIIIH, cnoco0oB peanuzanuu yrpos, OOBEKTOB
BO3JEHCTBUA (HOcHUTeNned 3amuinaeMod uHGOpMali, IUPEKTOPHUEB, KaTalloroB,
¢aitnos ¢ [1In man camux I1JIH) 1 BO3MOXHBIX JECTPYKTHBHBIX AeicTBuil. Takoe
Npe/ICTaBIIEHUE OMKUCHIBACTCS CIIEAYIONIeH (opMaTn30BaHHOM 3aMUChIO:

yepoza HCJ/[: = <ucmounux y2po3vr™>, <yA36UMOCMb NPOCPAMMHO20 UTU
annapamuoz2o  obecneueHus>, <cnocob  peanuzayuu  yeposvi>,  <00beKm
8030elicmeusi™>, <HeCauKYyuOHUPOBAHHbIL OOCMYN >,

4. Yrpo3bl yTeuku HHGpOPMAIMH M0 TEXHUYECKUM KaHAJIaM

OCHOBHBIMH  DJIEMEHTaMHU OIHUCAHUSI Yrpo3 YTEUKH HWHOOpPMALMHU IO
texuudeckuMm kaHajmaM (TKYW) saBnsroTcs: HMCTOYHMK Yrpo3wl, cpena (IyTh)
pacrpocTpaHeHusi MH(OOPMATHBHOTO CHUTHaja ©M  HOCUTENb  3aIMIIAEMOU
uHdOpMaIHH.

HcTounrnkamMu yrpo3yTeukd HHPOPMAIIUU 110 TEXHUYECKUM KaHajaM SBIISIOTCS
¢usnueckue nuna, He wumeromue poctyna k MCIIH, a Takke 3apyOexHbIe
CHEICTYyX Obl WM  OpraHu3aiud (B TOM 4YHCJIE€ KOHKYPUPYIOIIUE WU
TEPPOPUCTUYECKUE), KPUMHHAJIBHBIE TPYIIUPOBKU, OCYILIECTBIAIONINE TepexBat
(cbeM) wHpOpPMAIUKU C HUCIIOJIB30BAHUEM TEXHUYECKUX CPEACTB €€ PETrUCTpPAINH,
npuema uinu hororpadgupoBaHus.

Cpena pacrnpoctpaneHusi ”HGOPMATUBHOTO CUTHAA — ATO (U3MYEcKas cpena,
0 KOTOpPOM MHGOPMATUBHBIA CHUTHAT MOXET PACIpPOCTPAHATHCA M TPUHUMATHCS
(peructpupoBaThcsi) mnpueMHUKOM. Cpema pacmpocTpaHEHHSI MOXET OBITh Kak
OJTHOPOJIHOM (HANpUMeEp, TOJBKO BO3AYIIHOHM), TaKk W HEOJHOPOJHOM 3a CYET
nepexojla CHUrHajla W3 OJHOW cpeapl B ApYryro (Hampumep, B pe3yjbTare
aKyCTORJIEKTPUIECKUX MIMBHOPOAKYCTUUECKUX TIPEOOpa30oBaHUM).

HocurenemII[{HsaBasieTCAIONB30BATEN b NCIIIn, OCYIIECTBIA IO N
rosiocoBoit BBoa I1/1n B UCII/IH, akycTtuueckas cucrema MCIIJIH, BoctipousBoasias
IT1/In, a Taxkerexuuueckue cpeactsa WCIIAn u BTCC, coznmaromiue dusnyueckue
TOJIS, B KOTOPBIX MH(OpMAIUs HAXOIUT CBOE OTPaKEHHE B BUIE CUMBOJIOB, 00pa3oB,
CUTHAJIOB, TEXHUYECKUX DPEIICHUH M MPOLECCOB, KOJIMYECTBEHHBIX XapaKTEPUCTHUK
(u3HUeCKUX BETNYNH.

[Tpu o6padotke [1[In B UCII/IH 3a cuer peanu3amnuyi TEXHUYSCKUX KAHAIOB
yTEUYKU UHPOPMAIMU BO3MOKHO BO3HUKHOBeHHE cieayromux Y BIT/xH:

yYIpO3 YTEUKH aKyCTUUYECKOU (peueBoii) nHpopMaIuu;

yIpo3 YT€UKH BUJ0BOM MH(pOpMALINH;

yrpo3 yTeYKH HHQPOpMAIMU MO KaHajdaM I[OOOYHBIX 3JIEKTPOMATHUTHBIX
u3inydyeHuit nasoaok (IIDMHUH).
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5. Yrpo3ssl HECAHKIHOHMPOBAHHOIO  JOCTYHa K  HMH(popMauuu
B HH(OPMALMOHHOI cCHCTEMe NEPCOHAIbHBIX JaAHHBIX

VYrpo3et HCJI B HCII[IHC mpuUMEHEHMEM NIPOTPaMMHBIX M INPOrPAMMHO-
aIlllapaTHBIX CPEICTB PEaU3yOTCs IIPU OCYIICCTBICHUHA HECAHKIIMOHUPOBAHHOIO, B

TOM qucie ciiy4aitHoro, J0CTYTIA, B pe3ynbTaTe KOTOpPOTO
OCYILIECTBIIACTCAHAPYIICHUE KOH(DUAEHIIUATIEHOCTH (KomupoBaHUe,
HECAHKI[MOHUPOBAHHOE pacrpocTpaHeHue), LEIOCTHOCTH (YHMYTOXEHHUE,

U3MEHEeHHe) U JocTynHOCTH (O1okupoBanue) I1/1H, u BkItouaroT B ce0s:

yrpo3bl jJocTyna (IPOHUKHOBEHMS) B OINEPAllMOHHYIO Cpely KOMIIBIOTEepa
C MCIOJIb30BAHUEM IIITATHOTO MPOTPAMMHOT0 OOecIeueHust (CpeCTB OneparmoOHHOM
CUCTEMBbI WJIU TIPUKJIAHBIX MPOTPaMM 00IIIET0 TPUMEHEHHS);

yIrpo3bl CO37aHUs HEHITATHBIX PEKUMOB paOOThl IPOrPaMMHBIX (TIPOrpaMMHO-
amnmapaTHbIX) CPEJICTB 3a CUeT MPEeJTHAMEPEHHBIX U3MEHEHHU CIYy)KEOHBIX JaHHBIX,
UTHOPUPOBAHUS MPEIYCMOTPEHHBIX B IITATHBIX YCJIOBHUSIX OTpaHUYEHUN Ha COCTaB
U XapaKTepUCTUKH o0OpabarpiBacMoil WHMOpMaNUK, HCKaXeHUs (MOAUGDUKAIIUN)
CaMHUX JaHHBIX U T.IL.;

yrpo3bl BHEAPEHUSI BPEJOHOCHBIX MporpamMMm (MporpaMMHO-MaTeMaTHYECKOTO
BO3JICUCTBU).

CocraB anementoB onucanus yrpo3 HCJl k undopmanuu B UCIIJIH npuBenex
Ha pUCYHKe3.

Kpome »3Toro, BO3MOXHBI KOMOMHHPOBAHHBIE YTPO3bl, MPEACTABISIONINE
co0ol coueTaHue ykazaHHBIX yrpo3. Hampumep, 3a cyeT BHeApeHUs BPEIOHOCHBIX
nporpaMM MoOryT co3faBaTtbesi ycioBus mia HCJ B onepauvoHHyrO cpeny
KOMIIBIOTEpa, B TOM  4YHclie myTeM  (OopMUpOBaHHS  HETPATUIIMOHHBIX
MH(GOPMAIIMOHHBIX KaHAJIOB JJOCTYIIA.

Yrpo3sl goctyna (MPpOHUKHOBEHHs) B onepauuoHHyto cpeny HWCII/Ix
C MCTOJb30BaHUEM IITATHOTO MPOTPAMMHOI0 00eCTeueHusl Pa3AeIsIFOTCS Ha YIPO3bl
HEIMOCPEACTBEHHOI'0 U YAAJIEHHOrO JOCTYIAa. YTPO3bl HEMOCPEICTBEHHOTO AOCTYIa
OCYLIECTBIISIIOTCS C HCIIOJIb30BAHHEM IPOTPAMMHBIX WU IMPOrPAMMHO-AIIAPATHBIX
CPEACTB BBOJA/BBIBOJA KOMIBIOTEPA. YTPO3bl YNAJIEHHOTO JOCTYIA pEeaJu3yroTCs
C UCIOJIb30BAaHUEM MTPOTOKOJIOB CETEBOTO B3aUMOICHCTBHUSI.

Otu  yrpo3sl peanu3ytorcs oTHocutensHo MCIIJIlH  kak Ha  Oase
aBTOMATU3MPOBAaHHOTO PaboOYero Mecra, HE BKIIOUYEHHOTO B CETH CBS3M OOIIEro
MOJIb30BaHUS, TaK M MpuMeHHuTelbHO KO BceM MCII/IH, nMeromuM NOAKIIOYEHUE
K CETSAM CBSI3U OOINETO MOJTB30BAHUS U CETAM MEXKIyHAPOIHOTO MH(POPMAIMOHHOTO
oOMeHa.

Onucanne yrpo3 jgoctyna (IMIPOHUKHOBEHHUS) B ONEPALMOHHYIO CpELy
KOMIIbIoTEpa (POPMabHO MOXKET OBITh MPEACTABICHO CIIEIYIOMIUM 00pa3oM:

yvepoza HCJ 6 UCII[u: = <ucmounuk yeposwvr>, <ysazeumocmsv HCII{n>,
<cnocob peanusayuu yepo3vl>, <00vbeKm B030eucmsus (npocpamma, HpPoOmMoKoI,
oanmbvle U 0p.)>, <0ecmpyKmueHoe oelicmaue™.

VYTpo3bl co3AaHus HEMITATHBIX PEXKUMOB Pa0OThI MPOrPaMMHBIX (POTPaMMHO-
amnmapaTHbIX) CpelcTB — 3To yrpo3sl «OTkaza B oOcnyxuBaHnum». Kak mpaBuio,
JaHHbIE Yrpo3bl paccMarpuBatorcst npuMeHuTesnbHo K MCII/IH Ha 0a3e joKanbHBIX
U pacrpeaeieHHbIX HH(POPMAIIMOHHBIX CUCTEM BHE 3aBUCUMOCTH OT MOJKIIFOUEHUS



NcTounnk |
yrposbl

Yas3BMmMocTu

Hapywwutens

BHewHwit

BHyTpeHHuin

Nuua, nmetome CaHKLMOHNPOBAHHbIN
{— AOCTYyN B KOHTPONUPYEMYIO 30HY, HO He
vmetowme goctyna k MAOH

3apernctpupoBaHHbIi nonb3oBaTenb

— MHPOPMALIMOHHBIX PECYPCOB, UMEIOLLIA

orpaHuyeHHble npasa goctyna k MOH
MCMAH ¢ paboyero mecTa

Monb3oBaTenu MHPOPMALMOHHBIX
[ |pecypcos, ocyliecTeAsIOWME YAANEHHbIN
poctyn k MAH no NIBC

BaperncTpmpoBaHHbIi Nonb3oBaTens
| MONHOMOYMAMU CUCTEMHOO
aamuHucTpatopa MCMNOH

BaperncTpmpoBaHHbIi Nonb3osaTens
NOMHOMOYMAMN aAMUHUCTPaTOPa
6e3onacHocTy MCIMOH

Y

UCnau

YassumocTtu MO

YA3BUMOCTU MUKPOMNpOrpamm,
NpOLIMBOK

YA3BUMOCTU ApaiiBepoB annapaTtHbiX
cpeacts

4 YA3BMMOCTM ONepaLVOHHbLIX CUCTEM

B npouecce uhnuymnanusaumm OC

B HesalwuLeHHOM pexvmMe paboTbl
npoueccopa

B npouecce cyHyLmnoHnpoBaHusa
OC B NpUBUNErMPOBAHHOM peXume

—‘ YassmumocTu npuknagHoro NO ‘

—‘ YsassumocTtu crneumansHoro NO ‘

—{ YassumocTu MO nonb3osatens ‘

MporpaMmmMucTbl-paspaboTunkmn
npuknagHoro MO u nuua,
1 OGECI’ISHVIEEPOLL[VIE €ero conposoxaeHue B
OH

PaspaboTumnkn n nuua, obecneunsatolime
nocTaeky, conposoxaeHve B UCMNOH

[pyrve kateropum nuu, B COOTBETCTBUN C
oprwiTaTHol cTpykTypoin UCTMOH

ﬁ

MporpamMmHo-annapaTHas

3aknagka ‘

] KoncTpyktusHo ecTpoenHas |

— ABTOHOMHas ]

BpepnoHocHasa nporpamma l

L

_‘ MporpaMmHble 3aKknagku ‘

—‘ MporpammHble BUPYCbI ‘

BpeaoHocHbIe nporpammel,
pacnpocTpaHsiowmnecs no
ceTun (4epBu)

[pyrve BpeaoHOCHbIe
nporpammbl

] WNCMAH nporpaMMmHo-annapaTHOW 3aknaaku

YS3BUMOCTU, BbI3BaHHbLIE HANU4YNem B

VHBBMMOCTM, CBsAA3aHHbIE C peanwaauweﬁl
NPOTOKOMIOB CETEBOro B3aUMOAENCTBUS U
KaHanos nepega4n gaHHbIX

YA3BUMOCTH, Bbl3BaHHbIE HeOCTaTKAMN
opraHusauun T3U ot HCO

Yassumoctn C3U ‘

YA3sumocTtun nporpaMmmHo-annapaTtHbIX
cpepcte VCTMOH B pesynbTaTte c6oes B
paSOTe, OTKa30B 3TUX CpeacTs

Hanuune TexHn4ecknx KaHarmnos yTeuku
nHdbopmauumn

peanun3aunn

Cnoco6

yrpo3bl

Vcnonb3oBaHue CyLLecTBYIOLNX
YSI3BUMOCTe NporpaMMHo-annapaTHoro
obecneyeHuns UCMNOH, NO3BONSOWMNX:

# O6xoauTts C3UN ‘

4 [ecTpykTvBHO Bo3gelicTBoBaTh Ha C3U ‘

BckpblBaTe UNW NepexBaTbiBaTh
naponu

Wcnonb3osaTk ys38MMOCTN
NPOTOKOSIOB CETEBOro

m B3aMMOAENCTBUS U KaHanoB

nepenayu AaHHbIX, No3BonsoLme:

% MepexsaTbiBaTb UHOPMALNIO ‘

MoauduunposaTb
nepefaBaemble AaHHble

Meperpyxatb pecypcel UCMOH
(oTkas B obcnyxusaHum)

nporpammb!

_‘ BHeapsATb BpeAOHOCHbIE ‘

MonyyaTtb yaanexHsin HC k
cucteme

Pasrnaiuate 1 opraH13oBbIBaThL
L] yTeuKy MHdOopMaLmm Ha

HesalLmLLeHHble paGoune MecTa
mncnan

Wcnonb3oBaTb OCTaTO4HY1O,
— HeyuTeHHyto uHdopmaumio (cGop
«Mycopa»)

Wcnone3oBaTe HETPaANLIMOHHbIE
—  (cTeraHorpaduyeckne) kaHanbl
nepepaun nHopmauum

BHeapeHune (BHECeHWe) HOBbIX
ysassumocTten B UICMNOH Ha aTane
NpOeKTUPOBaHus, pa3paboTku 1

conpoBoxaeHus NCMaH

WcnonbsosaHue HewTaTtHoro MO ‘

BHeceHwue yassumocTel ¢
MCMNOMNb30BaHNEM LITaTHbIX CPEACTB

O6MeH nporpamMmamu v AaHHbIMK,
coaepXKalMU BbINOfHSAeMble
MOAYyNK (CKpUNTLI, Makpochkl U T.7)

N3meHeHwne koHdburypauum MO ‘

Moaundukaums MO 1 AaHHbIX ‘

a3paboTka BPEAOHOCHBIX
nporpamm
My6bnukauus, pasrnawieHve
3alMLIaeMbIX CBEAEHNI

O6bekt - »[dECTPYKTVBHOE
BO3EeNCTBUSA nencrene

WHdopmauumsn, obpabaTeisBaemas Ha HapyweHve

APM (yane) UCNAH, Haxoaswascs: — KOHUAEHUMANBLHOCTU

Ha oTuyxaaemelx HocuTensx
nHdopmMaumn

L[ Ha rmbkux marHuTHbIX avckax |

—{ Ha ecTkux MarHuTHbIX Anckax ‘

m Ha Hakonutensx ZIP |

Ha HakonuTensix anekTpoHHon
namsTu Tuna cnew

Ha ayavo-, BugeokacceTax.
MarHuUTHbIX NeHTax

4 Ha onTuyeckux komnakT-guckax ‘

B coToBbIx TenedoHax,

— KapMaHHbIX KOMMbloTepax,

umdpoBbIX hoToannaparax, mp3-
npourpbiBaTenax

ﬂ B uundpoBbix BUAEOKaMmepax ‘

4{ B Apyrux yctponcTeax ‘

Ha BCTPOEHHBIX HOCUTENAX
[ONTOBPEMEHHOTO XpaHeHUs
unHdopmaumn

Ha XeCTKUX MarHUTHbIX Anckax ‘

B M3y |

Ha nepenporpamMmmupyemsix
(nepesanucbiBaembix)
3anoMuHaloLMX YCTPOUCTBax

B cpeacteBax 06paGoTku U xpaHeHust
onepaTuBHONM MHopMaumm

YTeuka nHdopmauymmn

HecaHkunoHuposaHHoe
KonupoBaHue

MepexBaTt Hopmaumm B KaHanax‘

nepenaqu faHHbIX

Pasrnawenue (ny6nukaums)
3awmaemMor nHopmaumm

[

(yHuuTOXEHME, MOAnUKauus,

HapylieHnve uenoctHocTn

Ae3nHdopmaums)

034encTeme Ha W AaHHble
nonb3osarens

BospgenictBue Ha
MVKPONPOrpamMmel, AaHHbIE U
Apavisepbl ycTpoincts UCMOH

Bospgeiicteue Ha nporpammel,
AaHHble U ApaiiBepbl YCTPONCTB,
obecneymnBatoux 3arpysky OC n

C3W 1 ux dyHKUMOHUpOBaHWe

BoapgelicTBue Ha nporpaMmmebl 1
AaHHble NPUKNagHoro 1
cneumanesHoro NO

BHeapeHune BpeOHOCHOM
nporpaMmel, NPOrpaMmHo-
annapaTHoOM 3aKknaaku v ap.

C

{

BospgeiicTBue Ha cpeacTea
ynpaBreHus KoHdurypaumen cetn

L

Bosgevicteue Ha C3U

B onepaTtusHoi namsaTn ‘

B keww-namstu, B 6ydepax
BBOAA/BbIBOAA

B Bugeo-namsatn ‘

B onepaTtusHOl NnamsATn
NoAKItoYaeMbiX YCTPOUCTB

WNHdopmaumsa B cpeacTeax,

“|esaumopeiicteue, u kananax nepepaun

peanusyioLmx ceTeBoe

[aHHbIX B ceTn

B mapuwpyTtusatopax ‘

B apyrux yctponctesax komMmyTaumm

Pucynok 3. DnemenTtsl onucanus yrpo3 HCJ/I k undopmanuu B UCIT

Hapyuienue agoctynHoctn

HapylieHne dyHKUMOHMpOBaHUSA
1 oTKasbl cpeacTs o6paboTku
vHdopmauum, cpeacTs Beoga/

BbIBOZA UH(pOPMaLNK, CPeaCTB

XpaHeHwsi MHdopmMaLmm,
annapaTypel U KaHarnos
nepeayn AaHHbIX

HapyleHune 1 oTkasbl B
yHKkumoHmposaHun C3U




19

uHpopmannonHoro oo6mena.Mx peanuzanus oOycClOBI€HA TEM, 4YTO TIPHU
pa3pabOTKEe CUCTEMHOr0 WM MPUKIAAHOTO MPOrPAMMHOIO OOECIIEUYECHUS] HE
YYUTBHIBACTCS. BO3MOKHOCTh MpPEIHAMEPEHHBIX IEUCTBUM MO IIeJCHANPABICHHOMY
MU3MEHEHUIO:

coJiepKaHMsl ClIy>)keOHOM MH(pOpPMAaLMK B MaKeTax COOOLICHUH, nepeaaBaeMbIX
0 CETH;

ycloBUi 00pabOTKM AaHHBIX (HampUMep, WUTHOPUPOBAHUE OTPAHUYECHHUHA Ha
JUTMHY MaKeTa COOOIICHUS);

dbopmaTOoB MpeACTaBICHUS JaHHBIX (C HECOOTBETCTBUEM HM3MEHEHHBIX
(GopMaToB, YCTAHOBJIEHHBIX JJIsi OOpa0OTKM MO  MPOTOKOJIAM  CETEBOIO
B3aMMO/JICHCTBHS);

IPOrpaMMHOT0 o0ecrieueHus 00pabOTKH TaHHBIX.

B pesynerate peanmzanuu yrpo3 «OTkaza B OOCTY)KUBAaHHH» IPOUCXOIUT
nepenoyiHeHue OydepoB U OJOKUPOBAHHE MPOIEAYP OOPaAOOTKHU, «3aAlMKIMBAHKE»
nporeayp oOpaOOTKM U «3aBHCAHHE» KOMITBIOTEpa, OTOpAachIBaHWE TaKETOB
coobmiennit u Ap. Onucanue Takux yrpo3 (GpopmMaibHO MOXET OBITh MPEACTABICHO
CJIEIYIOIIMM 00pa3oMm:

yepoza  «Omkaza 6  obcnyocuganuu»: =  <UCMOYHUK  Y2pO3bl>,
<yazeumocmov UCII[Jn>, <cnocob peanuzayuu yzpo3vi>, <00beKm 6030elcmausl
(Hocumenv  Il/[n)>, <HenocpeOCm@eHHbll  pe3yIbmam  peanu3ayuu  yepo3bl
(nepenonnenue Oygepa, Oa0KUpOBAHUE NPOYEOYPbL 00PAOOMKU, «3AYUKIUBAHUEY
obpabomxu u m.n.)>.

VYrpo3bt BHEJIpEHUS BPEIOHOCHBIX nporpamm (mporpamMMHO-
MaTEMaTHYeCKOTO BO3JCHCTBUsI) HelenecooOpa3HO ONHChIBAaTh € TOH ke
JETANbHOCTBIO, YTO W BBIIIEYKa3aHHBIE YIPO3bl. OJTO OOYCIOBIEHO TEM, YTO,
BO-TIEPBBIX, KOJMYECTBO BPEIOHOCHBIX MPOTPAMM CETOJHS YK€ 3HAYUTEIBbHO
NPEBBIIAET CTO ThICAY. BO-BTOpBIX, MpPH OpraHU3alUu 3alUThl HHPOpPMAIUU
Ha TMpaKTUKe, KaK TMpaBWIO, JOCTATOYHO JHINb 3HATh KJIAcC BPEIOHOCHOM
IpOrpamMMBbl, CIIOCOOBI U TIOCJIEICTBUS OT €€ BHeApeHus (MHGUIpoBaHus). B cBs3u
C 3THM YTIpO3bl MporpaMMHoO-Matematuueckoro BoszaeictBus (IIMB) dopmanbhHo
MOT'YT OBITh TPEACTABJICHBI CIEAYIOIIUM 00Pa30M:

yepoza IIMB ¢ UCII/[n: = <kaacc 8pe0OHOCHOU NpOcpaMMbL(C YKA3aHUeM
cpedvl obumarust)>, <UCMOYHUK Yepo3bl (HOCUMENb 8PEOOHOCHOU NPOSPAMMbL)™>,
<cnocob uH@uyuposanus>, <obvekm 6030eUcmeus (3acpy304Hbli  CEeKmMop,
paiin u m.n.)>,<onucavue B03MOIHCHBIX 0eCmpyKmueHbIxX
oeticmauil >, < 0ONOJIHUMENbHASL UHGPoOpMayus 00 yepose (Pe3udeHmMHOCMb, CKOPOCHb
PACnpocmpaHnenust, NOIUMOPOUUHOCHb U Op.)>.

Huxe nmaercs oOmas XapakTEepHCTHKAa HCTOYHUKOB Yyrpo3 0€30MacHOCTH
uH(pOpMAINH, YSI3BUMOCTEH, KOTOPhIE MOTYT OBITh MCTOJIB30BAHBI MPU peaTH3aluN
yrpo3 HCJI, u xapakrepucTuka pe3yJIbTaTOB HECAHKIIMOHUPOBAHHOTO WU
CIy4yallHOro JocTymna. XapakTepUCTUKa CIOCOOOB peaau3alu yrpo3 JaeTcs
IpU OMNUCAHWU YIrpo3 JocTyna (MPOHUKHOBEHHUS])) B OMNEPAUOHHYIO CpEay
KOMIIBIOTEPA, YTPO3 O0TKa3a B 00caykuBaHuu u yrpo3 [IMB.
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5.1. O0mas xapakTepUCTHKa HMCTOYHUKOB YIPO3HECAHKUMOHUPOBAHHOIO
AOCTYNA B MH(POPMALMOHHOI CHCTEeMe MEPCOHATBHBIX JAHHBIX

Uctounukamu yrpo3z HC/] B UCIIIH MoryT ObITh:

HapyILINUTEIb;

HOCHUTEJb BPEJOHOCHOUN IPOTrPaMMBI;

amnrapaTHas 3aKJajJKa.

VYrpossl 6e3onacHocty [1/1H,CBSI3aHHBIE CBHEIPEHUEM allllapaTHBIX 3aKIaJoK,
ONPENENATC B COOTBETCTBUHM C HOPMAaTWBHBIM JOKymeHTaMu DenepanbHON
ciyxk0b1 6e3onacHocT Poccuiickoit denepalini B yCTaHOBJIEHHOM €10 TIOPSJIKE.

[To HanMuuIO MpaBa MOCTOSHHOTO WJIM Pa30BOI0 JOCTyNa B KOHTPOIUPYEMYIO
3ony (K3) UCITIH HapymuTenu noapasiestoTcs Ha 1Ba TUIA:

HapymuTenu, He uMmeromue noctyna k MCII[H, peanusyromme yrposbl U3
BHEUIHUX CeTel CBs3M OOILIEro MOJb30BaHMS U (WJIM) CEeTed MEXITyHapOIHOTO
MH(GOPMAIIMOHHOTO 0OMEHAa, — BHEIIHUE HAPYIIUTEIH;

HapymuTenu, umerone goctyn Kk MCIT/Ix, Bkimtodas nonb3oBareneit UCITH,
peanuzyroniue yrpo3sl HenocpeactBeHHO B CII/IH, — BHYTpeHHHE HApYIIUTEIH.

BHemHuMY HapyIIUTEIsIMUA MOT'YT OBITh:

pa3BelbIBaTEIbHbIE CIYKOBI TOCY1aPCTB;

KPUMUHAJIbHBIE CTPYKTYPHI;

KOHKYPEHTBI (KOHKYPHUPYIOILIUE OpraHU3alINH );

HE00POCOBECTHBIE MTAPTHEPHI;

BHEITHUE CYOBEKTHI (PU3NUECKHE JTUTIA).

BHemHui HapylmuTenb UMEET CIEAYIOMINE BOZMOKHOCTH

OCYLIECTBIIITh HECAHKLIMOHUPOBAHHBIN JOCTYIK KaHajaM CBS3H, BBIXOJSIINM
3a Mpeebl CIIyKEOHBIX TOMEIEHUH];

OCYLIECTBIIATh HECAHKIMOHMPOBAHHBIA JOCTYIl 4Ye€pe3 aBTOMATU3UPOBAHHBIC
pabouune MecTa, MOJKIIOUEHHBIE K CETSIM CBSI3U OOIIETO MOJIb30BaHUA U (UITK) CETAM
MEXTyHAPOIHOTO HHPOPMAITMOHHOTO 0OMEHa;

OCYILIECTBIISITh HECAaHKIIMOHUPOBAaHHbBIN JOCTYTI K uHbOopMaIH
C HCHOJb30BaHUEM CHEUUAIBHBIX MPOTPAMMHBIX BO3IEHCTBUIl IMOCPEACTBOM
MIPOIPAMMHBIX  BHPYCOB, BPEOOHOCHBIX IIPOTPaMM, aJTOPUTMHYECKHX  WIIH
MIPOTPAMMHBIX 3aKJIAJIOK;

OCYLLIECTBIIATH HECaHKIMOHUPOBAHHBIN JOCTYII qyepes DIIEMEHTBI
unpopmarmonnorr uHbpactpykrypsl HWCIIJIH, koTOphle B TMpoIecce CBOETo
KU3HEHHOTO 1UKIa (MOJEpPHU3AIMHU, CONPOBOXKICHHS, PEMOHTA, YTUIIU3ALNN)
OKa3bIBAIOTC 32 NpeeIaMHA KOHTPOIUPYEMOH 30HBI;

OCYIIECTBJISITh HECAHKIIMOHWPOBAHHBIM JOCTYyN 4epe3 HHPOPMaLUOHHBIE
CHUCTEMBI B3aMMOJICHCTBYIOIIMX BEIOMCTB, OPraHU3alUd MU YUYPEKIACHHM IPU HX
noakirodeHuu Kk UCIT/H.

B03MOXHOCTH BHYTPEHHErO0 HAPYIIMUTENS CYLIECTBEHHBIM 00pa3oM 3aBUCAT
OT  JACUCTBYIOIIMX B  IpeAenax  KOHTPOJIMPYEMOM  30HBI  PEXKUMHBIX
U OpPraHu3alMOHHO-TEXHWUYECKUX MEp 3alIUThl, B TOM YHCIE IO JOMYCKY
dbusznueckux aun K [IJ[H 1 KOHTpOJIII0 MopsiiKa TPOBeACHUs padoT.

BHyTpeHHHE NOTEHUHAIBHBIE HAPYIIUTENIH TMOAPA3ACIAIOTCI HA BOCEMb
KaTeropuil B 3aBUCUMOCTH OT CI0co0a JoCTyIa U mojJHoMo4ui goctymna Kk [1/1H.
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K nmepBoil KaTeropumoTHOCATCS JIMIA, UMEIOIINE CAHKIIMOHUPOBAHHBIN JTOCTYII
Kk UCII/In, HO HEe nmeromue nocryna kK [[J[H.K sTtoMy Ty Hapymurenei oTHOCATCS
JIOJKHOCTHBIE JIHIa, o0ecneunBaromre HopmainbHoe GpyHkuuonuposanue UCIT/IH.

JIuwo 3ToM KaTeropuu, MOXKeT:

UMETh JOoCTyll K @parMeHtaM uH(opmauuu, conepxameid [l u
pacnpocTpaHsonieics no BHyTpeHHUM kaHainam cBsizu UCII/IH;

pactionaratb  ¢parmentamu  uHbopmauuu o  Ttomosiorun  UCIIdn
(KOMMYHUKAIIMOHHONW YacTH TOJACETH) U 00 HCIOIb3yEMbIX KOMMYHUKAIIMOHHBIX
MPOTOKOJIaX U UX CEPBUCAX;

pacnojiaraTh UMEHAMH M BECTU BBISIBIICHUE TMAapOJI€d 3aperucTpUpPOBAHHBIX
N0JIb30BATENIEH;

U3MEHATh KOH(purypamnuio TtexHuueckux cpenctB WCII[H, BHOCUTH B Hee
IporpaMMHO-aIapaTHhIC 3aKJIaJIKU U 00ecreunBaTh CbeM UH(POpMAIuU, UCTIONIb3YS
HEMOCPEICTBEHHOE MOAKIIOUeHNE K TeXHuYeckuM cpenctaM UCIIH.

Ko BTOpoil KaTEeropuMOTHOCATCS  3apPETUCTPUPOBAHHBIE  MOJB30BATEIIH
NUCII[dH, ocymecTBidONMe OrpaHuyYeHHbld jgoctynn kK pecypcam  MHCIIIn
¢ pabouero mMecTa.

JInio 3ToM KaTeropuu:

o0J1ajjaeT BCeMHU BO3MOKHOCTSIMH JIMI] TIEPBON KaTETOPHUU;

3HAET, IO MEHBUIEH Mepe, OJHO JIETAIbHOE UMS JOCTYTIA;

o0nagaeT BceMH HEOOXOIUMBIMU aTpuOyTamu (Hampumep, Mapojem),
00ecreynBaoIUMU JOCTYI K HEKOTOpoMy moaMHokecTBY [1/1H;

pacnosiaraeT KOHQUACHIIMATBHBIMUA JAHHBIMHU, K KOTOPBIM UMEET JOCTYII.

Ero nocryn, ayrentudukamus M TpaBa IO JOCTYNy K HEKOTOPOMY
noaMHoxecTBY [1/IH TOMKHBI pernaMeHTHPOBATHCS COOTBETCTBYIOLIUMU MPABUIAMHU
pasrpaHuyeHus 10CTyma.

K Tpetbeil kKaTeropunoTHOCATCS 3aperucTpupoBaHHblie nonb3oBaTenuCII/IH,
OCyllIeCTBIAOIIMEYyAaNCHHbIA  noctyn kK I[JIH 1o JokambHBIM U (WIH)
pacnpeneeHHBIM HHPOPMAIIMOHHBIM CHCTEMAaM.

JInio >ToM KaTeropuu:

o0nagaeT BCeMH BO3MOXKHOCTSIMHU JIUIIIEPBON U BTOPONKATETOPHUIA;

pacnonaraeT nndopmarmeit o rononoruu UCII/In Ha 6aze mokanpHON H (WK)
pacnpeneneHHO HMHPOPMAIMOHHOW CHCTEMBI, 4Yepe3 KOTOPYIO OCYIIECTBIACTCS
JOCTYT, U 0 cocTaBe TexHuueckux cpeacts UCII/IH;

UMEET BO3MOXHOCTh MPAMOTo ((PU3MYECKOTO0) JHOCTyma K ¢parMeHTam
texHudyeckux cpeacts UCIIJIH.

K gerBepToii KaTeropuMoTHOCSITCS 3aperucTprupoBaHHbie noJib3oBate i CII /I
C MOJIHOMOYHSAMH aIMUHUCTpaTopa 6e3omacHocTH cermenta (dhparmenta) UCI/IH.

JIuo 3TOM KaTeropuu:

o0nagaeT BCeMU BO3MOKHOCTSIMH JIUIT TIPEABITYIIUX KaTerOprii;

oOnajgaer moaHOM mH(OpMalel 0 CUCTEMHOM U MPUKIIAJHOM MPOrPaMMHOM
obOecnieueHuu, ucnosubzyeMoM B cermente (pparmente) UCIH;

oOnajaer nmoiaHOM uHpoOpMaUe 0 TEXHUUYECKUX CPEICTBaX M KOH(MUrypauuu
cermenta (¢pparmenrta) UCII/H;
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UMEEeT JIOCTYN K CPEACTBaM 3alllUThl MH(OpMALUU U NPOTOKOJIMPOBAHUSA, a
TaK’Ke K OT/AEJIbHBIM 3JIEMEHTaM, UCOJIb3yeMbIM B cermenTe (pparmente) UCII/IH;

UMEET JOCTYyl KO BCEM TEXHHUYECKHUM CpEJICTBaM CerMeHTa ((pparmMeHra)
NCITH;

o0nagaeTr mnpaBaMM KOHPUIYPUPOBAHHUA M aJIMHUHUCTPATUBHON HACTPOMKU
HEKOTOPOTI0 MOJAMHOYKECTBAa TEXHUUECKUX cpeJcTB cermenTa (pparmenrta) UCII/IH.

K nsToifi KaTeropumoTHOCATCS 3apErMCTPUPOBAHHBIE IOJIB30BATEIU €
ITOJIHOMOYUSAMM cucTeMHOro aamuuucrparopa UCIIIH.

JIuwo 3TOoM KaTeropuu:

o0JazaeT BCeMU BO3MOKHOCTSAMM JIUI MIPEABIIYIIUX KaTeropuid;

oOnazaeT MoJHOW MHPOpMaLUEe O CHCTEMHOM U MPUKIAAHOM MPOrpaMMHOM
ob6ecrieuernnu UCII/IH;

oOnafaeT noiaHou MHpopManuen 0 TEXHUYECKUX CPEJICTBaX U KOH(UTypaluu
NCITH;

UMEET JIOCTYN KO BCEM TEXHUYECKUM CpelcTBaM 00pabOoTKH MHGOpMAIMU U
nanabiM UCII/H;

oOnafaeT mnpaBaMH KOHPUIYPUPOBAHHUS M aJIMHUHUCTPATUBHON HACTPOMKHU
texHuuyeckux cpeacts UCII/IH.

CucTeMHBIN aJIMUHHCTPATOP BBHITIOJHSAET KOH(MUTYpUPOBAaHUE U YIPABICHUE
nporpamMmMHbIM oOecnieuennem (I10) u obopynoBanuem, BKiIOUYas 00OpYIOBaHWE,
OTBEYAIOIIEe 3a 0e30macHOCTb 3aIIMIIAEMOT O oOBeKTa: CpeAcTBa
Kpuntorpadpuyeckoil  3amuThl  MHGOPMAIMK, MOHMTOPHHIA,  PEruCTpalluy,
apxuBaiuu, 3anutel oT HC/JI.

K mectoli KaTeropumoOTHOCATCA 3apErMCTPUPOBAHHBIE TOJB30BATEIU C
MOJTHOMOYHUSMH afMUHHUCTpaTopa 6ezonacHocty UCTI/IH.

JInio 3ToM KaTeropuu:

o0nazaeT BCeMU BO3MOKHOCTSIMHU JIUIT TIPEABITYIIUX KaTerOpHUiA;

obnanaet noixHou uHbopmarmenr o0V CIIIH;

UMEET JIOCTYIl K CPEJCTBaM 3alluThl MHGOPMAIMK W MPOTOKOJIUPOBAHUS U K
yacTH KiroueBbIx daeMeHToB UCII/IH;

HE MMEET MpaB JOCTyIa K KOH(YUTYPUPOBAHUIO TEXHUYECKUX CPEICTB CETH 3a
HCKIIFOYEHUEM KOHTPOJbHBIX (MHCIEKIIMOHHBIX).

AnMuHHCTpaTOop  0€30IaCHOCTM  OTBEYaeT 3a  COOJIOJICHHE  MPaBHII
pasrpaHuyYeHus JOCTyNa, 33 TEHEPALHUI0 KIIIOYEBBIX 3JIEMEHTOB, CMEHY MapOJIEH.
AnmuHuCTparop O€30MaCHOCTH OCYIIECTBISIET AYAMT TEX M€ CPEICTB 3alUThI
00BEKTa, YTO U CUCTEMHBII aIMUHUCTPATOP.

K ceapMoil KaTeropuMOTHOCSITCSI MPOTPAMMUCTHI-pa3padOTUUKHU (TOCTABIIMKH )
MPUKIAJHOIO MPOrpaMMHOr0 OOecleueHus] M Jula, OO0ecleunuBarolue €ero
COIIPOBOX/ICHNE Ha 3aIIMIAEMOM OOBEKTE.

JInio 3ToM KaTeropuu:

obnmamaer wuHpopmanueid 00 anropuT™Max U mporpamMmax oOpabOTKu
undopmanu Ha UCIIH;

o0nazgaeT  BO3MOXXHOCTSMHM ~ BHECEHHs  OLIMOOK,  HEIEKJIApUPOBAaHHBIX
BO3MOKHOCTEM, MPOrpaMMHBIX 3aKJIaJI0K, BPEIOHOCHBIX MPOTPaMM B MPOTPAMMHOE
obecneuenue UCII/In Ha cTaguu ee pa3pabOTKU, BHEAPEHUS U COITPOBOKICHHUS;
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MOXET pacnojaraTh JIOObIMH (PparMeHTaMu UHOOpPMALMK O TOIMOJIOTUU
NUCIIJIH u TexHU4ecKkux cpeicTBax oOpadoTku u 3amuTthl [1/1H, 0OpadaThiBaeMbIX
B UCII/H.

K BocpMOIl kareropuum OTHOCSTCS pa3paOOTUMKHU U JIMLA, 0OECIeUYHMBAIOIINE
IIOCTaBKY, CONIPOBOXKAEHUE U PEMOHT TexHUYeCcKuX cpeacts Ha UCII/IH.

JIuwo 3TOoM KaTeropuu:

o0nazgaeT BO3MOXKHOCTSIMU BHECEHHMS 3aKIaJ0K B TEXHMUYECKHE CpPEJICTBA
NCIIIn Ha ctaguu ux pa3pabOTKU, BHEAPEHUS U COITPOBOXKICHUS;

MOXET pacrnojarath JIOObIMH (PparMeHTaMu UHOOpPMALMK O TOIMOJIOTUU
NCTIJIH 1 TexHuYecKuX cpeacTBax o0padoTku u 3amutbl nHGopmanmuu BUCII/H.

VYKa3zaHHbIE KAaTErOpuu HAPYIIUTENEH JIOJKHBI YUYUTHIBATHCA MPU OLICHKE
BO3MOKHOCTEH peanu3anuu Y bII/IH.

Hocutenem BpeqoHOCHON NpOrpaMmbl MOXKET OBbITh amnmapaTHbIA 3JI€MEHT
KOMITbIOTEpAa WJIM NPOrPAMMHBIN KOHTEWHEp. Ecim BpenoHOCHas mporpaMma He
aCCOLIMMUPYETCs ¢ KaKON-1100 MPUKIATHON MPOrpaMMOi, TO B KAYECTBE €€ HOCHUTEs
paccMaTpUBarOTCS:

OTYYXKJIA€MbIli HOCHUTENb, TO €CTh JAucKeTa, onTtuyeckuid guck (CD-R,
CD-RW), ¢pmdmi-naMarthb, 0Ty aaeMblid BAHUECTED U T.I1.;

BCTPOCHHBIE  HOCUTENW  HHpOpMaIuu  (BUHYECTEPHl,  MHUKPOCXEMBI
ONEpPaTUBHON MaMSITH, MPOLECCOP, MUKPOCXEMbl CUCTEMHOM IIaThl, MUKPOCXEMBbI
YCTPOMCTB, BCTpAaWBAeMbIX B CHCTEMHBIA OJIOK,— BHIEOANanTepa, CETeBOW ILIATHI,
3ByKOBOM IUIaThl, MOJEMa, YCTPONCTB BBOJA/BBIBOJA MArHUTHBIX JKECTKUX
U ONTHYECKUX JHUCKOB, OJOKA MHUTAHHUS M T.Ml., MUKPOCXEMBI MPSMOTO JOCTYyIa
K MMaMSTH, IIUH NIepeJadyu JaHHBIX, TIOPTOB BBOAA/BBIBOIA);

MUKPOCXEMBI BHEIIHUX YCTPOMCTB (MOHUTOpA, KJIaBUATYyphl, HPHHTEPA,
MOJIeMa, CKaHepa ! T.11.).

Ecnm BpenmoHnocHass mporpamMma accOIMUPYeTCsl ¢ KaKOH-TM00 TPHKIIATHOMN
nporpaMMmoi, ¢ ¢aiinamMu, HUMEIOIIMMH ONpEEJICHHbIE PACHIMPEHUS WM WHbBIC
aTpuOyTHI, C COOOIICHUSIMHU, TIEPEIaBAEMBIMU TI0 CETH, TO €€ HOCUTEISIMU SIBIISIOTCS:

MaKeThl IepeIaBaeMbIX 110 KOMITBIOTEPHOU CETH COOOICHUI;

daiinbl (TeKCTOBBIC, rpadudecKre, UCTIOTHIEMbIC U T.1.).

5.2. O0mas XapaKkTepUCTHKA YS3BUMOCTeill MH(OPMaNMOHHOI CHCTEeMBbI
MEePCOHAJTBHBIX JaHHBIX

Va3BUMOCTh  MH(POPMAIIMOHHOM  CHCTEMBl TEPCOHAJBHBIX JAHHBIX —
HEJIOCTATOK WM c1aboe MEeCTO B CHUCTEMHOM WM MPUKIATIHOM IIPOrpaMMHOM
(mporpaMMHO-anmapaTHoOM) OOECMeYeHNN aBTOMATH3UPOBAHHOW WH(MOPMAIMOHHON
CUCTEMBI, KOTOpPbIE MOTYT OBITh WCIIOJB30BAHBI JUIsI peaju3aldd  yrpo3bl
0€30MacHOCTH MTePCOHABHBIX TAHHBIM.

[IprunHaMy BOZHUKHOBEHUS YSI3BUMOCTEN SIBJISFOTCA

OMMOKA TIPU TPOCKTHPOBAHUHM W Pa3padOTKE MPOTrpaMMHOTO (IIPOTPaMMHO-
amnmnapaTHOr0) oOecreyeHus;

MpEIHAMEPEHHbIE  JEHUCTBUSA 110 BHECEHUIO  YA3BHUMOCTEM B  XOJ€
MPOCKTUPOBAHUST M pa3pabOTKU MIPOrpaMMHOro  (IIporpaMMHO-aNMnapaTHOTO)
oOecIieueHus;



24

HEIpaBWIbHbIE HACTPOMKM MPOrpaMMHOIO OOECHedYeHHsl, HEIpPaBOMEPHOE
M3MEHEHHUE PEKUMOB PAOOTHI YCTPOUCTB U MPOTpamMm;

HECAHKIMOHUPOBAHHOE BHEJIPEHUE U HCIOJb30BAHWE HEYYTEHHBIX IPOrpamMMm
C TMOCJHEeNyIIUM HEOOOCHOBaHHBIM  pacXoJOBaHUEM  pecypcoB  (3arpyska
MpoLeccopa, 3aXBaT ONEePaTUBHON MaMSATH U MaMSITH Ha BHEIIHUX HOCUTENSX );

BHEJIDEHHE  BPEIOHOCHBIX  IPOrpaMM,  CO3JAIONIUX  YSI3BUMOCTH B
MPOrpaMMHOM U NMPOTrpaMMHO-aNNapaTHOM 00EeCIeUeHUH;

HECAHKLIOHUPOBAHHbIE HEYMBIIIUICHHBIE NENCTBUSA
MIPUBOASALINE K BOSHUKHOBEHHIO YSI3BUMOCTEN;

coou B paloTe amnmapaTHOrO W MPOrpaMMHOTO obOecriedeHus (BbI3BaHHBIE
cOOSMM B DJJIEKTPONUTAHUU, BBIXOAOM M3 CTpPOSl aNMapaTHBIX »JJIEMEHTOB B
pe3yapTaTe CTApeHHsT M CHWKEHHS HaJAEKHOCTH, BHEIIHUMH BO3ICHCTBUSAMHU
AIEKTPOMArHUTHBIX MOJIEH TEXHUUYECKUX YCTPOUCTB U JIp.).

Knaccuduxanus ocnoBbix ysi3Bumocteit UCII/n npuBeneHa Ha pucynke 4.

MOJIb30BaTEIICH,

Knaccudukanus ys3BuMocTei
MIPOTPaMMHOTO 00eCTIeUeHUs

o tumy 110

1o 3Tany >KxU3HEHHOr O
IIUKJIa TPOTPaMMHOTO

Ilo npuunne
BO3HHUKHOBEHMS

Ilo xapakrepy
MOCJIEACTBUI OT

obecriedeHus1, Ha KOTOPOM YSI3BUMOCTH peanu3anuu aTak
BO3HHUKAET YSI3BUMOCTD
Cucremnoe 110
Ysa3BuMoOCTH, HenocraTku Ysa3BuMocTH,
| Bo3HMKarOLIME HA P MexaHH3MOB UCIOJIb3YeMBbIE JUIs
[IpuknanHoe STame ayTeHTH(QUKALUH MepENONHEHNS
HpOrpaMMHOC HPOEKTUPOBAHUS Oydepa
obecreueHne [IPOrPaMMHOTO Hexocrari
obecrieueHust 3alLATHI YYETHBIX VYsa3Bumocty,
peanuszanuu P samuceit UCIOJIb3YeMBbIE JUIsl
[IPOrPaMMHOT0 nozadopa napoJst Wiu
»{ obecneuenus Hanuuue nAeHTH}HKATOPA
bynxupmii,
HUHCTAUBLUH 1 P mosBonsromIX
| Hacrpoiiku BBITIONTHSTD VYsa3Bumoctu,
| porpammHOro JIECTPYKTHBHBIE UCIOJIb3YeMbIe JUIs
obecrieueHus TEHCTBHUS HU3MCHEHUS 1IPaB
JoCTyIa
OtcyrcTBHE
MIPOBEPKH
g KOPPEKTHOCTH VYsa3Bumoctu,
BXOJHBIX AAHHBIX UCIOJIb3YeMBbIE JUIs
peanusalyy aTaku
«OTtka3 B
00CITy)KUBaHHU
Pucynok 4. Knaccudukanus ysa3BUMOCTEH TPOrpaMMHOTO OUCCITECICHITT
Hioxe npeacraBjiaCHa 061]135[ XapPaKTCPHUCTHUKA OCHOBHBIX rpymn

ysa3BuMocTenCII/IH, BKITrOYarOmuX:

YSI3BUMOCTH CHUCTEMHOI'O MPOrpaMMHOro oOecrnedyeHuss (B TOM UHCIIE
MIPOTOKOJIOB CETEBOTO B3aUMO/ICUCTBUS);

YSI3BUMOCTU MPUKIATHOTO MPOrpaMMHOI0 obecriedeHus (B TOM YHCIIE€ CPEACTB
3alIUTHl UHPOPMAIUN).
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5.2.1. O0mas xapaKTepUCTHKA YA3BHMOCTEHl CHCTEMHOI'0 IPOrpaMMHOIO
odecneyeHust

VA3BUMOCTH  CHCTEMHOIO  MPOTPAMMHOIO  OOECHeYeHHUs  HEOO0XOAMMO
paccMaTpuBaTh C MPUBA3KOM K apXUTEKTYpPE MOCTPOCHHUS BBIUUCIUTEIBHBIX CUCTEM.

[Tpu 5TOM BO3MOKHBI ySI3BUMOCTH:

B MUKponporpammax, B npomuskax 113V, I1I13V;

B CpEICTBAaX OMNEPALMOHHON CHUCTEMBI, MpEAHA3HAYEHHBIX ISl YIPaBICHUS
nokanbHbiMu  pecypcamu  WCII[In (oOecneuyuBaromux BBIMOJHEHUE (YHKIIHMA
yIpaBi€HUs MPOLECcCaMu, MaMsIThIO, YCTPOMCTBAMHU BBOJIa/BbIBOJA, UHTEp(deiicoM c
N0JIb30BaTeNIeM U T.I1.), ipaiiBepax, yTUIINTaXx;

B CpEJICTBaX OMNEPAIMOHHON CHUCTEMBbI, MPEIHA3HAYCHHBIX JISl BHITTOJHEHUS
BCIIOMOTaTebHBIX (DYHKIUN, — YTUIUTAX (apXUBUPOBAHUS, NepparMeHTaIluu U JIp.),
CHUCTEMHBIX 00palaThIBAOIIMX MpOrpaMMax (KOMIUJISATOpPAX, KOMITOHOBIIUKAX,
OTJaA4YMKax U T.I.), IporpaMMax MpeJOCTaBICHHS MOJIb30BATENI0 JOMOIHUTEIBHBIX
yClIyr (CrnenuaibHBIX BapuaHTax uWHTepdeiica, KalabKylsaTOpax, HWrpax H T.II.),
OuOMoTeKax MPOILEAYpP Pa3IUYHOIO Ha3HA4YeHHS (OMONIMOTEKaXx MaTeMaTHYECKHUX
(GyHkuMi, GyHKIUI BBO1a/BBIBO/IA U T.J1.);

B CPEACTBAX KOMMYHHUKAIIMOHHOTO B3aWMOJICUCTBUS (CETEBBIX CpEJCTBAX)
OIEPALMOHHON CUCTEMBI.

VYA3BUMOCTH B MHKPOMpPOrpaMMax M B CPEJCTBaX OMEPAIIMOHHON CHCTEMBI,
IpeAHa3HAYCHHBIX ISl YIPABICHUS JIOKAJTIBHBIMH PECYPCAMH M BCIIOMOTaTEIbHBIMU
(GYHKIUSAMH, MOTYT TIPEJICTABIISATH COOOI:

(GyHKIIMU, TpOLENypbl, HU3MEHEHHE IapaMeTPOB KOTOPBIX OIpEeICHHBIM
0o0pa3oM TMO3BOJISIET MCIOIB30BATh MX MJii HECAHKIMOHUPOBAHHOIO JOCTyma 0e3
OoOHapy>KeHUS TaKMX U3MEHEHUH OMepallMOHHON CUCTEMOM;

(dbparMeHTHl Kofa MporpaMM («IBIPBD», «JTIOKK»), BBEACHHBIC Pa3pabOTUYNKOM,
MO3BOJISIONINE OOXOJUTH MPOLEAYPhl UACHTH(PUKALUY, ayTCHTU(PUKAIINH, TPOBEPKU
LEJIOCTHOCTH U JIP.;

OTCYTCTBHE HEOOXOJUMBIX CpPEJICTB 3allUThl (AyTEHTHU(PUKAIMNHA, TPOBEPKH
IIEJIOCTHOCTH, MIPOBEPKHU dbopmaToB COOOIIEHUH, OJIOKHMPOBaHMS
HECaHKIIMOHUPOBAHHOMOIU(DUIIMPOBAHHBIX (PYHKITUHN U T.11.);

OmMOKH B TIporpamMMax (B 0OBSIBICHUH MEPEMEHHBIX, QYHKIIUN U TPOIEAYp, B
KOJIlax TMpOrpamMm), KOTOpbIE TMpPU OMNPEACICHHBIX YCIOBUSIX (Hampumep, mpH
BBITIOJTHEHUU JIOTHYECKUX TEPEXOJ0B) MPHUBOIAT K COOSM, B TOM 4YHCIE K COOsSM
(bYHKITMOHUPOBAHHUSI CPEJICTB U CUCTEM 3aIlTUTHI UH(POPMAIIUH.

VYS3BUMOCTH MPOTOKOJIOB CETEBOIO B3aWMOJIEHCTBUSI CBA3aHBI C OCOOEHHOCTSIMU
UX TPOrpaMMHOI pean3allid M OOYCJIOBJIEHbl OrPAHMYEHUSIMU Ha pa3Mepbl
npuMeHsieMoro Oydepa, HemocTaTKaMy TMPOLEAYPHl ayTEHTU(HUKAIIUH, OTCYTCTBHEM
MIPOBEPOK MPABUIILHOCTU CIyKeOHOU nHbopmarmu u ap.Kpatkas xapakTepucTika 3THUX
YSI3BUMOCTEHN MPUMEHHUTENBHO K IPOTOKOJIaM MPUBEICHA B TA0IHIIE2.

Tabmuma 2

VYA3BUMOCTH  OTHENIBHBIX  MOPOTOKOJOB  cTeka  mnporokosioB  TCP/IP,
Ha 0a3e KOTOporo (yHKIIMOHUPYIOT I100AIBHBIE CETH OOIIETO MOIb30BaHUS
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Haume Yp HaumenoBanue Coaepxanue
HOBaHHe OBEHb (xapaKTepuCTHKA) HApYLUeHUHA
NMPOTOKOJIA cTeKa YS3BUMOCTH 0e30macHOCTH
NMPOTOKO uHopManuu
JIOB
FTP IIp 1. Bo3MoxHOCTS T1€p
(FileTransferP | uknagnoit | AyreHTuduxanus Ha | exBaTa JaHHBIX
rotocol) -1, 0a3e OTKpBITOrO TEKCTa | yYeTHOM 3amucu (MMEH
IIPOTOKOJI npeacTaB | (Mapoyiv MepechUIaloTCs B | 3apEruCTPUPOBAHHBIX
nepeaadu u- He3amu(poBaHHOM BHUJE) | OJIb30BATENEH,
daiinon O | TETBHBIN, 2. loctyn no | mapoJsein).
ceTu CEaHCOBBl | YMOJIYaHUIO [lonyuenue ynanex
171 3. Hanuume  1BYX | HOTO JOCTyIa K XOCTaM
OTKPBITHIX TTOPTOB
telnet — IIp AyTteHTudukamnms Bo3moxxHOCTh TIEp
IPOTOKOJI UKIagHOW |Ha  0a3e  OTKPBITOrO | €XBaTa JAHHBIX
yIpaBiICHUS , TEKCTa (mapoyiu | y4eTHOM 3aluCH MOJIH30B
yIaJICHHBIM MpEJCTaB | MEPECHUIAIOTCS B | aTesis.
TEPMUHAJIOM | U- He3amudpoOBaHHOM BH/JIC) [lonyuenue ynanex
TEJIbHBIN, HOT'O JOCTyMa K X0CcTam
CEaHCOBBI
17
UDP - Tpa OtcyTtcTBUE Bo3moxxHOCTB
IPOTOKOJI HCIIOPT- MeXaHu3Ma peanuzanuu
nepeaayn HBIU MPEIOTBPALLICHUS UDP-mrropMma.
JTaHHBIX 03 neperpysok oydepa B pe3yabTarte
YCTaHOBJICHUS oOMeHa nakeTaMu
COEIMHEHUS MPOUCXOIUT
CYILLIECTBEHHOE CHUXKEHUE
MPOU3BOJUTEILHOCTU
cepsepa
ARP - Cert AyTeHTuduKams Bo3MoxHOCTB
MIPOTOKOJI D:10)51 Ha  0a3e  OTKpPBITOTO | mepexBara Tpaduka
npeoOpa3oBaH TEKCTa (nH(pOpMaIUA | TOJIB30BATENSA
usa [P-agpeca B IepechuIaeTCs B | 3JIOYMBIIIUIEHHUKOM
br3uIeCKuin He3amuppPoOBaHHOM BH/JIC)
aapec
RIP - Tpa OtcyrcTBHE Bo3MoxHOCTB TIEp
MIPOTOKOJI HCIIOPT- ayTeHTu(uKanuu €HaIpaBJICHUS
MApUIPYTHOM | HBIN YIIPABJISAIOLINX Tpaduka yepe3 XoCT
uHpopMau COOOIIEHU 00 | 3JI0yMBIIICHHUKA

VM3MEHEHUU MapuipyTa
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TCP - Tpa OrtcyrcTBHE MEXaH CymiecTBeHHOE
MIPOTOKOJI HCIOPT- | U3Ma IPOBEPKH | CHUIKEHUE CKOPOCTHU
YIpaBJICHUSA HBIU KOPPEKTHOCTH oOMeHa W JaXKe MOIHBIN
nepenaven 3aMOJHEHUS] CIIYKEOHBIX | pa3pblB  MPOU3BOJIBHBIX

3aroJIOBKOB MaKeTa COEJIMHEHUN o
nporokosy TCP

DNS - IIp OtcyTcTBHE CpencT danbcuduranus
MPOTOKOJI UKJIAIHOU | B IIPOBEPKH | OTBETA
YCTaHOBJICHUS | , ayTeHTU(UKALIUH DNS-cepsepa
COOTBETCTBHSI | IPEJCTaB | MOJTYYEHHBIX JAHHBIX OT
MHEMOHHUYECK | U- UCTOYHUKA
UX HMEH WU | TeJIbHBIH,

CETEBBIX CEaHCOBBI
aJIpecoB 171

IGMP - Cer OtcyrcTBHE 3aBUCaHHUE CUCTEM
IPOTOKOJI 9:10)71 ayTeHTu(puKauuu Win 9x/NT/200
nepenavn COOOIICHHI 00
COOOIIEHU O U3MEHEHUH TMapaMeTpoB
MapIIpyTHU3aly MapIipyTa
un

SMTP — IIp OtcyTtcTBUE Bo3MoxXHOCTB
IPOTOKOJI UKJIAIHON | OJIJIEPHKKH MIO/1/1€JIBIBAHMS
oOecrieueHust |, ayTeHTU(puKauuu COOOIIIEHHI IJIEKTPOHHOM
cepBuca NpEeJICTaB | 3ar0JIOBKOB COOOIIEHUN | OYTHI, a TakXkKe ajapeca
JOCTaBKH u- OTIIPaBUTENS COOOIICHHUS
COOOILIEHU I TEJILHBIH,

o CEaHCOBBI
3JICKTPOHHOM | U
oure

SNMP — IIp OtcyrcTBHE Bo3MoxHOCTB
IIPOTOKOJI UKJIAIHOW | MOOAEPIKKH NEPETNOTHEHUS
yIpaBJeHUs , ayTeHTHU(PUKALUU IPOITYCKHOMN
MapILIpyTH3aTo | MPEACTaB | 3arOJIOBKOB COOOIIEHUN | CIIOCOOHOCTHU CETH
pamu B CeTAX | U-

TEIbHBIMN,
CEaHCOBBI
17

Jlns cucTteMaTtW3allid OIMCAHHMS MHOXECTBA YSA3BHUMOCTCH HMCIOJIB3YETCS
equHas 0a3a manHbIX ysa3BuMocteir CVE (Common Vulnerabilities and Exposures),
B pa3pabOTKe KOTOPOW NPHHUMAIN YyYacTHE CICIUAIUCTBI MHOTHX HW3BECTHBIX
komnanuii U opranuzanui, Takux kak MITRE, ISS, Cisco, BindView, Axent, NFR,
L-3, CyberSafe, CERT, CarnegieMellonUniversity, uanctutyt SANS u T.1. OTa 0aza
JTAHHBIX MOCTOSHHO TOIOJHSIETCS W HUCIOJIb3yeTcs Ipu (opMUpOBaHUH 0a3 JaHHBIX
MHOTOYHCIICHHBIX MPOTPAMMHBIX CPEJICTB aHAIM3a 3alTUIIICHHOCTH H, TIPEXKJIE BCETO,
CETEBBIX CKAaHEPOB.
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5.2.2. O0mas XapaKTepuCTHKA yA3BUMOCTe MPHUKJIATHOTO
NMPOrpaMMHOro odecrneyeHus

K npuxnagHoMy mnporpaMMHOMY OOECHEUEHUIO OTHOCATCS MPUKIAIHBIC
MpOrpaMMbl OOIIETO MOJIH30BAHUS U CIICIIMANIbHBIC PUKIIAIHBIC TPOTPAMMEBI.

[Ipukianapie MporpaMmbl OOIIEr0 MOJIb30BaHUSI — TEKCTOBBIE U IpaduyecKue
pPEIaKTOPhl, MEIHA-NPOrpaMMbl (ayAHO- U BUICONPOUTPHIBATEIH, MPOrPAMMHEIE
Cpe/ACTBa MpueMa TEJIECBU3MOHHBIX MPOrpaMM M T.II1.), CUCTEMBI yIpaBjieHUs: 0azaMu
JTAHHBIX, MPOTpaMMHBIC IUIATPOPMBI OOIIETO TOJB30BAHUS MJIA Pa3pabOTKU
nporpaMMHbIX TpoaykTtoB (tuma Delphi, VisualBasic), cpeactBa 3ammuThl
uHdOpMauK O0IIEro MoJb30BaHUS U T.II.

CrenuanbHble TOpPUKIAAHBIE MPOrPaMMbl — 3TO MPOTPaMMbl, KOTOpbBIC
pa3palaThIBalOTCS B MHTEPECaxX PEIICHHs] KOHKPETHBIX MPUKIQIHBIX 3a/1ad B JaHHOMN
UCIIJln (B ToM 4uciae TporpaMMHBIE CpEICTBa 3alllUThl HUHQPOpPMAIIUH,
paspabotannsbie 111 kKoukpetHoit UCII/IH).

VYA3BUMOCTH TPHUKIATHOTO MPOTPAMMHOTO OOECIIEYEHUs MOTYT MPEACTaBIATh
co0oii:

GYyHKIMM W TPOEAYPHI, OTHOCSIIHMECS K Pa3HbIM MPUKIAJHBIM MPOTpaMMaM
U HECOBMECTUMBIC MEXJy cO00H (HE (PYHKIMOHUPYIOUIME B OJHOM OMNEpaOHHOM
cpelie) u3-3a KOH(PJIMKTOB, CBI3aHHBIX C pACIIPEICIIEHUEM PECYPCOB CUCTEMBI;

byHKIMM, TpOIEayphl, W3MEHEHHE OIPEACICHHBIM 00pa3oM IapaMeTpOB
KOTOPBIX MO3BOJSET UCIOJIb30BaTh UX JJIA MPOHUKHOBEHHUS B ONEPALMOHHYIO CPELy
NCIIln u BbI30Ba MTATHBIX (GYHKIMH ONEPAIlMOHHON CHCTEMBI, BBIOJTHEHUS
HECAaHKIIMOHUPOBAHHOTO  jJocTyna  0e3  oOHapyXeHuss  TaKuX  HM3MEHEHUMH
ONEPALIMOHHOU CUCTEMO;

(GparMeHTBl Koaa MporpaMm («IbIPbl», «JIIOKH»), BBEJICHHBIC Pa3pabOTUYHKOM,
MO3BOJIAIONINE O0XOIUTH MPOLEAYPhl UACHTU(PUKALUU, ayTCHTU(PUKAIIUHN, TPOBEPKU
LEJIOCTHOCTH U JIp., IPEAYCMOTPEHHBIE B ONEPALIUOHHON CUCTEME;

OTCYTCTBHUE HEOOXOJUMBIX CPEICTB 3alUTHl (ayTeHTU(HUKALUU, TPOBEPKU
IIEJIOCTHOCTH, MIPOBEPKHU dbopmaToB COOOIIEHUH, OJIOKHMPOBaHHMS
HECAaHKIIMOHUPOBAHHO MOAUGUIIMPOBAHHBIX (DYHKIIMHA U T.11.);

omrOKH B MporpamMMmax (B 0OBSIBICHUH MEPEMEHHBIX, QYHKIIUN U TPOIEAYp, B
KOJlax MpOrpaMm), KOTOpbIE TMpPU OMNPEACICHHBIX YCIOBUSIX (Hampumep, NpH
BBITIOJTHEHUU JIOTHYECKUX TEPEXOJ0B) MPHUBOIAT K COOSAM, B TOM 4HCIe K cOOsSM
(GYHKIIMOHUPOBAHMS CPEJICTB M CHUCTEM 3allUThl WHGOpMAIHMK, K BO3MOXHOCTU
HECaHKIIMOHWPOBAHHOTO JIOCTYyMa K HHGOPMAITIH.

JlanHbie 00 YA3BUMOCTSX pa3paldaThIBAEMOTO W PACHPOCTPAHSIEMOTO Ha
KOMMEPYECKON OCHOBE MPHUKIAIHOTO MPOTPaAaMMHOTO oOOecredeHuss coOuparoTcs,
00001ar0TCcs U aHAIU3HpPYIOTCs B 6ase nanHbx CVE!

5.3. O0masi XapakTepHuCTHKA YIrpo3 HeMOCPeJACTBEHHOr0 0CTymNa
B ONIEPAIMOHHYIO cpeay HHGOPMALMOHHON CHCTEMbI MEPCOHAIbHBIX JAHHBIX

VYrpo3sl goctyna (MPOHUKHOBEHHUS) B OINEPALMOHHYIO CpeAy KOMIIbIOTEpa M
HECAHKIMOHUPOBAHHOTO aoctyna K ITJ[H cBsi3aHbI ¢ JOCTYIIOM:

! Benmeres 3apy6exnoit pupmoit CERTHa KOMMEPUECKOM OCHOBE
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K MH(pOpMalUy U KOMaHJaM, XpaHsIKuMcs B 0a30BOM cucTeMe BBOJA/BBIBOJAA
(BIOS) MUMCIIIH, ¢ BO3MOXHOCTBIO TI€pE€XBaTa  yOPaBICHUS  3arpy3Kou
ONEPALMOHHON CUCTEMBI U IIOJIYYEHUEM IIPAB JOBEPEHHOT'O MOJIL30BATENIS;

B ONEPALMOHHYIO CpeAy, TO €CTb B Cpely (PYHKUMOHUPOBAHUS JIOKAJIBHOM
ONEPALIMOHHON  CUCTEMBI  OTHENbHOro TexHuueckoro cpeacrsa HMCIIIH ¢
BO3MOKHOCTBIO BBIIIOJIHEHUSI HECAHKLIMOHUPOBAHHOTO JIOCTyla IIyTEM BbI30BA
IITATHBIX IPOrpaMM  ONEPALMOHHOM CHCTEMBI WM  3allyCKa CIIELHUAIbHO
pa3pabOTaHHBIX IPOTrpaMM, PEAIU3YIOINUX TaKUe JEeHCTBUS;

B cpeay (GYyHKUMOHUPOBAHMS MPUKIAIHBIX HOporpaMm (Hampumep, K
JIOKaJIbHOW CUCTEME YIPABJICHUS Oa3aMu JaHHBIX);

HENOCPEJCTBEHHO K HHpOpMauuu mnojb3oBarens (K QainaMm, TEKCTOBOM,
aynumo- u rpapuyeckoil mHpoOpMmaluu, MOJSIM W 3amUCsAM B 3JEKTPOHHBIX 0azax
JAHHBIX) U OOYCJIOBJIEHBI BO3MOKHOCTHIO HApYIICHHS €€ KOH(HIECHIIMaTbHOCTH,
LEJIOCTHOCTH U TIOCTYITHOCTH.

OTu yrpo3sl MOTYT OBITh peaiM30BaHbl B Clydae MOJYYCHHS (PU3UUECKOIro
nocryna k WCII[In wunu, mo kpaifHel Mepe, K cpeAcTBaM BBoAa HH(pOpMalUu
B UCII/IH. IX MOXHO 00BEUHUTH TIO YCIOBHSIM PEaM3alli Ha TPU TPYIIIHL.

[lepBasi rpymma BKJIIOYAaeT B ceOs yrpo3bl, peain3yeMble B XOJ€ 3arpy3Ku
OTNEepPAllMOHHOM CUCTEMBI. DTU YIpo3bl 0€30MaCHOCTH MH(OpPMAIMU HaNpaBleHbl Ha
nepexBar mapojied WiIM  UASHTU(UKATOPOB, MOIUDPHUKAIMIO MPOrPaMMHOTO
obecrnieueHus: 0a3oBoM cucteMbl BBoja/BeiBoga (BIOS), mepexBaTr ympaBieHHUs
3arpy3kodl ¢ HW3MEHEHHEM HEOOXOAMMOU TEXHOJOTHYeCKOW uHGOpMaIuu s
nonyuenuss HCJ[ B omepammonnyto cpeny MCII[H. Yame Bcero Takue yrposbl
pEeaNM3yIOTCs C UCMIOJIb30BAHUEM OTUYKAEMbIX HOCUTENEeH HHPOPMALIUH.

Bropas rpymnma — yrpossl, pealM3yemble MOCI€ 3arpy3kd ONepaluuOHHON
cCpeAbl HE3aBUCHUMO OT TOrO, Kakas NpUKIagHas [porpaMma 3alyCcKaeTcs
MOJIb30BaTEeM. OTH VyIpo3bl, KaK TMPaBHIIO, HAIMPABICHbl Ha BBINOJHEHHE
HETMOCPEJICTBEHHO  HECAHKIMOHMPOBAHHOTO jocTtyna K uHopmanuu. [lpu
MOJIyYEHUHU JIOCTYyNa B ONEPALMOHHYIO CPEAy HApYLIUTEIb MOXET BOCIIOJIb30BaThCS
KaK CTaHAApTHBIMU (YHKIHMSIMH OMNEPAMOHHOM CHUCTEeMbl WM KaKOW-IM0O0
IIPUKJIAJHON MPOrpaMMbl OOILEro IOJIb30BaHUS (HAIPUMEpP, CUCTEMBI YIPABICHUS
0azamMu  JaHHBIX), TaK M  CHENHMAJbHO CO3JAaHHBIMU  JJIS  BBIIOJHEHUS
HECAHKLMOHUPOBAHHOIO JOCTYIIA IPOTPaMMaMH, HAIIPUMED:

IporpaMMaMu IpOCMOTpa U MOAU(UKAIIMK peecTpa;

IIpOrpaMMaMy IOMCKA TEKCTOB B TEKCTOBBIX (Dailylax MO KIFOYEBBIM CJIOBAM H
KOIIMPOBAHMS;

CHeUalbHBIMU MPOrpaMMaMM IPOCMOTPAa M KOIMPOBaHMUS 3amuceil B 0a3ax
JAHHBIX;

mporpaMmamMu  ObICTpOro  mpocMoTpa  rpaduyeckux  ¢GauaoB,  UX
PEOAKTUPOBAHUS WU KOIIUPOBAHMS;

porpaMmMamMu MOAJEPKKA BO3MOKHOCTEH PEKOHPUIYpaluu HTPOrpaMMHOM
cpensl (Hactpoiiku MCIIJIH B mHTEpEcax HapyUIUTENs) U 1.

HakoHnen, TpeTps rpymmna BKIOYaeT B ceOs Yrpo3bl, pean3alusi KOTOPbIX
OmpenensaeTcss TeM, Kakas M3 NPUKIAIHBIX MPOrpaMM 3aIyCKaeTCs IOJIb30BaTENIEM,



30

Wik (aKkToM 3amycka J000H M3 MPUKIAJHBIX MporpamMm. bosbliasg 4acTh TakKHX
YIPO3 — 3TO YIPpO3bl BHEAPEHUS BPEIOHOCHBIX IIPOIPAMM.

5.4. O0masi XxapakTepuCTHKa Yrpo3 0€30MacHOCTH TMePCOHAJbHBIX
JAHHBIX, peajJiu3yeMbIX ¢ HCHOJIb30BAHHMEM IPOTOKOJOB MEKCETEBOI0
B3aUMOJCHCTBUS

Ecim UCII[H peanuzoBana Ha 0a3e JIOKAIBHOM WJIM paclpeaesICHHOM
MH()OPMAIIMOHHOW CHCTEMBbI, TO B HEM MOTyT OBITh peaIu30BaHbl yrPO3bI
0e3omacHOCTH HMH(POpPMAllMM MYTEM UCIIOJIB30BAaHUS IPOTOKOJIOB MEKCETEBOIO
B3auMojerictBus. Ilpm sTomM mMoxker obOecneuuBatbess HCJ[ x  II[IH  wim
peanu30BBIBATHCS YIpo3a oTKa3za B 00ciykuBaHusa.OcoOEHHO OMacHbl yrpo3bl, KOraa
UCIIn npencraBisier co0oil  pacnpefeneHHYI0 HHOOPMAIMOHHYIO CHUCTEMY,
MNOJIKJIFOYEHHYIO K CETsIM OOLIEro MoJib30BaHUS W (WJIM) CETAM MEXIYHapOJHOIO
uHpopmanronHoro obmena.Knaccudukalmonnas cxema yrpos, peaju3yembiX IO
CETH,IIPUBEJICHA HAa pHUCYHKE S. B €€ OCHOBY IOJOKEHO CEMb CIEAYIOIMIMNX
NEPBUYHBIX MPU3HAKOB KJIacCU(UKAIIUY.

1. Xapakrep yrposbl. [1lo 3ToMy mpu3HaKy yrposbl MOTYT ObITh IMACCUBHBIE U
aktuBHble.IlaccuBHass yrpoza — 93TO yrposa, IMpU pean3alud  KOTOPOU
HEOKa3bIBaeTCAd HernocpencTBeHHoe BiausHue Ha pabory MCII[AH, HO MOryT OBITH
HapyILIEHbl YCTAaHOBIICHHBIE NpaBUjia pasrpaHuueHus noctyna K [I/IH wim cereBbiM
pecypcam. IlpuMepom Takux yrpos sIBISE€TCS yrpo3a «AHajau3 CeTeBOro Tpadukar,
HaIlpaBJICHHAs Ha IPOCIYLIMBAaHUE KAaHAJIOB CBSA3M M IIepexBaT IeperaBaeMon
uHdOpMaIHH.

AKTHBHasi yrpo3a — 3TO Yrpo3a, CBs3aHHas C BO3JCHCTBHEM Ha PECYpPCHI
UCII[H, npu peanu3auuyd KOTOPOW OKa3bIBa€TCsl HEMOCPEICTBEHHOE BIUSHUE
Ha paboTy cucTembl (M3MEHEHHE KOH(MUTrypaluu, HapylieHHe paboToCmocoOHOCTH
U T.J.), U C HApYLIEHNEMYCTAaHOBJIEHHBIX NpaBWj paszrpaHuyeHus nocryna k I[1/Ix
WIN ceTeBbIM pecypcaMm. llpumepoM Takux yrpo3 sBisercs yrpo3a «OTka3 B
o0cy>KUBaHUMY, pean3yeMas Kak «mropm TCP-3anmpocoBy.

2. lUens peanmuzanmu yrpo3bl. [lo 3ToMy mnpu3HaKy yrpo3bl MOTYT OBIThH
HAIPaBJICHbBl Ha HapylIeHHE KOHQPUIACHIMATHHOCTH, HEIOCTHOCTH M JIOCTYIMHOCTH
uHpopmaruu (B TOM uucie Ha HapymieHue pabdortocmocobnoctn UCIIIn wmm ee
AJIEMEHTOB).

3. YcnoBue Hayana OCyLIECTBIEHUS Ipouecca peann3anuu yrpossl. 1lo stomy
IIPU3HAKY MOXKET PEAIM30BBIBATHCS yIrpo3a:

IO 3aIPOCy OT 00BEKTa, OTHOCUTENIBHO KOTOPOTO peaau3yeTcs yrposa. B atom
ClIyyae HAPYLIMTEIb OXKUIACT MEPENAdn 3anpoca ONPENEICHHOIO THIA, KOTOPBIM U
OyZeT ycloBHEM Hauajia OCYIIECTBICHUS HECAaHKIIMOHUPOBAHHOTO JOCTYTIA;



Knaccudukanus yrpo3 6e3omnacHocT HHGOPMALIUH, PEAIN3YEMBIX C UCIIOJIB30BAHUEM MPOTOKOJIOB MEXCETEBOTO
B3alMO/JICHCTBUS B aBTOMAaTU3UPOBAHHBIX CUCTEMAX

YTrpo3bl ¢ KOMIIJIEKCHBIM
BO3/IeiiCTBHEM Ha

Ilo coomnowenuio xonuuecmsa

y Io nanuuuro obpammoii Ilo pacnonooicenuio cybvexma
Ilo xapfzkmepy ITo yenu so30eticmeust Ilo ycnosuro nauana ceasu ¢ UCITn amaxu ommocumensio UCITn
6030elicmeust npoyecca peanuzayuu yepo3ol .
N e e z S— t ______________________ i ___________ .
1 1 1 1 1
: 1 : 1 i [ t ] : : : :
1 1 1 1 1 1 o 1 1
: [TaccuBHBIE : : yl“pOSBI C HapyHIeHHEM : : Vrposm, peanu3zyembie Mo : : C 06paTHOI/I CBSI3BIO : : BHy’I‘pI/ICGFMeHTHLIe :
! 1 1| KoH(HEHIMAILHOCTH 11 | sanpocy ot UCIin ! ' L :
1 | 1
1 1 1 1 1 1 1
! v | mapopmanmm Lo ! ' | Bes o6parmot camsm 1t | MexcerMeHTHbIe !
! | AKTHBHBIC o Lo ! ' Lo i
! | ! ' 1| Yrpossl, peamnsyembie | ! : (onsoHanpaseHHas Lo |
' i 1 | Yrpossl ¢ Hapymenuem | o HACTYIUIEHHIO | ! ! araka) 0 !
____________________ 1 1 1
: HETO0CTHOCTH HH(bOpMaLlHM [ OXKHIaEMOI0 C06LITI/IH B : : | :_ ______________________ ,I
1 1 1 1 1
b e H
! . NCIIIn !
1 1 1 1
1 [} 1
1 [} 1
! VTIpo3sl ¢ HapyIIEHHEM - B ! IT 1 MOO
i P py ' €3yCIIOBHbIC i 0 YPOGHIO 9MANOHHOU MOOENU
! OCTYITHOCTH MH(OpMaALUU [ i ! .~
! HOCTY (opmau 11 | BOSNCHCTBEA ! 63aUMOOCLICMBUSL OMKPLINBIX CUCTEM
1 1 1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1

Pucynok 5. Knacc

I/IHq)OpMaHI/HO Hapymumeﬂeﬁ U Xo0Ccmos, YFDO3bI Ha (bl/l3l/l"leCKOM VYDOBHEC
OMHOCUMENbHO KOMOPbIX
P Vrpo3bl Ha KaHAJIBHOM VDOBHE
peanusyiomcs yeposvl v
UM LS Mg M S 1
P T mmosmmmmmmmmmees 1 Vrpo3bl Ha CETEBOM VDOBHE
1 1
1' Yrposa "OxuH Kk ogHOMY" Yrposa "Oxun ko Pacnipenenennsie Ib Vrpo3bl Ha TPAHCIIOPTHOM YPOBHE
MHOTHM"
(CKOOPIMHHPOBAHHBIE) YrPO3bI Yrpo3bl Ha CEaHCOBOM YPOBHE

Yrpo3bl Ha IPEACTABUTEIILBHOMYDOBHE

Yrpo3bl Ha IPUKIATHOM VDOBHE

143
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[0 HACTYIUICHUIO OKUIAEMOr0 COOBITHS Ha OOBEKTE, OTHOCUTEIBHO KOTOPOTrO
peanusyercsa yrposa. B 3ToM ciydae HapylmIMTENb OCYIIECTBISIET ITOCTOSIHHOE
HaOmoieHe 3a  cocTosgHMeM  onepaunoHHo cuctembl HWCI[H wu npu
BO3HUKHOBEHUU  OMPEACICHHOTO  COOBITUSS B  JTOM  CHCTEME  HAuYMHAET
HECAHKI[MOHUPOBAHHBIN JIOCTYII;

Oe3ycioBHOE BoO3neiicTBHEe. B 3TOM ciyyae Haudano OCYIIECTBICHUS
HECAaHKIIMOHUPOBAHHOTO JIOCTYyNa O€3yCIOBHO MO OTHOLIEHHUIO K LEIH JOCTYMa, TO
€CTh yrpo3a peajnu3yeTcsi HEeMEUIEHHO U 0€30THOCUTENBHO K COCTOSIHUIO CUCTEMBI.

4. Hanuune oOpatHoii cBsa3u ¢ HCIIJIa. Ilo sTomMy mnpu3HaKy mpoiiecc
peanu3aiu yrpo3bl MOXKET OBITh C 0OpaTHOM CBSI3bIO U O€3 00paTHOM CBA3U. YTpo3a,
ocyuiecTisiemasi pu Hanuuuu odpatHoil cBsizu ¢ UCII/IH, xapakTepusyercst TeM,
YTO Ha HEKOoTOphle 3ampockl, nepeaanHHsie Ha WCIIH, HapymuTento TpeOyeTcs
nonyuuTh oTBeT. CrnepoBarenibHO, Mexay Hapymwutenem u HCIIH cymecTByer
oOpaTHasi CBsI3b, KOTOpasl MO3BOJISIET HAPYIIMTENO aJIEKBAaTHO pearupoBaTh Ha BCE
u3meHenus, npoucxoagmue B WMCIIIH. B oTauuue oT yrpo3, peanu3yeMblX MpuU
Hanuuuu oopatHoit cBsizu ¢ MICII/IH, npu peanuzanuu yrpo3 6€3 oOpaTHON CBSI3U HE
TpebyeTcst pearupoBaTh Ha Kakue-1uoo usMenenus, npoucxoxasiue B UCI1JIH.

5. Pacnonoxenune Hapymutenass otHocutenbHo HCIIIH. B cooTBercTBUM C
ATUM NPU3HAKOM yrpo3a peajqu3yeTcsi Kak BHYTPUCETMEHTHO, TaK U MEKCETMEHTHO.
CermeHT cetu — ¢uzudeckoe oobeauHeHne XocToB (Texuuueckux cpeacts MCII/H
WIM KOMMYHHMKAllMOHHBIX JJIEMEHTOB, HMMEIOIIMUX ceTeBoil axapec). Hampumep,
cermeHT UCIIJIH oOpa3yeT COBOKYITHOCTh XOCTOB, MOJKIIOUEHHBIX K CEpBEpy IO
cxeMe «o0Ias muHa». B ciayyae, Korja MMEeT MEeCTO BHYTPUCETMEHTHasl yrposa,
HapyIIUTENb UMeeT (PU3NYEeCKUi AocTym K ammapaTHbIM dieMeHTam UCIIIx. Ecnu
UMEET MECTO MEXKCEIrMEHTHasl yrpo3a, To HapymuTenb pacnonaraercss BHe UCII/IH,
peanusys yrposy u3 Apyroi cetu ninuus apyroro cermenra UCII/IH.

6. YpoBEeHb OSTAJIOHHOWM MOJEIM B3aUMOJICMCTBHUS  OTKPBITHIX cucrtem'
(ISO/OSI), na xoropoM peanuzyercs yrposa. [lo sTomy mpu3zHaKy yrposza MOXET
peann30BBIBATHCS HA (PU3NYECKOM, KAHAJIbHOM, CETEBOM, TPAHCIIOPTHOM, CEaHCOBOM,
MpeCTaBUTEIBHOM U TIpukiIagHoM ypoBHe mozaenu ISO/OSI.

7. CooTHollIeHHE  KonuvecTBa Hapymutened u  snementoB  MCII/H,
OTHOCUTEIJIBHO KOTOPBIX peanusyercs yrposa. 1o 3TtoMy mpuszHaky yrposa MOXET
OBITH OTHECEHA K KJIACCY YIPO3, PEATH3yeMbIX OJHHM HApYIIUTEIEM OTHOCUTEIHHO
onHoro TtexHuueckoro cpeacrsa HMCII[[H (yrpo3a«olMH K OJHOMY»), cCpazy
OTHOCUTEJIbHO HeCKoJIbKMX TexHuueckux cpenacrs HCII[In (yrpo3za«oauH Ko
MHOTUM») WIH HECKOJIbKUMH HapYIIUTEISIMHU C PA3HBIX KOMIIBIOTEPOB OTHOCUTEIBHO
OIHOTO WM HecKoJbkuX TexHuueckux cpeactB WCII[AH (pacnpeneneHHble WIH
KOMOWHUPOBAHHBIC YTPO3BI).

C ydyeToM TpOBEACHHOW KJIacCHU(UKAIMK MOXHO BBIICIUTH CEMb Hamboiee
4aCcTO PeaJn3yeMbIX B HACTOSIIEE BPEMS YIPO3.

1. Ananus cereBoro Tpaduka (puCyHOKO).

'"Mexnynapomnas Oprammsamms no Crapgaprisamin  (ISO) mpumsma  crammapt I1SO 7498, onmchIBarommii
B3amMoyeiicTBie OTKPHITHIX cucteM (OSI).
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Pucynok6. Cxema peanuzaiuu yrpo3bl«AHalnu3 CETEBOTO Tpaduka»

DOta yrposa peajqu3yercs C MOMOIIbIO CIEeIUaIbHON MPOrpaMMbI-aHAIM3ATOPA
nakeToB (sniffer), mepexBaTpiBarolel BCe MaKeThI, IEpeAaBaeMble MO0 CETMEHTY CETH,
U BBIICIAIONICH CpeId HHUX Te€, B KOTOPBIX MEPEeNaroTcs HIACHTH(PUKATOP
MoJIb30BaTelsi M €ro mapojib. B Xxojae peanmu3anuu yrpo3bl HapyIIUTENh H3y4aeT
JIOTUKY PabOTBI CETHU — TO €CTh CTPEMHTCS MOJYYUTh OJHO3HAYHOE COOTBETCTBHE
COOBITHI, TPOUCXOAAIIUX B CUCTEME, U KOMaH/I, IEPEChIAEMBIX MPU ITOM XOCTaMH,
B MOMEHT TIOSIBJICHHS JaHHBIX CcOObITHA. B panbHelmeM 3To MO3BOJSET
3JIOYMBIIJICHHUKY Ha OCHOBE 3aJlaHHsl COOTBETCTBYIOIIMX KOMAH] TIOJYYHTh,
HaIlpuMep, TPUBUIIETUPOBAHHBIE ITpaBa Ha JIEVCTBUS B CUCTEME WUJIM PACIIMPUThH CBOU
NOJIHOMOYMSI B HEW, NEepeXBaTUTh IOTOK INIEPEAABAEMbIX JaHHBIX, KOTOPBIMH
OOMEHMBAIOTCS KOMIIOHEHTHI CETEBOW OMNEPAIMOHHON CHCTEMBbI, JJIsi M3BICYCHUS
KoH(puaeHIMaIbHOH  win  uieHTU(UKaIMoHHOW  WH(popManuu  (Hampumep,
CTaTUYECKUX MapoJedl IMOoJb30BaTENed M J0CTyna K YAAJI€HHbIM XOCTaM IO
nporokojiaM FTP u TELNET, e npexycmaTpuBarommmM mudpoBaHue), €€ MoAMEHHI,
MOAUGUKAIIAN U T.II.

2. CkaHMpOBaHUE CETH.

CymHocTh npouecca peaiu3aluy yrpo3bl 3aKI0YaeTcsl B Mepegaye 3ampocoB
cereBbIM ciyx0aM xoctoB MCII[IH u aHanu3e oTBeTOB OT HUX. Llenb — BhIsiBICHUE
UCIIOJb3YEMbBIX MPOTOKOJOB, JOCTYNHBIX MOPTOB CETEBBIX CIYKO0, 3aKOHOB
dbopMupoBaHUs UACHTHPUKATOPOB COCAUHEHUH, OIpEaeNieHne aKTUBHBIX CETEBBIX
CEPBHUCOB, MOAO0P UACHTU(PUKATOPOB U MAPOJICH MOTH30BATEICH.

3. Yrpo3a BbISIBIICHHS TAPOJIS.

enp peanuzanuu yrpossl coctouT B nonydeHun HCJl myrem mpeoposieHus
MapoJIbHOW 3alIUThI. 3JOYMBIIIJIEHHUK MOXET PEealM30BbIBATh YIPO3y C MOMOIIbBIO
IIEJIOTO psiia METOJOB, TAKUX KaK MPOCTOW mepedop, mepedop ¢ HMCIOIb30BaHUEM
CIELUUANIBHBIX CJIOBApei, yCTAaHOBKA BPEJIOHOCHOW NporpaMMbl Jisd IepexBaTta
nmapoisi, mogMena noBepeHHoro oobekTa cetu (IP-spoofing) m mepexBar makeToB
(sniffing). B ocHOBHOM [isi peain3alddl Yrpo3bl HMCIHOJIB3YIOTCS CIElUaIbHbIC
NpOrpaMMbl,  KOTOpbIE  MBITAIOTCS  MOJYYUTh JOCTYl K  XOCTYy MYyTeM
MOCJIeI0BaTENIbHOTO MoI00pa naposieil. B ciydae ycrnexa, 3J0yMBIIIIEHHUK MOXKET
cO311aTh JUIsl Ce0sl «IMPOX0» JJIs OyIYIIero MOCTyIa, KOTOPhI OyaeT JelCTBOBATD,
JIaXe eCJIM Ha XOCTE€ U3MEHUTh Mapoiib JOCTYIIA.



34

4. IlonMeHa a0OBEpEeHHOrO OOBEKTAa CETH W Iepefada M0 KaHajlaM CBS3H
COOOIIIEHHI OT €ro UMEHHU C IPUCBOCHHUEM €ro MpaB OCTyIa (PUCYHOKT).

1. Xocr X Bener HaOnroeHre 3a xoctamu A ¥ B 1 onpesiensier HyMmeparuo
MAKeTOB COOOIIEHUH, MAYIIYIO OT XocTa B

§ / Xocr B

S

4
)

Xoct X - XOCT HapyILLUUTENs

y

XocT A - TOBEpEeHHBII XOCT

2. Xoct X noceinaet Ha XocT A cepuro TCP-3anpocoB Ha co3aHne COeJMHEHNS,
3aII0JIHSISL TEM CaMbIM O4Yepeb 3alIPOCOB C I[EIbI0 BBIBECTU U3 CTPOS HA HEKOTOPOE
BpeMsi XocT A

o

>
Q
[e]
1
os]

XocT A
SYN, R
ISSx ”
TCP-3anpoc Ha OTKPBITHE COSTMHEHHSI OT IMEHU X0cTa A XocT B

SYN-6UT CHHXpOHH3AIMHY HOMEpa IIOCIeA0BaTEILHOCTH
ISSx-nmpon3BoABHEIN HOMEP NOCIEA0BATEIbHOCTH
XOCT A BBIBEJICH U3 CTPOS

OtBert xocta B Ha TCP—3arM

SYN, ACK, ISSb Xoct B
ACK(ISSx+1)

SYN-OUT CHHXpOHH3AIIMK HOMEpa IOCIIeI0BAaTEIbHOCTH
ISSb-11pon3BoIBHBII HOMEp TOCJIEN0BATEILHOCTU X0cTa B
ACKISSx+1)-aHomep moareepxkaenus npuema TCP-mrakera ot
xocTa A, paBHbIH [SSx+1

ASK(ISSb+1)-nomep noarsepxxaenus npuema TCP-nakera ot xocra B,

B KOTOPOM aTaKyIOIIHI yKa3bIBaeT 1ogoopanubiii Homep [SSb+1
ACK, ISSx+1 o
ACK(ISSb+1) i

- }( ~TASK(ISSx+1)-HOMep Yoot B
- cienyromtero TCP-nakera

OtcyTcTByeT coobuienue o pazpeiBe TCP-coenuuenus ot
BBIBEJICHHOI'O U3 CTPOs XOcTa A (IIaKeT C 3aMO0JIHEHHBIM
cIry>keOHbIM 3aroinoBkoM RST)

Pucynok 7. Cxema peanuzauunyrpo3bi«llogMena 10BepeHHOTO 00BEeKTa CeTH»
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Takast yrpo3a »¢ddexkTuBHO peanu3yeTcss B CHCTEMaX, A€ NTPUMEHSIOTCS
HECTOMKHE aJITOPUTMbI UJICHTUPUKAIIUN U ayTeHTU(UKAIIUKA XOCTOB, MOJIb30BaTENICH
u t1.4a. Ilog noBepeHHBIM OOBEKTOM TOHUMAETCS OOBEKT CeTU (KOMIIBIOTED,
MEKCETEBOM dKpaH, MapIIPYTU3aTOP U T.II.), JIETAJIILHO MOAKIIOUCHHBIN K CEPBEPY.

MoryT ObITh BBIJICJICHBI JIBE€ PA3HOBUIHOCTH IPOIIECCa peau3allui YKa3aHHOU
yIPO3bl: C YCTAHOBJICHUEM U 0€3 YCTAaHOBJICHUS BUPTYaJIbHOI'O COSTUHEHHUS.

[Iporiecc peanmzaiuu ¢ yCTAaHOBJICHUEM BUPTYaJIbHOTI'O COSAMHEHUS COCTOUT B
MPUCBOEHUU TIpaB JOBEPEHHOrO0 CyOBEKTa B3aUMOJCUCTBUS, YTO IO3BOJISET
HAPYILIUTEII0 BECTH CeaHC PabOThI C 0OBEKTOM CETH OT UMEHU JOBEPEHHOI'0 CYObEKTA.
Peanuzaiust yrpo3sl JaHHOTO TUIA TpeOyeT MPEO0JICHUsI CUCTEMBI UACHTU(DUKAIIIN
U ayTeHTU(UKaLUU cooO1eHni (Harpumep, ataka rsh-ciyx0ob1 UNIX-xocta).

[Iporecc peanuzanuu yrpo3sl 06€3 yCTaHOBJIEHUS BUPTYaAJIbHOTO COCIMHEHUS
MOET UMETh MECTO B CETSAX, OCYIIECTBIISIIONIUX HICHTU(PUKAIUIO TepeaBacMbIX
COOOIIEHU TOJBKO IO CeTeBOMY ajipecy oTmpaBuTeis. CyIIHOCTh 3aKIIOYaeTCs B
nepeaave CIyKeOHBIX COOOIIEHWM OT MMEHHM CETEBBIX YITPABISIONIMX YCTPONCTB
(Hanmpumep, OT MUMEHU MapIIpyTU3aTOPOB) 00 W3MEHEHUHM MapUIPYTHO-aJIPECHBIX
naHHbiX. Ilpy  3ToM HEoOXOAMMO HMMETh B BHJAY, YTO €JIMHCTBCHHBIMU
uaeHTuduKaropamMmu aOOHEHTOB U coenuHeHus (1mo npotokony TCP) sBistoTcs nBa
32-6utHbIX mapametpa InitialSequenceNumber — ISS (Homep mociie10BaTeIbHOCTH)
u AcknowledgmentNumber — ACK (Homep moarBepxaeHusi). CienoBatesbHO, s
dopmupoBanusi joxuoro TCP-makera HapymmuTenro HEOOXOAWMO 3HATh TEKYIIUE
UAeHTU(DHUKATOPHI 7151 JaHHOTO coenuneHus: — [SSa u ISSb, rae:

ISSa — HekoTOpoe 4YHCIEHHOE 3HAYEHHE, XapAKTEPU3YIOIIEE MOPSIKOBBIN
Homep otnpasisiemoro  TCP-nakera, ycranaBimuBaemoro TCP-coenunenus,
MHULUUPOBAHHOTO XOCTOM A;

ISSb —HekoTOpOE YMCIIEHHOE 3HAYCHHE, XapaKTepU3YIOIIee MOPSIKOBbIA HOMEP
OTIIPABJIIEMOTO TCP-naxera, yCTaHaBIMBAEMOIO TCP-coenuuenus,
MHULMUPOBAHHOT0XOCTOM B.

3nauenue ACK (Homepa moarBepxkiaeHus yctaHoBieHus TCP-coennHeHus)
omnpenensaeTcsl Kak 3Hau€HHE HOMEpa, MOJYy4YeHHOro OT pecrnoHjeHta ISS (Homep
nocnenoBaTtenbHocTH) mtoc eaqunanna ACKb = ISSa+1.

B pe3ynbraTe peanuzanuu  yrpo3bl  HapylmIUTENlb MOJy4aeT IpaBa
JI0CTYIa,yCTAHOBJICHHBIE €T0 T0JIb30BaTEIeM IS JIOBEPEHHOro abOHEHTa, K
texuuyeckomy cpeactsy UCIIIH— uenu yrpos.

5. HaBsi3piBaHUE JT0)KHOTO MapIIPYTaCETH.

JlaHHast ~ yrpo3a  peaqu3yeTcsiOJHMM W3  JIByX  CHOCOOOB:  NIyTeEM
BHYTPUCETMEHTHOTO  WJIM  MEXCETMEHTHOTO  HaBsi3bIBaHUA.  BO3MOXHOCTH
HaBsI3bIBAHUSL JIOKHOTO MapiipyTa oOOyCJIOBJ€HAa HEJOCTaTKAMH, NPUCYIIUMHU
ANTOpUTMaM MapUIPyTU3alMK (B YaCTHOCTH, W3-3a MPOOJEeMbl HACHTU(DHUKAIIUN
CETEBBIX YIPABIAIOUIUX YCTPOMCTB), B pe3yJIbTaTe YE€ro MOXHO MOMNACTh, HAIPUMED,
Ha XOCT WJIM B CETh 3JIOYMBIIUICHHUKA, T/I€ MOXXHO BOMTH B ONEPALUOHHYIO CpPEIy
texHudeckoro cpeacrsa B cocraBe MCIIIH. Peanuzamus yrpo3bl OCHOBBIBAETCA
Ha HECAHKIIMOHHUPOBAHHOM HCIMOJB30BaHUU NPOTOKOJI0B MapuipyTtuzanuu (RIP,
OSPF, LSP) u ympaBnenus cerbto (ICMP, SNMP) nns BHeceHus H3MEHEHUU
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B MapIIPyTHO-aJipecHble Tabmuiel. [Ipu 3TOM HapymuTe 0 He0OX0UMO TOCHATh OT
UMEHH CETeBOTO YNPABISIOMIETO YCTPOHCTBA (HAMpUMEp, MapIIPyTHU3ATOPA)
yhpaBiisoniee coooenrne (pUCyHku8 u 9).

1. Tlepenaua HapymmTesneM Ha XocT 1 J10)HOro coobenus mno nporokoiay ICMP Redirect ot
UMEHH MapIlupyTu3atopa 1 00 U3MeHeHUH TaOInLbI

%) _%— NurepHer

Mapmpyruzatop 1 Mapmpyruzatop 2

JloxxHoe coobieHne Cepsep
ICMP Redirect top.secret.com
XOCT: 1 XO:CT 2 Xocr Hap:ymmenﬂ

2. [TakeTsl Ha top.secret.com HAIpPABIIAIOTCS Ha HECYIIECTBYIOIIMI MapIIpyTH3aTop (XocT 2), a
CIICJIOBATENIBHO, CBS3b C tOp.secret.com HapymaeTcs

Tatmna > %_ _%7 HWnTeprer
MapHpy TH3amiH MappyTusarop |  MapupyTu3sarop 2 |
top.secret.com: <—>l @
gateway=xocT 2 é& \
Xocr 1 Xoct 2
Cepsep

top.secret.com
Pucynok 8. Cxema peanuzainuu ataku «HaBsi3piBaHuE JIOKHOTO MaplipyTa
(BHYTpPHCETMEHTHOE) ¢ HCIONb30BaHueM mpoTokoida ICMP ¢ menwio HapymieHus
CBsi3HU

1. ®aza nepenaum toxkHoro cooduenuss ICMP Redirect or uMeHn MapiupyTu3aropa Ha XocT 1

Jloxnoe coobmenne ICMP Redirect  Mapupytusarop

B HAWTy4llIEM MapIIPyTe K XOCTY
top.secret.com

=

XoCT HapyLIUTEs

Hurtepuer

2. ®a3a mpueMa, aHaIU3a, BO3ACHCTBUA U Nlepeady IepexBadeHHON HH(pOpManuy Ha JIOXKHOM

cepBepe
%_ HaTepHer
Mapipytusarop 1 Mapmpyruszarop 2|

Xocrt 1 nepemaer
MMaKeTHI,
«
NpeaHa3HAYCHHbBIC
top.secret.com, Ha

XOCT aTaKyIOILEro
XocT HapylIuTeNIs

ATakyromuii OT UMCHHU
xocTa 1 nepenaer nakeTsl
Ha top.secret.com

Xocr 1 Cepsep top.secret.com

Pucynok 9. Cxema peammszannu yrpo3bl «Hapsi3pIBaHME JIOKHOTO MapuIpyTa»
(MexKCerMeHTHOE) C 1eNbI0 nepexBaTa Tpaduka
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6. BHenpenue 10KHOro 00BbEKTa CETH.

Ora yrpo3a OCHOBaHa Ha UCIOJb30BaHUM HEAOCTATKOB aJTOPUTMOB
YAAJIEHHOTO MoucKa. B ciyyae,eciny 00bEKTbl CETH M3HAYAIBHO HE UMEIOT aJIPECHOM
uH(popMalMK Jpyr O Jpyre, MCMHOJIb3YIOTCS pa3IU4Hble MPOTOKOJbI YAAJIEHHOIO
noucka (Hanpumep, SAP B cersix NovellNetWare; ARP, DNS, WINS B ceTsix co
ctekoM npoTtokosioB TCP/IP), 3akmtovaroniuecss B nepegaye 1o CeTH ClelUaIbHbIX
3alpoCOB W TIOJYYEHMHM Ha HHUX OTBETOB € HMCKOMOM uHpopmanueit. Ilpu stom
CYILIECTBYET BO3MOKHOCTb M€peXBaTa HapyIIUTEIEM MOUCKOBOIO 3alpoca U BblIAUH
Ha HEro JIO)KHOTO OTBETA, HUCIOJIb30BAaHUE KOTOPOro MPHUBEIAET K TpedyeMomy
U3MEHEHHMIO MapIIpyTHO-3IpECHBIX JaHHbIX. B janbHeimeM Bech TMOTOK
uH(pOpMAIIMK, ACCOLMHUPOBAHHBIN C OOBEKTOM-KEpTBOM, OyAEeT MPOXOJUTH uepes
JIOXKHBIA 00BeKT ceTH (pucyHku 10-13).

1. ®aza oxugarans ARP-3anpoca @
| &,

ATaKyromuii MpoCITyInBaeT Mapmpytuzarop
KaHaJl, O)Ku/ast nepefady
ARP-3amnpoca
WHTepHer

Xocr N
XocT HapymuTens

2. ®aza peanusany yrposbl

; >

Xocr nepenaer ITepexBatue ARP-3amnpoc, Mapuipyru3sarop
ARP-3anpoc aTaKyIONTHiT epeaeT JTOKHBIH
ARP-otBer
% % % WNnrtepuer
Xocr 1 Xocr 2 Xoct N

XocT HapyLuTeNs

3. ®a3a npuema, aHaIU3a, BO3ICHCTBUS U Mepeadun epexBadeHHON nH(OpMauy Ha
noxxuoM ARP-cepsepe

%Mapmpymmmp
Cas3pb xocra 1 ¢ !
MapHIPyTH3aTOPOM MPOUCXOIUT |
4 4 yepe3 10xHbI ARP-cepeep 4 :
- 8 oy
| . . . | HTEPHET
<S :
I
: Xoct 2 :
I

JIoKHBIHI
ARP-cepsep

Pucynok 10. Cxema peanuszaunu yrpossl «BHenpenue noxnoro ARP-cepsepa»
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1. ®a3a oxunanus atakyronmmM DNS-3ampoca ot xocta 1 (aTakyroniui HaxoIuTcs T00 Ha XOCTe
HapymuTess 1, 1160 Ha XOCTe HapyIIHUTess 2)

Cepsep
% top.secret.com

Mapmpyruzarop

VLS

Xocr 1 Xoct 2

Xoct HapymuTens 1 Xoct Hapymmrens 2

2. ®a3za nepenauy aTakyromwMm JioxxHoro DNS-oTBera (arakyromuii HaxoauTCs TMO0 Ha XOCTe
HapymmTens 1, mubo Ha XocTe HapymuUTeNs 2)

, X
\ N
Mapipytuzarop Cepgep top.secret.com
T T % % HO)I?HMIZ \b\
DNS-3ampoc Toxueii  Mapmpyrusarop Mapuipyruzarop DNS-o1BeT §/

iy

% DNS-otBeT DNS-cepsep

Xocr 1 Xocr 2

Xoct Hapymurens 1 Xoct HapymmTens 2

3. da3a npuema, aHajK3a, BO3ICHCTBUS U Mepeayl epeXBauCHHON HHPOPMAITUH HA JIOKHOM CepBepe

Mapupytuzatop

Cepgep top.secret.com

|
|
i l
l .
| |
| |
M| 5 |
|
MapHIpyTI/BaTOp : Mapupyruzarop :
- \ | |
i I @ ! DNS-cepsep !
|
! ' |
S A - ] :
! |

Xoct HapymuTens 2

=]
»

<//°//

Pucynox 11. Cxema peanmzanuu yrpo3sl «Baenpenne mnoxnoro DNS-
cepeepa» nytem rnepexsata DNS-3ampoca
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1. Hapymurens nepenaer HanpasiieHHbIH mTopm DNS-0TBeTOB Ha XocCT 1

MapupyTusarop

oo

N
S
L

MapmpyTuzarop Cepeep
top.secret.com
IITopm 10XKHBIX

S-0TBETOB OT

eeoe

>

Mapupytuzarop

g
T

Xocr 1 Xoct 2

nmenn DNS-
MapupyTusarop  ceppena na xocr 1

DNS-cepep

JloxHbI1 cepBep
(XOCT HapyLIUTENS)

2. Xocr 1 noceuraer DNS-3ampoc u HemennenHO noyyaet J0KHbl DNS-oTBeT

&

T fz%d’{
DNS-3ampoc /j@} Mapuipytuzatop

Xocr 1 Xoct 2

Mapuipytuzarop

MapuipyTusarop fop.secret.com

IITopM J103KHBIX

cee S-0TBETOB OT
Y nmenn DNS-

Mapuipytuzarop cepBepa

JloxHBIM cepBep
(xocT HapyLIMTENs)

DNS-cepsep

3. ®aza nmpueMa, aHaIM3a, BO3ICHCTBHA U TIepelaun NepeXxBauyeHHON HH(OpMAIHK Ha JIOKHOM cepBepe

eee

Mapuipytuzarop

Cepsep
top.secret.com

(A

MapmpyTuszatop

%

Mapupyrtuszarop

Mapupyrtusarop DNS
-cepBep

L

JloxHbIit cepBep
(xocT HapylIUTENs)
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Pucynok 12. Cxema peanuzanuu yrpo3ssl «BHeApeHue 10:kHOro DNS-cepsepay»

nyteM mropmMa DNS-0TBETOB Ha KOMIIBIOTEP CETH

1. Hapymmrens co3maeT HalpaBIeHHBIH TOPM JOKHBIX DNS-0TBETOB OT IMEHH OHOTO U3 KOPHEBBIX
DNS-cepBepoB u pu 3TOM IPOBOIMPYET 3TOT CEPBEP HA OTBET, MocklIast Ha Hero DNS-3ampoc

MapupyTusaTop | Cepsep

Xocr 1 ¢
“«x 3 ces
Mapupyrusarop MapipyTusarop MapuipyTusatop
L DNS-3ampoc Ha ouck Kopuesoii
DNS-cepsep top.secret.com DNS-cepsep

XocT HapymuTeNs

2. DNS-cepsep nepenaer DNS-3anpoc Ha kopHeBo DNS-cepBep 1 HeMeyIeHHO nony4daet jJ0xkHbI DNS-oTBeT ot
aTaKyIOIIETO

% ) UNnrepuer ‘
% MapmpyTusarop Cepsep
Xocr 1 % | : ecro
;;pmiaTop

Mapupyruzarop

MapuipyTtuzaro
DNS-3ampoc PPy P
HampasiieHHBINM IITOPM
noxueix DNS-oTBeToB
OT UMEHU KOPHEBOT'O KopHeBoi
DNS-cepsepa
DNS-cepaep pBEP DNS-cepaep

XocT HapymuTens

3. XocT HapymuTeNs u3MeHsaeT kanr-tadauiy DNS-cepBepa u o0ecrieunBacT NPOXoKICHUE TpaduKa dyepes3
noxusiit CepBep top.secret.com

S N
° > °
X ‘ NS .
Cepsep * oxHBbIN CepBep
top.secret.com top.secret.com
R 5 DNS HnTepuer _«— DNS-3ampoc Ha monck
ot Tabumta DNS- TOP.SECRET.COM
cepBepa
top.secret.com: DNS-oTBeT ¢ 103KHBIMI
IP anmpec arakyromero CBEICHUSIMH O XOCTE

Mapurpytuzarop

Xocrt 1

TOP.SECRET.COM
DNS-cepsep
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Pucynok 13. Cxema peasmsaunu yrpos3el «BHenpenue mnoxHoro DNS-
cepeepa» nyrtem mropma DNS-orBeToB Ha DNS-cepBep

7. OTKa3 B 00CITyKUBaHUHU.

OTU  yrpo3bl OCHOBaHBl Ha HENOCTAaTKaXx CETEBOr0  MPOrPAMMHOIO
obOecrnieyeHus, €ro ysS3BUMOCTAX, MO3BOJSIONIUX HAPYIIMTENI0 CO37aBaTh YCIOBUS,
KOrJla OIEepallMOHHAsl CHCTEMa OKa3blBA€TCI HE B COCTOSIHUM 0OpabaThIBaTh
MOCTYMAIOIINE MaKETHI.

MoryT ObITh BbIICICHBI HECKOJIBKO PA3HOBUIHOCTEN TaKUX YIpO3:

a) CKPBITBI OTKa3 B OOCIY>KMBAaHUHW, BBI3BAHHBIA MPUBJICYCHUEM YaCTU
pecypcoB UCII/In Ha 00pabOTKy MakeToB, MEpeaBaeMbIX 3JI0YMBIIUICHHUKOM CO
CHIIKEHHUEM TPOMYCKHOW CMOCOOHOCTH KaHAJOB CBSI3H, MPOU3BOJUTEILHOCTU
CETEBBIX YCTPOMCTB, HapyIIeHHEM TpeOOBaHUN KO BpEMEHU OOpPabOTKH 3ampOCOB.
[IpumepamMu peanuzanuu yrpo3 MoJ0OHOTO PoOJia MOTYT CIIYXHTb: HalpaBICHHBIN
mTopM 3x0-3anpocoB 1o nporokonay ICMP (Pingflooding), mrTopm 3ampocoB Ha
yctanoBieHnue TCP-coequnennii (SYN-flooding), mropm 3anpocos k FTP-cepsepy;

0) sSIBHBI OTKa3 B OOCITY)KMBAaHWUHW, BBI3BAHHBIM HCUYEPIAHUEM PECYpPCOB
NCIIx npu o6paboTKe MaKkeToB, NepeaaBaeMbIX 3JI0YMBIILICHHUKOM (3aHSATHE BCEH
NOJIOCHI TMPOINMYCKAHUS KaHAJIOB CBSI3M, IIEPEIIOJIHEHUE OuYepelel 3alpocoB Ha
o0cITy>)KUBaHKE ), IPU KOTOPOM JIETAIbHBIC 3alIPOCHl HE MOTYT OBITh TIEpeAaHbl uepes
CETh M3-3a HEJOCTYITHOCTH CPebl Mepeaadn MO0 MOJIydaroT 0TKa3 B 00CITYKUBAaHUU
BBHlY MEPENOIHEHHS OYEPENEil 3aIpOCOB, AUCKOBOIO MPOCTPAHCTBA MAMSTU U T.J.
[IpumepaMu yrpo3 JAHHOTO THUIIA MOTYT CIIYXHUTh IITOPM IIMPOKOBEHIATEIbHBIX
ICMP-3x0-3anpocoB  (Smurf), wnanpabineHHsii mTopM (SYN-flooding), mropm
COOOIIIeHHI TOYTOBOMY cepBepy (Spam);

B) IBHBIM OTKa3 B OOCITY)XMBAHWHW, BBI3BAaHHBIM HAPYIICHUEM JIOTHYCCKOU
CBA3HOCTU Mexay TexHudeckumu cpencrsamu MCII/IH npu nepenade HapylmuTeieMm
YIPABISAIOIMMUX COOOMIEHUH OT HWMEHHM CETEBBIX YCTPOWCTB, MPHUBOISIINX
K HW3MEHEHHIO MapHIpyTHO-aJpecHbIX naHHbIX (Hanpumep, ICMPRedirectHost,
DNS-flooding) unu naeHTHGUKAITMOHHON U ayTeHTU(UKAIIMOHHONW HH(POPMAITUH;

T') SBHBIA OTKa3 B OOCITY»KMBAaHWUU, BBI3BAHHBIN Mepeavyeil 310yMBIIIICHHUKOM
MaKeTOB C HecTaHAapTHhIMU aTpuOytamu (yrpo3el TtHmna «Land», «TearDrop»,
«Bonk», «Nuke», «UDP-bomb») wuim wumewNuMx IJIUHY, IPEBBIIIAIONIYIO
MaKCUMaJIbHO JONYyCTUMBIA pasmep (yrpo3a tuna «PingDeath»), uro moxer
MPUBECTU K COOI0 CETEBBIX YCTPOMCTB, YYaCTBYIOIIMX B 00pabOTKe 3ampocoB, MpHU
YCJIOBUM HaJIW4Msl OMMOOK B MIporpaMMax, peaqu3yollUX HPOTOKOJBI CETEBOrO
oOMeHa.

PesynbTaToM peanuzaluu  AaHHOM Yrpo3bl MOKET CTaTh HapylIeHUE
paboTOCTIOCOOHOCTH  COOTBETCTBYIONIEH CIYy>KObI TIPEIOCTaBICHUS  YIAJICHHOTO
noctyna K [1/In 8 UCII/IH, nepegaya ¢ olHOrO ajpeca TaKoro KOJIMYeCcTBa 3alpoCcoOB
Ha MOJKJIIOYECHUE K TEXHHUYECKOMY cpeacTBy B coctaBe MCII/IH, kakoe MakcuMaabHO
MOXET «BMECTUThb» Tpa(uKk (HAMPaBICHHBIM «IITOPM 3aMPOCOB»), UTO BJECYET 3a
co00#l TepernoIHeHNe OuYepeIn 3alpOCOB M OTKA3 OJHOM M3 CETEBBIX CIIYXKO WU
MOJIHYIO OCTAaHOBKY KOMITIBIOTEPA M3-32 HEBO3MOXHOCTH CUCTEMbI 3aHUMAThCSl HUUEM
JIPYruM, KpoMe 00pabOTKH 3apoOCoB.
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8. Y maneHHbIN 3aIyCK IPUIIOKEHUM.

VYrpo3sa 3axmrogaercs B crpemieHunsanyctutb Ha xocre MCII[IH paznnunbie
MpeBAPUTEIBLHO BHEJIPEHHBIE BPEIOHOCHBIE MPOTPAMMBI: TMPOTPAMMbI-3aKIA/IKH,
BUPYChI, «CETEBbI€ IIMUOHBI», OCHOBHAs I1elb KOTOPBIX — HapyIICHUE
KOH(PUIEHIIMATBHOCTH, IIEJIOCTHOCTU, JOCTYIMHOCTH WHGOPMAIUA U  TOJTHBIN
KOHTpPOJIb 32 paboToil xocta. Kpome TOro, BO3MOXKEH HECAHKIIMOHUPOBAHHBIN 3aITyCK
MPUKIAIHBIX MPOrpaMM IOJb30BaTENIeH i1 HECAaHKIIMOHMPOBAHHOTO TOJIYYEHUS
HEOOXOJUMBIX HAPYIIUTENIO JaHHBIX, ISl 3alycka YIPaBIIEMbIX MPUKIATHON
MPOrpaMMOU MPOLECCOB U JIP.

BoigensitoT Tpu nojikiiacca JaHHBIX YIpo3:

1) pactipoctpanenue  (aitioB,  coAepKamMX  HECAHKIMOHWPOBAHHBIN
UCIIOJTHSIEMBIN KOJT;

2) yiaJieHHBIM  3amyCcK  TPWIOKEHMs] IyTeM  TmepenoiHeHus  Oydepa
IIPUII0KEHUN-CEPBEPOB;

3) ynalleHHBIM 3almyCcK TPUIOKEHHUS IYTEM HCIOIb30BaHUS BO3MOXKHOCTEH
YIQJICHHOTO YIIPABJICHHUSI CUCTEMOM, MPEIOCTaBISIEMbIX CKPBITHIMU MPOTPAaMMHBIMU
U anmapaTHbIMU 3aKJIaKaMu JIMOO UCIIOIb3YEeMbIMH IITATHBIMHU CPEJICTBAMU.

TunoBbie yrpo3sl MEPBOTO M3 YKA3aHHBIX IMOAKIACCOB OCHOBBIBAIOTCS Ha
aKTUBHU3AIIUU PACTIPOCTPAHAEMBIX (HAMJIOB TIPU CIy4ailHOM OOpalieHud K HUM.
[Tpumepamu Takux (HaisioB MOTYT CITY>KUTh: (haliiIbl, COECPKAIIUE UCTIOTHAEMBIN KOJT
B BHUjie MakpokoMmaHa (nokyMeHThl MicrosoftWord, Excel u T.1.); html-1okymeHTHI,
COJIeprKalllie UCIIOJNHIEMBI KOJ B BHJIE 3JeMeHTOB ActiveX, Java-anmieros,
UHTEPIPETUPYEMBIX CKPUNTOB (Hampumep, TeKCThl Ha JavaScript); ¢aiimsl,
coJiepKalllie UCIONHsIeMbIe KOJbI porpaMm. s pacnipoctpanenus (aitioB MoryT
UCITOJIB30BAaThCSl  CIAYXKOBI  DJIGKTPOHHOM TOYTHI, Tiepenadd  (ailyioB, CETEBOM
(baiI0BOI CUCTEMBI.

IIpu yrpozax BTOpPOTrO MOAKIACCA MCIHOJIB3YIOTCS HEAOCTATKU MPOTPaMM,
peaIu3yIolNX CETEBbIE  CEPBUCHI (B  YaCTHOCTH, OTCYTCTBHE  KOHTPOJIA
nepenoyiHeHUsT Oydepa). HacTpoiikoli CHCTEeMHBIX PErMCTPOB HMHOTIA YAaeTCs
NEPEKITIOYUTH MPOIIECCOpP MOCIe MPEPHIBAHMS, BRI3BAHHOTO TepenoiHeHueM o0ydepa,
Ha UCTIOTHEHHE KOJa, CoIepKaIierocs 3a rpanuieit 0ydepa. [lpumepom peanuzamnuu
TaKOW YIpO3bl MOXKET CIYKUTbBHEAPEHUE IMPOKO U3BECTHOTO«BUpyca Moppuca.

[Ipu yrpozax TpeThero moAKIacca HapYyIIMTENb HCIOJIb3yEeT BO3MOXKHOCTH
YAQJIEHHOTO YIPABJICHUSI CUCTEMOM, MPEAOCTaBIsEMble CKPBITBIMU KOMIIOHEHTAMHU
(manpumep, «TpossHCKMMH» mnporpammamMu  tunaBackOrifice, NetBus) mu6o
IITATHBIMU CPEJICTBAMU YMPABICHUS U aJIMUHUCTPUPOBAHUS KOMIIBIOTEPHBIX CETEH
(LandeskManagementSuite, Managewise, BackOrifice u 1. n.). B pe3ynbrare ux
WCIIOJIb30BaHUs YAACTCS TOOUTHCS YAAICHHOTO KOHTPOJISI HaJl CTAHIIMEW B CETH.

CxemMaTHYHO OCHOBHBIE ATAMbl pa0OTHI ATUX MPOTPAMM BBITIISIAT CIACAYIONAM
obpazom:

WHCTAJUISILUS B TAMATH;

OKHMJIaHWE 3alpoca C YAAJCeHHOTO XOCTa, Ha KOTOPOM 3allylleHa KIHUEHT-
nporpamMma, 1 0OMeH ¢ Heil COOOIIEHUSIMU O TOTOBHOCTH;

nepejaya MepexBauyeHHOM HMHQPOpMAIUU KIHUEHTY WU NPEIOCTaBICHUE €My
KOHTPOJISI HAJl aTAKyeMbIM KOMIIBIOTEPOM.
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Bo3MoOXxHbBIE TOCHEACTBHS OT pealu3aldd yrpo3 pPas3IMuHbIX KIACCOB

MpUBEACHBI B TaOIMIIE3.

Tabnual3
Bo3MOHBIE IOCTAEACTBHUS PeasU3allii YIPO3 Pa3IMYHBIX KIIACCOB

Tun ataku Bo3Mo:xHBIE TOCJIEICTBHUSA
n

AHanu3 ceTeBoro Tpaduka Hccnenosanue XapaKkTePUCTUK
CETEBOI0 Tpaduka, nepexsaT
Nepe/laBaeMbIX JaHHBIX, B TOM YHCJE
UJIeHTU(PUKATOPOB u naposieun
MOJIb30BaTeJIch

CxaHupoBaHHE CETU Onpenenenue MPOTOKOJIOB,
JOCTYIHBIX  TMOPTOB  CETEBBIX  CIYXO,
3aKOHOB dbopmupoBaHus

UACHTU(PUKATOPOB COCIMHEHUN, aKTUBHBIX
CETEBBIX CEPBUCOB, HJIEHTU(PHUKATOPOB U
I1apOoJIEN MOJIB30BATEIICH

«ITaponpHas» aTtaka Beinonxenue JTH000T0
JNECTPYKTUBHOTO JEUCTBUS, CBS3aHHOTO C
MOJIyYEHUEM HECaHKIIHOHUPOBAHHOT O

JOCTyTa
[logmMeHa  1OBEpPEHHOTO M3meHeHne Tpacchl NPOXOKACHUS
o0BeKTa ceTn COO0IIeHUH, HECAaHKIIMOHUPOBAHHOE
U3MEHEHUE MapuIpyTHO-aPECHBIX

naHHbIX. HecaHKIIMOHMPOBAHHBIA JOCTYIT K
CETEBBIM pECypcaM, HaBA3bIBAHUE JIOKHOM

uHbopManmm
Hassa3biBanue JIOKHOTO HecaHKIIMOHUPOBAaHHOE W3MEHECHUE
MapuipyTa MapIIPyTHO-aAPECHBIX JAaHHBIX, aHAIU3 W

Monu(UKalUSg  TepeaBaeMbIX  JaHHBIX,
HABSA3BIBAHUE JIOXKHBIX COOOIICHHIA

Brenpenue JI0)KHOT'O [lepexBar u mpocMmoTp Tpaduka.
o0BeKTa ceTn HecankumonnpoBaHHbIN JIOCTYII K
CETEBBIM pPECypCaM, HABS3BIBAHUE JIOKHOU
uH(bOpMaIIH

YactuuHoe CHIxeHue IIPONYCKHOMN
UCYEpIIaHue PECYPCOB  |CITOCOOHOCTH KaHaJIOB CBSI3H,
IIPOU3BOJAUTEIBHOCTH CETEBBIX YCTPOMCTB.
CHuxeHune MPOU3BOAUTEIBHOCTH
CEPBEPHBIX MPUITOKECHUN

Orkas B
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ITonHoe HeBo3moxxHOCTH nepenadn
UCYEpIIaHUEe PECYpCOB  |COOOIIEHUH H3-3a OTCYTCTBHS JOCTyNa K
cpene mnepefayd, OTKa3 B YCTaHOBJIEHUH
coequHeHus. OTKa3 B MPeIOCTaBICHUU
cepBuca (JIEKTPOHHOM MOYTHI, (ailioBOro

U T.J.)

Hapymenne HeB03MOXKHOCTH repeaavu,
JOTHYECKON  CBS3HOCTH |COOOIICHHIA M3-32 OTCYTCTBHUS KOPPEKTHBIX
MEXTY aTpuOyTamMu, MapIpyTHO-aIPECHBIX JTAaHHBIX.
JTaHHBIMH, 00beKkTaMU  |HeBO3MOXKHOCTh TIOJYYCHHSI YCIYT BBUIY

HECAaHKIIMOHUPOBAHHON Mo U UKAITAHA
UICHTU(UKATOPOB, MAPOJICH U T.I1.

Hcnonb3zoBanue Hapymenue paboTocnocoOHOCTH
omuOOK B MPOrpaMMax |CETEBBIX YCTPONCTB

[Tyrem pacchbuiKH Hapymienne KoH(pUICHIIMATIBHOCTH,
daiinoB,  copepKaluX|IEI0CTHOCTH, IOCTYITHOCTH HHGOPMAIIH
JNECTPYKTUBHBIN
UCTIOJTHSCMBIH KOJI,

BUPYCHOE 3apakeHHe
= [Iytem
% nepenoyiHeHus:  Oydepa
% |CCpBEPHOrO MPHIIOKCHHS
g [Tytem CKpbITOE yIpaBJICHUE CUCTEMOMN
E' |MCIOJIB30BaHUS BO3MOXK-
é HOCTEH YJaIICHHOTO
5 |ynpaBieHHs — CHUCTEMOH,
>; IIPEIOCTaBIAECMbIX
£ |CKpBITBIMH
5 |IporpaMMHBIMU u
5( anmapaTHbIMU
> |3aKJIaIKaM# h105(8]0)
UCTIOJIb3yEeMbIMU
MITATHBIMU CPEJICTBAMHU

[Ipouecc peanu3zanuu yrpo3sl B OOIIEM CiIydae COCTOUT U3 YE€THIPEX ITAIOB:

cbopa uHbopMaIyH;

BTOpP>KEHUS (TPOHUKHOBEHUS B OTICPAIIMOHHYIO CPENY);

OCYIIECTBJICHHS] HECAHKIIMOHUPOBAHHOTO JIOCTYTIA;

JUKBHUJIAIAH CIIEJI0OB HECAHKITMOHUPOBAHHOTO JTOCTYTIA.

Ha srtame cOopa mHpOpManuu HapymuTeass MOTYT UHTEPECOBATh Pa3INYHBIC
ceeaenus o0 MCIIJIH, B ToM uncie:

a) O TOTMOJIOTHH CETH, B KOTOPOW (DYHKITMOHUpPYET cucTema. [Ipm 3TOM MOXKET
HCCIIEIOBAThCSI O0JIACTh BOKPYT CETH (HAmpUMeEp, HAPYIIUTEIs] MOTYT HHTEPECOBAThH
azipeca IOBEpEHHBIX, HO MEHEE 3alUIIICHHBIX XOCTOB). [l onpeeNieHust TOCTYITHOCTH
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XOCTa MOTYT HCIIOIB30BaThCSl MPOCTEHINNE KOMaH/bl (HAapuMep, KOMaHAa ping Ui
noceikn [CMP-3anipocoB ECHO REQUEST ¢ oxunannem na Hux ICMP-otBeTOB
ECHO REPLY). CymecTBylOT  yTHIUTBL,  OCYILIECTBISIIOIIME  MHapajjIeIbHOE
OIpENIeICHNE JOCTYMHOCTH XOCTOB (Takue Kak fping), KoOTopble CHOCOOHBI
MPOCKAaHUPOBATh  OONBIIYI0 00JacTh AAPECHOr0 MPOCTPAHCTBA HAa  NPEAMET
JIOCTYMTHOCTH XOCTOB 3a KOPOTKHM TPOMEKYTOK BPEMEHH. TOMOJIOTHS CETU 4YacTo
OTIpE/ICTISICTCS HA OCHOBAHWU «CUETUYMKA Y3JI0B» (AMCTAHIIUM MEXAy Xoctamu). [Ipu
ATOM MOTYT MPUMEHSTHCS TaKUE METO/bI, Kak «Moxyssiiuu TTLy u 3anucu mapiipyra.

Meton «wmonmynsiuun  TTL» peann3oBan mnporpammoit traceroute (s
Windows NT — tracert.exe) u 3akirouaercss B moxayisiiuu oyt TTL [P-makeroB. [ns
3aIyCy MaplIpyTa MOryT ucrolib3zoBaThest [ICMP-nakeTsl, co3aBaeMble KOMaHI0H ping.

CO6op undopmanuu MOKET ObITh TAK)KE OCHOBAH Ha 3alpocax:

kK DNS-cepBepy o0 chucke 3aperucTpUpOBaHHBIX (M, BEPOSATHO, AKTUBHBIX)
XOCTOB;

K MapHIpyTHU3aTopy Ha OCHOBe mpoTokojia RIP 00 u3BecTHBIX Mapiipyrax
(uH(pOpMaIKs O TOMOJIOTUHU CETH);

K HEKOPPEKTHO CKOH(UTYPUPOBAHHBIM YCTPOMCTBaM, MOACP>KUBAIOITAM
npotokos SNMP (uHdpopmalius 0 TOOJIOTUU CETH).

Ecom UCII/In HaxoauTcsi 3a MexceTeBbIM dKpaHoM (MD), BO3MOXKEH cOOp
uHpopmanu o koHpurypauu M3 u o tononorun UCIIn 3a M3, B ToM umcie
IIyTEM IOCBUIKM MAaKETOB HAa BCE MOPThI BCEX MPEANOJIAra€MbIX XOCTOB BHYTPEHHEN
(3amumiaeMon) ceTu;

0) o tune omepanuonHoit cuctembl (OC) B MCIIdH. CaMmplii W3BECTHBIM
cnioco6 onpenenenus tTuna OC xocta OCHOBaH Ha TOM, 4TO paziauunbie Tuibl OC no-
pasHoMmy peanusyroT TpeboBanus cranaaptoB RFC k crexky TCP/IP. DTo mo3Bossier
HapyHIuTeNno yaaneHHo uaeHTudunupoath tun OC, yCTaHOBJICHHOW Ha XOCTE
NCII[Ia myTeM TMOCBUIKM CHEIUaJbHBIM 00pa3oM cPOPMHUPOBAHHBIX 3alpPOCOB H
aHaJIM3a MOJYyYEHHBIX OTBETOB.

CylecTByIOT CHEUUalIbHBIE CPEACTBA, PEAJU3YIOIINE JaHHBIE METOIbI, B
yacTHOCTH, Nmap u QueSO. MOXHO OTMETUTh TaKKE€ TaKOW METOJl ONpenesIeHus
tuna OC, Kak NpOCTEHIIMK 3alpOC HAa YCTAHOBJICHUE COEIUHEHUS IO MPOTOKOIY
yaaieHHoro poctyna telnet (telnet-coequHeHus), B pe3yiabTare KOTOPOro IO
«BHEIIHEMY BHUIy» oOTBeTa MoxkHO omnpeaenutb Tun OC xocra. Hanuuue
OMPEICICHHBIX CEPBUCOB TAKKE MOXKET CIYKHUTh JOMOIHUTEIbHBIM MPU3HAKOM JIJISI
onpexaenenus tuna OC xocTa;

B) 0 (YHKIMOHUPYIOMIMX Ha XocTax cepBucax. OmpenereHue CepBUCOB,
UCIIOJIHAEMBIX HA XOCT€, OCHOBAaHO HAa METOJIE BBISIBICHMS «OTKPBITBIX IMOPTOB»,
HAIMpaBJICHHOM Ha cOop uHMOpMAIMu O JIOCTYMHOCTH XocTa. Hampumep, mms
onpenenennsi qocrynHoctn UDP-mopTa HeoOX0MMMO MOTYyYUTh OTKIMK B OTBET Ha
nocbuiky UDP-ntakeTa cOOTBETCTBYIOIIEMY TTOPTY:

ecitu B otBer npunuio coobmenne ICMPPORTUNREACHEBLE, Tto
COOTBETCTBYIOIIHUI CEPBUC HEJIOCTYTICH;

€CJIM JTaHHOE COOOIIEHHE HE MOCTYINIIO, TO IOPT «OTKPBIT.

Bo3moxxHBI BecbMa pa3HOOOpa3Hble Bapyallid UCIOJIB30BaHUS 3TOI0 METO/IA B
3aBUCUMOCTH OT MCIIOJIb3YEMOTO MMPOTOKOJIA B cTeKe MpoTokosioB TCP/IP.
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Jlis aBTomatuzanuu coopa undopmanuu 06 UCIIJIH pazpaboTaHO MHOXKECTBO
MIPOrpaMMHBIX CpecTB. B kauecTBe mpuMepa MOKHO OTMETUTH CIEYIOUIUE U3 HUX:

1) Strobe, Portscanner — ONTHMHU3UPOBAHHBIE CPEACTBA  OINPEICICHUS
JNOCTYIIHBIX CEPBUCOB Ha OCHOBE ornpoca TCP-nmopToB;

2) Nmap — cpecTBO CKaHMPOBAHHUS JOCTYIHBIX CEPBUCOB, MPEAHA3HAYEHHOE
st OC Linux, FreeBSD, Open BSD, Solaris, Windows NT.fBnsiercs cambim
MOMYJISIPHBIM B HACTOSILIIEE BPEMS CPEJICTBOM CKaHUPOBAHUS CETEBBIX CEPBHUCOB;

3) Queso — BBICOKOTOYHOE cpeacTBO onpeaeneHuss OC xocTa ceTh Ha OCHOBE
MOCBUIKA LEMU KOPPEKTHBIX M HEKOppeKTHbIX TCP-makeToB, aHamu3a OTKIMKA U
CpPaBHEHHMS €ro C MHOXKECTBOM M3BECTHBIX OTKIMKOB paznuuHbix OC. JlanHoe
CPEIICTBO TaKXKe SBIAETCS TMOMYJSAPHBIM Ha CErOJHAIIHUNA JEHb CpPEICTBOM
CKaHUPOBAHUS;

4) Cheops — CkaHep TOMOJOTUMU CETU MO3BOJSET MOJYYUTH TOIOJIOTHIO CETH,
BKJIIOUasi KapTUHY JoMeHa, obnactu IP-aapecoB u 1.1. Ilpu stom ompenensercas OC
XOCTa, a TAKKe BO3MOXKHBIE CETEBBIE YCTPOICTBA (MPUHTEPHI, MAPIIPYTU3ATOPHI U T.]11.);

5) Firewalk — ckaHep, HMCHOJIB3YIOIIMA METOJbI NpPOrpamMMbl traceroute B
UHTepecax aHanu3a OTKIMKa Ha [P-maketbl 1y ompexaeneHus KOH(Urypanuu
MEKCETEBOT0 KpaHa U MOCTPOCHUS TOMOJIOTHH CETH.

Ha orame BropkeHHs HCCleIyeTCsl HalW4yhe TUIOBBIX YSI3BUMOCTEH
B CHCTEMHBIX CEpBHCAaX WJIM OIIMOOK B aJIMUHUCTPUPOBAHUM CUCTEMBI. Y CHEIIHBIM
PE3YJILTATOM HCIIONB30BAHUS YA3BUMOCTEH OOBIYHO ABIISAETCS MOTYyYEHUE MPOIIECCOM
HApyIIUTeNs  NPUBWJICTMPOBAHHOTO  PEXMMA  BBIIIOJIHEHHS  (JocTyma K
PUBWIETUPOBAHHOMY PEXHUMY BBITIOJIHEHHSI KOMaHAHOTO TMpoIleccopa), BHECEHUE B
CUCTEMY YYETHOM 3alliCH HE3aKOHHOTO MOJb30BaTeNsl, MoJydeHue Qaiia mapoien
WIM HapyllIeHne paboToCOCOOHOCTH aTaKyeMOro X0CTa.

DTOT 3Tam pa3BUTHUS YIPO3bl, KaK MpaBUiio, sBigeTca MHorodasHsiM. K dazam
npoliecca peain3aluy yrpo3bl MOTYT OTHOCUTBCS, HAIIpUMED:

YCTAaHOBJIEHUE CBSI3H C XOCTOM, OTHOCUTEILHO KOTOPOI'O peaanu3yeTcsl yrpo3a;

BBISIBJICHUE YA3BUMOCTH;

BHE/IPEHUE BPEIOHOCHOM MPOrpaMMbl B MHTEPECAX PACIIUPEHUS MPaB U Jp.

VYrpo3bl, peann3yeMble Ha 3Tane BTOPXKEHUS, MOAPA3ACIAIOTCS 10 YPOBHSAM
cteka npotokoioB TCP/IP, mockonbKy GOpMHUpPYIOTCS Ha CETEBOM, TPAHCIOPTHOM
WJIU TIPUKJIATHOM YPOBHE B 3aBUCHUMOCTH OT HCHOJb3yeMOr0 MEXaHW3Ma BTOPKEHUS.

K TunoBeiM yrposam, peaJin3yeMbIM Ha CETEBOM U TPAHCIOPTHOM YpPOBHSIX,
OTHOCSITCSI TAKHE KaK:

a) yrpo3a, HalpaBJIeHHas Ha TIOJIMEHY JIOBEPEHHOTO 00BEKTa;

0) yrpo3a, HalpaBJICHHAS] HA CO3/IaHKUE B CETU JIOKHOTO MapIIpPyTa;

B) yIpO3bl, HAIIPAaBJIEHHbIE HA CO3/IaHHUE JIO)KHOI'O OOBEKTA C UCIOJb30BAHHEM
HEJIOCTAaTKOB AJITOPUTMOB yIAJICHHOTO TIOUCKA;

T) yTpo3bl  THUMA  «OTKa3 B  OOCIY)XMBaHWHW», OCHOBaHHbIE  Ha
IP-nedparmentanuu, Ha popmupoBanun HekoppekTHbIX ICMP-3anpocoB (Hanpumep,
ataka «Ping of Death» u «Smurf»), Ha QopMHUpOBaHNN HEKOPPEKTHBIX
TCP-3anpocoB (ataka «Land»), Ha CO3IaHUM «IITOPMa» MAKETOB C 3almpoOCamMu
Ha coequHenne (araku «SYN Flood») u ap.
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K TumnoBeiM yrposam, peaquzyeMbIM Ha MPUKIATHOM YPOBHE, OTHOCSTCA
yIpO3bl, HANpaBJCHHbIE HA HECAHKIMOHUPOBAHHBIN 3alyCK MPHJIOKEHUM, YTPO3HI,
peanuzaisi KOTOPBIX CBsi3aHAa C BHEAPEHHEM MPOTrpaMMHBIX 3aKiaJoK (Tumna
«TPOSIHCKUI KOHB»), C BBISABICHHEM IapoJiel JOCTyNa B CETh WIH K ONPEIEICHHOMY
XOCTY U T.1.

Ecnm peanuzanust yrpo3bl He MpUHECIAa HAPYIIMTENI0 HAaWBBICIIMX IPaB
JIOCTYTIa B CUCTEME, BO3BMOKHBI MOMBITKH PACIIMPEHUS STUX MPaB 10 MAKCUMAJIBHO
BO3MOXKHOTO YpOBHS. [[71s1 9TOro MOTYT HCMOJB30BaThCA YSI3BUMOCTH HE TOJBKO
CETEBBIX CEPBUCOB, HO U YSI3BUMOCTH CHUCTEMHOI'O IMPOTPAMMHOTO OOecredyeHus
xoctoB UCIImH.

Ha »tane peanuzanuu HECAaHKUIMOHUPOBAHHOTO JOCTyNa OCYIIECTBISETCS
COOCTBEHHO JOCTHMKEHUE LENH pPeau3aliy yrpo3bl:

HapyIIeHHE KOH(PUAEHIIUATBHOCTH (komupoBaHue, HEIMPaBOMEpPHOE
pacnpocTpaHeHHe);

HapyIIeHHE IEJIOCTHOCTU (YHUUTOXXCHUE, U3MEHEHNUE);

HapylIeHUE JOCTYMHOCTH (OJIOKUPOBAHUE).

Ha stom ke stame, mociie ykazaHHBIX JEUCTBUM, KaK MPaBUio, GopMHUpyETCS
TaK Ha3bIBACMBIH «YEpPHBIH BXOJ» B BHAC OJHOTO W3 CEPBUCOB (JIEMOHOB),
00CITy)KMBAIOIIUX HEKOTOPBIM TOPT ¥ BBHIMOJHSIOMIUX KOMaHALI HaPYIIUTEIIS.
«YepHbIif BXO[» OCTABJISETCS B CUCTEME B MHTEpECax 00eCIICUCHHUS:

BO3MOKHOCTH IIOJIYYUTh JOCTYIl K XOCTY, JaXe €Clu aJIMUHUCTPATOp
YCTPAHUT UCIOJIb30BAHHYIO ISl YCTICIIHOW peaIu3allii YyTPO3bl YSI3BUMOCTb;

BO3MOKHOCTHU MOJYYUTH JOCTYM K XOCTY KaK MOXHO 00Jiee CKPBITHO;

BO3MOXHOCTU TOJIYYUTHh JIOCTYIl K XOCTY OBICTpO (HE MOBTOPSS 3aHOBO
IPOLIECC pEATU3ALUN YTPO3bI).

«YepHblii BXOA» TO3BOJSET HAPYLIUTENIIO BHEAPUTH B CETh WIM Ha
ONPENICNICHHBI XOCT BPEIOHOCHYIO IIPOrpaMMy, HAPUMEP, «aHAIU3ATOP MapoJieii»
(passwordsniffer) — mporpammy, BBIJEISIONIYIO MTOJIH30BATEIBCKUE UACHTU(HUKATOPHI
U TapoJid U3 ceTeBoro Tpaduka mpu paboTe MPOTOKOJIOB BhICOKOro ypoBHs (ftp,
telnet, rlogin u T.1.). O0beKTaMU BHEIPEHUSI BPEIOHOCHBIX MPOTPAaMM MOTYT OBITH
MpOrpaMMbl  ayTEHTU(DHUKAIMK U HACHTU(PUKAIMHA, CETEeBBIE CEPBUCHI, SATPO
OTIepaliMOHHON cucTeMbl, aiaoBas cuctema, OMOIMOTEKH | T. .

Hakonen, Ha 3Tarne TMKBUAALUU CIEIO0B peaU3alii YrPo3bl OCYIIECTBIAECTCS
MOIBITKA YHUYTOXEHHS CJIEI0B JNEUCTBUM Hapymurend. lIpu sTtom ypansrorcs
COOTBETCTBYIOILIME 3allMCH M3 BCEX BO3MOXHBIX KYpHAJlOB ayAuTa, B TOM YHCIIE
3ammcu o (akTe cOopa HHPOpPMaIIUH.

5.5. O0mass xapakTepucTMKa Yrpo3 MNpPOrpaMMHO-MaTeMaTHYeCKUX
BO31CHCTBUM

[IporpamMmMHO-MaTeMaTUYECKOE BO3JECUCTBUE — 3TO BO3JACHCTBHUE C MOMOUIBIO
BpPEIOHOCHBIX IporpaMM. [IporpaMmoii ¢ MOTEHIIMAIbHO OMACHBIMU MOCIIEICTBUSIMHU
WM  BPEIOHOCHOW MPOrpaMMOM  Ha3bIBAlOT HEKOTOPYIO  CaMOCTOSITEIBHYIO
nporpaMmy (HaOOp MHCTPYKIMI), KOTOpasi CIOCOOHA BBIMOJIHSTH JIIO0OOE HEMyCTOE
MOJAMHOKECTBO CIEAYIOMMNX (PYHKIIHMA:

CKpBIBATh NMPU3HAKU CBOETO MPUCYTCTBUS B MPOrPAMMHOM Cpejie KOMIIBIOTEPA;

00J1aaTh CIOCOOHOCTBHIO K CaMOIyOJIMPOBAHMIO, ACCOIMHPOBAHHUIO CeOs C
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APYTMMH TporpaMMamMu U (WIHM) MEPEHOCY CBOMX (PParMEeHTOB B HMHbIE 00JacTU
OIEPAaTUBHOM WJIM BHEUIHEHN MAMSATH;

paspymath (MCKaXaTb MPOU3BOJBHBIM  00pa3oM) KOJI TporpamMm B
OINEPATUBHOM MAMSITH;

BBITIOJTHATh oe3 MHUIMAPOBAHUS Cco CTOPOHBI NI0JIb30BATEIIA
(MONB30BAaTENBCKOM  NPOrpaMMbl B LITATHOM  PEXKHUME €€  BBIIOJHEHUS)
JNECTPYKTUBHBIC PYHKIIMH (KOTTUPOBAHUE, YHUUTOXKEHUE, OJIOKUPOBAHUE U T.I1.);

coXpaHsATh ¢parMeHThl MHOPMALIMK U3 ONEPATUBHOM MaMATH B HEKOTOPBIX
00J1acTAX BHEIIHEH MaMATH MPSIMOTO JOCTYMA (JTOKaIbHBIX WIH YJaJeHHBIX);

UCKa)XaTh TMPOU3BOJBHBIM 00pa3oMm, OJOKUpOBaTh H (WIM) TOAMEHSTH
BBIBOJAMMBIA BO BHEIIHIOK MaMsITh WIM B KaHal CBSI3U MacCcUB HHGPOpMAIUU,
oOpa3oBaBlIuiics B pe3yJbTrare paldOThl NPHUKIAAHBIX MpPOrpamMM, WU YyXKe
HaXOSIIMECs BO BHEIIHEW NaMITH MAaCCUBBI IAHHBIX.

Bpenonocubie  mporpamMmbl  MOTYT  OBITh  BHECEHBI  (BHEIPEHBI)  Kak
npeHaMEpeHHO, TaKk M CIy4allHO B MPOrpaMMHOE OOecreueHHe, HUCIOJb3yeMOe B
UCIIIH, B mporiecce ero pa3padOTKH, COMPOBOXKIACHUS, MOAM(PHUKALUMN M HACTPOUKH.
Kpome »5Toro, BpemoHOCHbIE MPOrpaMMbl MOTYT OBITh BHECEHBI B IpoIecce
skcrutyatarmy UCIIH ¢ BHeITHUX HOcUTEnel MHPOPMAIIUN WU TOCPEICTBOM CETEBOTO
B3anMoJieicTBus Kak B pesynabTate HCJI, Tak u ciydaiino nons3oBatensmu UCTIIH.

CoBpeMeHHBIE BpPEJOHOCHBIE IPOTPAMMbl OCHOBAHBl HA HCHOJb30BAaHUH
YSI3BUMOCTEN Pa3IM4HOr0 pojia MPOrpaMMHOro obecredeHus (CUCTEMHOro, 0011Iero,
NPUKIAJHOTO) M Pa3HOOOpa3HBIX CETEBBIX TEXHOJIOTHM, 00JaJaloT IIHUPOKUM
CHEKTPOM  JIECTPYKTHUBHBIX  BO3MOXKHOCTEH  (OT  HECAaHKIIMOHUPOBAHHOTO
uccinenoBanusa napamerpoB MCII/In Oe3 BmemarenscTBa B (PYHKIIMOHHPOBAHUE
NCIIOH, no yanuroxenus [1JIn u nporpammuoro o6ecneuenust UCIIJIH) u moryT
JIEUCTBOBAaTh BO BCEX BHUIAX MPOrpaMMHOr0 obecredyeHus (CHCTEMHOTO,
NPUKIIAIHOTO, B paiiBepax anmapaTHOro 0OECIEYSHHs U T.1.).

Hamuune B MCII[IH BpeIOHOCHBIX MIPOTPaMM MOXKET CIIOCOOCTBOBATH
BO3HMKHOBEHHUIO CKpPBITBIX, B TOM 4YHCJI€ HETPAJULMOHHBIX KaHAJOB JOCTyHa
K MHGOpMAIMK, TTO3BOJISIONINX BCKPHIBATh, OOXOAUTHh WM OJIOKHPOBATH 3al[UTHBIC
MEXaHU3Mbl, NPEAYCMOTPEHHBIE B CUCTEME, B TOM 4YHUCJIE MapOJIbHYIO
U KpunTorpaduyecKyro 3aliuTy.

OCHOBHBIMH BUJAaMU BPEIOHOCHBIX MPOTPAMM SIBJISIFOTCS

MpOrpaMMHbIE 3aKJIAJIKU;

KJIaCCUYECKHE MPOTPaMMHBIE (KOMITBIOTEPHBIE) BUPYCHI;

BPEJAOHOCHBIE IPOrPaMMBbI, PACIIPOCTPAHSIOIIKECS 110 CETH (CETEBBIE YEPBH);

JpyTHe BPeIOHOCHbBIE IPOrpaMMBbl, IIpeiHa3HaueHHbIe A1 ocyuecTBienus HC/I.

K mporpamMMHBIM 3akiajzikaMm OTHOCSITCS TPOrpaMMbl, (parMeHThl KOJa,
UHCTPYKLMH, (OPMUPYIOLIHE HEAEKIAPUPOBAHHBIE BO3MOXHOCTH MHPOrPaMMHOTO
oOecnieueHusi. BpenoHocHble mporpaMMmbl MOTYT MEPEXOIUTh M3 OJHOTO BHJA B
JIpYyroil, Hampumep, MporpaMMHasl 3akKiajka MOXET CreHEpUpPOBATh MPOTrPaMMHBIN
BHUPYC, KOTOPBI, B CBOIO OuY€peib, MONAB B YCIOBHUS CETHU, MOXET C(POpMHUpPOBATH
CETEBOr0 4YEPBA WM JPYTYK BPEIOHOCHYIO MPOrpamMMy, NPEAHA3HAYCHHYIO JJIs
ocymectBiaenus HC/I.
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Knaccugukanus nporpaMMHBIX BUPYCOB U CETEBBIX YEpBEU MpeCTaBiI€HA Ha
pucynke 14.Kparkass XxapakTepUCTHKa OCHOBHBIX BPEJOHOCHBIX IPOTpaMM CBOAUTCS K
cleyroleMy.3arpy304Hble BUPYChl 3alHUChIBAIOT ce0s 100 B 3arpy304YHBIA CEKTOP
nucka (boot-cexktop), 10O B CEKTOP, COAEpKAIIMNA CUCTEMHBIN 3arpy3urdK BUHUECTEPA
(Master Boot Record), nubo MeHsIIOT yka3aTesib Ha aKTHBHBIM boot-cektop. OHu
BHEJPSIIOTCSL BOAMSATh KOMIIbIOTEpA MpU 3arpy3ke cuHGuuupoBaHHOro aucka.llpu
TOM CHCTEMHBIA 3arpy34MK CUMTBHIBAET COAEPKHUMOE IEPBOIO CEKTOpa JIUCKA, C
KOTOpPOro IMPOU3BOAMUTCS 3arpy3ka, MOMEIIaeT CYUTAHHYI0 MH(QOPMAIUIO B MaMITh U
nepenaer Ha Hee (T.€. Ha BUpYC) ympaiieHue. llocie 3Toro HauMHAIOT BBITOIHATHCS
MHCTPYKLUUU BUPYCa, KOTOPBIN, KaK MPaBUJIO, YMEHBIIAET 00beM CBOOOTHOM MaMsTH,
KONUPYET B OCBOOOJMBIIEECS] MECTO CBOM KOJ M CYUTBHIBAET C JHCKa CBOE
NPOJIOJKEHHE (€CIIM OHO €CTh), MEPEXBAThIBAET HEOOXOAMMBIE BEKTOpA MpepbhIBAHUN
(06pryHO — INT 13H), cunThiBaeT B namsTh OPUTHHATIBHBIA bOOt-CEKTOP U MepenaeT Ha
HETO0 yIPaBIICHHE.

B npanbHeiiiieM 3arpy304Hblii BUPYC BeAeT ce0si Tak ke, Kak (ailyioBblii:
NepexBaThIBaeT OOpAIllEHUs ONEPALMOHHON CUCTEMBI K TUCKAM U UHPUIUPYET UX, B
3aBUCUMOCTH OT HEKOTOPBIX YCJIOBUH COBEpIIAET JI€CTPYKTHUBHBIC JEHCTBUSA,
BBI3bIBACT 3BYKOBbIE A (DEKThI UH BUIC0IPHEKTHI.

OCHOBHBIMH ~ JIECTPYKTUBHBIMU  J€HCTBUSMH,  BBINOJHIEMBIMH  3TUMH
BUPYCaMH, SBIISIOTCS:

YHUUTOXKEHHE UH(OPMALIMK B CEKTOPax JAUCKET U BUHYECTEPA;

UCKJIIOYEHHE BO3MOKHOCTHM 3arpy3Kd OIEPAllMOHHOM CHCTEMbI (KOMIIBIOTEP
«3aBHUCAET»);

UCKa)KEHUE KOJa 3arpy34HnKa;

(opmaTHpOBaHUE TUCKET WIN JOTMUECKUX JUCKOB BUHUECTEPA;

3akpbiThe noctyna Kk COM- u LPT-noprawm;

3aMeHa CUMBOJIOB IIPY [1€4aTU TEKCTOB;

NOJIEprUBaHUs DKPaHa;

U3MEHEHHME METKH JAMCKA WM JTUCKETHI;

CO3/1aHHE TICEBAOCOONHBIX KIIaCTEPOB;

co3faHue 3BYKOBBIX H(WIHM) BH3yalbHBIX S(QEeKToB (Hampumep, NaJCHHE
OyKB Ha dKpaHe);

nopya (anoB TaHHBIX;

nepe3arpy3ka KOMIIBIOTEpa;

BBIBOJI Ha 9KpaH Pa3HOOOpa3HbIX COOOIIEHUN;

OTKJIIOUEHHUE NepUPEPUNHBIX YCTPOICTB (HapuMep, KIaBUaTyphl);

M3MEHEHUE NAIUTPBI IKPAHA;

3aIoJIHEHUE SKpaHa MOCTOPOHHUMH CHMBOJIAMH WU H300paKEeHUSIMU;
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Pucynok 14. Knaccudukarms mporpaMMHBIX BUPYCOB U CETEBBIX UepBEH
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MOTalICHHUE YKPaHa U MEPEBOJI B PEKUM OKHIAHUS BBOJIA C KJIABUATYPHI;

mU(ppPOBaAHUE CEKTOPOB BUHYECTEPA;

BBIOOPOYHOE YHUYTOXKEHHE CHMBOJIOB, BBIBOJUMBIX Ha DJKpaH TMpu Habope
C KJIaBHATYpBHI;

yMEHbIIIEHHE 00heMa ONepaTUBHOM MaMSITH;

BBI30B I1€YATH COJIEPKUMOI0 IKpaHa;

0JIOKMPOBAaHUE 3aITUCH Ha JIUCK;

yHuutoxxeHnue tabmuubl pazouenus (Disk Partition Table), mocne storo xommbroTep
MO>KHO 3arpy3uTh TOJBKO C (hJIONMH-TUCKA;

0JIOKHUpPOBAHUE 3aIyCKa UCTIONHIEMBIX (DaiIIOB;

0JIOKHUpOBaHUE AOCTyNa K BUHYECTEPY.

BonbIIMHCTBO 3arpy30UHBIX BUPYCOB MEPE3aNUChIBAIOT ce0s Ha (IIOMIN-TUCKH.

daiiyoBbIe BUPYCHI MPU CBOEM PAa3MHOKEHUU TEM WM WHBIM CIIOCOOOM HCTHOJIB3YIOT
daiinoByt0 cucTeMy Kakou-iubo omeparuoHHON cucteMbl. [lo croco0y 3apakenust ¢aiinoB
BUPYCHl JIJSTCS Ha 3aMmelnammue («overwriting»), mnapa3uTuyeckue («parasitic»),
KOMITAaHBOH-BUPYCHI («companion»), «link»-BHUpyChI, BUPYCHI-UEPBH M BUPYCHI, 3apakaroIIre
oobekTHeie Monymu (OBJ), oOubmmuoreku xommnunstopoB (LIB) u  wucxomHbie TEKCTHI
POTPaAMM.

Metop 3apakeHHs] «Ooverwriting» sIBIseTcss HanbOojee MPOCThIM: BUPYC 3alKCHhIBAET
CBOI KOJI BMECTO KOJia 3apakaeMoro (aiina, yHUYTOXas ero cojepxumoe. EcTecTBeHHO, UTO
npu 3ToM (paitn mepecraer paboTaTh U HE BOCCTaHABIMUBAETCs. Takue BUPYChl OY€HBb OBICTPO
OOHapy>XHBalOT cebs, TaK Kak OMNEpalMOHHAs CHUCTEMa W TPUIOXKEHUS JTOBOJIBHO OBICTPO
NepecTaT paboTaTh.

K nmapazutndeckum oTHOCSTCS Bce (ailioBble BUPYCHI, KOTOPBIE MPU PACIIPOCTPAHEHUU
CBOMX KOMHUI 00s13aTeIHHO U3MEHSIOT CoAep)kuMoe (paitiioB, ocTaBisisi camu (aiiibl IpU 3TOM
MOJIHOCTBIO WJIM YacTUYHO pPaboTocmocoOHbIMH. (OCHOBHBIMH THIIAMH TaKUX BHPYCOB
SBJIAIOTCSL BUPYCHI, 3aIMMCHIBAIONIMECS B Hayalo, CepeuHy win KoHell (aitnoB. OTaenbHO
CleAyeT OTMETUTh JOBOJBHO HE3HAUUTEIbHYIO TpPYIIY [apa3uTUYECKUX BUPYCOB, HE
UMeIIMX «Touku Bxoaa» (EPO-Bupycel — Entry Point Obscuring viruses). K auM oTHOCATCS
BUPYCHI, HE 3alKCHIBAIOIIME KOMaHAYy TMepenauyu ympasiieHus B 3aronoBok COM-daitnos
(JMP) u He m3MeHstomue aapec TOUku crtapra B 3arojoBke EXE-daiino. Takue BUPYCHI
3aMKMCHIBAIOT KOMaHJy Iepexoja Ha CBOM KOJ B Kakoe-TuOO MeCTO B cepeAuHy ¢aiina u
MOJIYYarOT yNpaBlieHWe HE HETIOCPEACTBEHHO MPH 3aIMyCKe 3apakeHHOTO (paiiyia, a mpu BhI30BE
MPOLEYPHI, COACPKALLEH KOJI NIepeladyr YIPABICHUS HA TeJIo Bupyca. [IpuduemM BbINOIHATHCS
ATa TpoIeypa MOXKET KpailHe peako (Hampumep, MpU BBIBOJE COOOIIEHHS O KaKOW-THOO
cneruuyeckoi omubke). B pesynbpTate BUpYC MOXKET JOJITHE TOBI «CIaTh» BHYTpH (aiina u
MPOSIBUTH CE€0sI TOJIBKO MPHU HEKOTOPHIX OTPAHUYEHHBIX YCIOBHSIX.

K karteropun «KOMIIaHbOH» OTHOCSITCSI BUPYChI, HE MU3MEHSIOIINE 3apa)kaeMble (Pailiibl.
Anroput™m paboTHl ATUX BUPYCOB COCTOMT B TOM, YTO ISl 3apakaeMoro ¢aima co3maercs
(baii-TBOMHKK, IPUYEM TIPH 3aITyCKe 3apayKeHHOTro (haiiia yrpaBieHHe MoTy4aeT UMEHHO 3TOT
JNBOMHUK, TO ecThb BUpyc. Hambosee pacrnpocTpaHeHbl KOMIAHbOH-BUPYCHI, UCIOJIb3YIOIIHNE
0COOEHHOCTh DOS MIEPBBIM BBIIOJIHATD (haits
¢ pacmmpennem .COM, ecid B OJHOM KaTajJore NPHUCYTCTBYIOT JBa ¢ailja ¢ OAHUM
U TEM K€ UMEHEM, HO pa3iinuHbiMu pacmmpeHussMu nMeHu — .COM u .EXE. Takue BHUpyCHI
co3natot st EXE-¢aiinoB ailsibl-CllyTHUKH, UMEIOIIKE TO KE CaMOE UMSI, HO C PaclIMpeHUeM
.COM, mwnanpumep, s ¢aitna XCOPY.EXE co3naerca ¢aitn XCOPY.COM. Bupyc



3anuckiBaeTcss B COM-daitn u Hukak He usMmensier EXE-gaiin. [Ipu 3amycke Takoro daiina
DOS nepBbiM 00HapykUT U BbITOJIHUT COM-(aiisn, To ecTh BUPYC, KOTOPBIN 3aT€M 3aIyCTUT U
EXE-daitn. Bropyro Trpynmy — COCTaBISIOT  BUPYCBHL, KOTOpblE MpPH  3apakeHUU
MEPEeHMEHOBBIBAIOT (haiil B KAaKOe-JIMOO Apyroe uMMms, 3allOMHHAIOT €ro (Ui MOCIETYIOIIEro
3amycka (aina-xo3sMHa) U 3alKUChIBAIOT CBOM KOJ Ha JIMCK IOJ UMEHEM 3apakaemoro (aitna.
Hanpuwmep, ¢aitn XCOPY.EXE nepeumenoBsiBaetcsi B XCOPY.EXD, a Bupyc 3anuceiBaeTcs
noa umeHeM XCOPY.EXE. [Ipu 3amycke ynpaBieHHE MOIy4aeT KOJ BUPYCa, KOTOPBIM 3aTeM
3anyckaeT opuruHanbHbli XCOPY, xpansammiica nox nmenem XCOPY.EXD. Unrtepecen Tot
(dakT, 4TO NaHHBIM MeTOoA paboTaeT, MOo-BUAMMOMY, BO BCEX OINEPAMOHHBIX cUCTeMax. B

TPETHIO rpynmy BXOJIST TaK Ha3bIBaEMbIe
«Path-companion» Bupycbl. OHM JMOO 3aNMUCBHIBAIOT CBOM KOJA TOJ, UMEHEM 3apakaeMoro
daiina, HO «BBIIIIE» Ha OJIMH YpOBEHb B MPOMUCHIBAEMbIX MyTAX

(DOS, Takum 00pazoM, IEPBLIM OOHAPYKUT U 3aMyCTUT (daliI-BUPYC), MO0 MEepeHOCsT daii-
KEPTBY Ha OJMH MOJKATAJIOT BHIIIE U T.]I.

Bo3moxHO cyliecTBOBaHME W JAPYTUX THUIOB KOMIIAHBOH-BUPYCOB, HUCIOJIB3YIOIINX
WHBIC OPUTHHAJIbHBIC UJIEU UM OCOOCHHOCTH JAPYTUX OMEPAIMOHHBIX CUCTEM.

daiinoBeie 4YepBU (WOrms) SBISIIOTCS, B HEKOTOPOM CMBICIIC, Pa3HOBHIHOCTHIO
KOMITAaHBOH-BUPYCOB, HO TIPHU 3TOM HHUKOMM OOpa30M HE CBS3BIBAIOT CBOE MPUCYTCTBHUE C
KaKUM-JTH00 BBIMOJHsAeMbIM (paiiiiom. [Ipyu pa3sMHOXKEHHH OHHU BCETO JIMIIh KOMUPYIOT CBOM
KOJl B KaKHUe-TUOO KaTajJoTh JHUCKOB B HAJEKJE, YTO ITH HOBBIE KOMUU OyayT KOTJa-Tu0o
3ammymieHsl Mmojb3oBareneM. MHorna 3Tu BUPYCHI JAlOT CBOMM KOIMMSIM  «CIEHUATbHBIC»
UMEHa, YTOOBl TOATOJIKHYTH TIIOJB30BaTENsi HA 3allyCK CBOEH KOMUU — HaIlpuMmep,
INSTALL.EXE wumu WINSTART.BAT. CyuiectByloT BHPYCHI-UEPBHU, HCIIOIb3YIOIINE
JIOBOJILHO HEOOBIYHBIE MPUEMBI, HAITPUMED, 3aMUCHIBAIONINE CBOM Komuu B apxuBbl (ARJ, ZIP
u npoune). HekoTopsie BUPYCHI 3aMUCHIBAIOT KOMaHAY 3alycka 3apakeHHoro ¢aina B BAT-
(babI.

He crnenyer mytath (QaitnoBble BUPYCHI-YEPBU C CETEBBIMH 4YepBAMH. llepBbie MCMONB3YIOT
TOJIbKO (paitnoBble (YHKIMU KaKOW-THO0O OMNEpallMOHHON CHCTEMBI, BTOpPHIE K€ NPH CBOEM
Pa3MHOXEHUU TIOJIb3YIOTCSI CETEBBIMH MPOTOKOJIAMH.

Link-Bupychl, Kak U KOMIIAHbOH-BUPYCHI, HE HU3MEHSIOT (HU3HUYECKOTO COMIEPKUMOIO
¢aiinos, oAHAKO MpU 3aIycke 3apakeHHOro (aiina «3actaBisitoT» OC BBIMOIHUTH CBOM KOI.
DTOi1 IeTTh OHU JOCTUTAIOT MOAU(PHUKAIIUEH HEOOXOMUMBIX TTOJIeH (haiIOBON CUCTEMBI.

Bupycsl, 3apaxaroriyie 6MOIMOTEKH KOMIUISTOPOB, OOBEKTHBIE MOAYJIN U HCXOIHBIC
TEKCTbl IPOrpamMM, IOCTATOYHO AK30THYHBI M MPAKTUYECKH HE paclpoCTpaHEHbl. Bupycel,
3apaxatonue OBJ- u LIB-¢aiinbl, 3anuceiBaloT B HUX CBOM KOJ B (popmaTe OOBEKTHOTO
MOIYJS WM OMOIMOTEKU. 3apakeHHbIN (aiis, TakuM 00pa3oM, HE SBISETCS BBIIOIHIEMBIM U
HE CMOCOOEH Ha JalibHEillee pachHpoCTpaHEHHE BHUpPYCa B CBOEM TEKYIIEM COCTOSHUU.
Hocutenem ke «xuBoro» Bupyca cranoButcsi COM- unu EXE-daiin.

[TonyuuB ynpasnenue, ¢ailjioBbIii BUPYC COBEPIIAET CIEAYIONINE O0IINE TEUCTBUS:

MPOBEPSIET ONMEPATHUBHYIO MaMsTh HAa HAJIMYME CBOEW KOMMM U MHPUIUPYET MaMsTh
KOMIIbIOTEpA, €CJIM KOMUA BUpyca HE HailneHa (B cliydae, €CIM BHPYC SIBISETCS
PE3UICHTHBIM), UILET He3apaxkeHHbIe (hailyibl B TEKYyIIeM U (W) KOPHEBOM KaTallore myTeM
CKAaHUPOBAHUS JI€pEBa KaTaJOroB JOTMYECKUX JHMCKOB, a 3aTeM 3apa)kaeT OOHapy>KEHHbIE
Gbailibl;

BBITIOJIHSIET JIOMOJIHUTENbHbBIE (€CM OHM €CTh) (YHKIHMU: JNECTPYKTHUBHBIC JIEUCTBUS,
rpauyeckre WiIu 3BYKOBbIe 3(P(MEKThl U T.A. (IOMOJHUTENbHbIE (YHKIIMU PE3UAECHTHOTO



BHpPYCa MOT'YT BBI3BIBATHCS CIIYCTSI HEKOTOPOE BPEMS IOCIE AaKTUBU3ALWU B 3aBUCUMOCTU OT
TEKYIIEr0 BPEMEHU, KOHPUTYpallMK CUCTEMbI, BHYTPEHHUX CUYETUMKOB BUpYyCa WIH APYTHX
YCIIOBUW, B 3TOM CJIy4a€ BUPYC NPU aKTUBU3ALMH 0O0pabaThIBa€T COCTOSHHE CHCTEMHBIX
4acoB, YCTaHABIMBAET CBOU CUETYUKH U T.1.);

BO3BpallaeT YIpaBJI€HUE OCHOBHOW Mporpamme (eciu oHa ecTh). Ilapasutuueckue
BUPYCHl MpPU ATOM JIMOO JjeyaT (pailsl, BBHIMOJHSIOT €ro, a 3aTeM CHOBA 3apa)karoT, JMOO
BOCCTAHABJIMBAIOT MporpamMmy (HO He (aitn) B ucxoaHoMm Buae (Hampumep, y COM-
IIPOrpaMMbl BOCCTaHABJIMBAETCS HECKOJBKO NepBbix 0ailt, y EXE-nporpammel Beuucisercs
HMCTUHHBIN CTapTOBBIN aJpec, Y JpaiiBepa BOCCTAHABIMBAIOTCS 3HAYEHHUs apECOB IPOrpaMM
CTpaTeruu 1 NpepbIBaHus).

HeoOxonuMo OTMETHTH, YTO 4YeM OBbICTpee pacHpOCTPaHSAETCs BUPYC, TEM BEpOSTHEE
BO3HMKHOBEHHE JNUAEMHUHU 3TOr0 BHpYyCa, YEM MEIJICHHEE pacIpOCTPAHSAETCS BUPYC, TEM
CIIOXHEe ero OOHapyX HUThb (€ciu, KOHEYHO K€, ITOT BHUpyC Heu3BecTeH). HepesuneHTHbIe
BUPYCHI YaCTO SBIISIIOTCS «MEIJIEHHBIMU» — OOJIBITMHCTBO U3 HUX IMPU 3aITyCKe 3apakaeT OJIMH
Wi JBa-Tpu ¢aina U He YCIeBaeT 3aloJIOHUTh KOMIIbIOTEP A0 3allycka aHTHUBUPYCHOMU
nporpaMMbl (WJIM TIOSIBJICHHUS HOBOM BEpPCHM aHTUBHPYCA, HACTPOEHHOW Ha JTAHHBIM BUPYC).
Cy11ecTBYIOT, KOHEYHO K€, HEPE3UJIEHTHBIE «OBICTPhIE» BUPYCHI, KOTOPHIE MPHU 3aIMyCKE UIIYT
U 3apakaroT BCE BBIMOJIHSAEMbIC (Dailyibl, OHAKO TaKHe BUPYChl OYEHb 3aMETHBI: MPHU 3aIMyCKe
KaXXJ0ro 3apaXeHHOro ¢aiiaa KOMIIBIOTEp HEKOTOpoe (MHOTJAa JOCTAaTOYHO JOJITOe) BpeMs
aKTUBHO pa0OTaeT C BHUHYECTEPOM, YTO JeMackupyer BUpyc. CKOpPOCTh pacrpoCTpaHEHUs
(MuHQUIMPOBaHUS) Y PE3UACHTHBIX BHPYCOB OOBIYHO BBINIE, YEM Y HEPE3UICHTHBIX - OHHU
3apaxaroT (aitiel Tpu Kakux-1u00 oOpalieHusxX K HUM. B pesynbrare Ha AUCKE OKa3bIBAIOTCS
3apaKCHHBIMU BCE WM TMOYTH BC€ (Dailiibl, KOTOpbIE MOCTOSIHHO HCIOJB3YIOTCS B paboTe.
Ckopocth  pacnpocTpaHeHuss (MHOUUIMPOBAHMA) PE3UACHTHBIX  (AHIOBBIX  BHPYCOB,
3apaxkaromux (paisibl TOJIBKO MPU MX 3aIyCKE Ha BBIMIOJIHEHUE, OyJeT HIKE, YeM y BHPYCOB,
3apaxaromux (aiibl U MPU UX OTKPHITHH, IEPEUMEHOBAHNHU, U3MEHEHUU aTpuOyTOB (aiina u
T.1.

Takum oOpa3oM, OCHOBHBIE JCCTPYKTHUBHBIC JICHCTBHUS, BBITIOTHSAEMBIC (DAMIIOBBIMHU
BUPYCaMH, CBSI3aHBI C TOpakeHHUEM (DHaiiyioB (Yalle HCHOJHAEMBIX WK (DailioB JaHHBIX),
HECAaHKIIMOHUPOBAHHBIM  3allyCKOM  pPa3JMYHbIX KOMaHA (B TOM 4YHUCJIE, KOMaHJA
dbopMaTupoBaHusl, YHUUYTOKEHUS, KONMUPOBAHMS W T.I.), U3MEHEHHEM TaOIHIbl BEKTOPOB
npepbiBaHui U Jap. BMecTe ¢ TeM, MOTyT BBIIOJHATHCS U MHOTUE JECTPYKTUBHBIEC EHUCTBUS,
CXOJIHBIE C TEMHU, KOTOPBIE€ YKA3bIBAJIUCH JJIA 3arPY30UHBIX BUPYCOB.

MakpoBupychl (macro viruses) SIBISIOTCS MporpaMMaMy Ha SA3bIKaxX (MakpoOsi3bIKax),
BCTPOCHHBIX B HEKOTOpbIE CHCTEMBI OOpaOOTKM JaHHBIX (TEKCTOBBIE PEIAKTOPHI,
ANIEKTPOHHBbIE TaOMMUBl U T.A.). sl CBOEro pa3MHOXKEHHS TaKHE€ BUPYCHI HCIOJIB3YIOT
BO3MOXHOCTH MAaKpOSI3bIKOB M IPU KX IMOMOIIM NEPEHOCAT ce0sl U3 OJHOTO 3apa’KEHHOIO
daiina (moxymeHTa wuiau Tabnmuiel) B Apyrue. HamOombiee pacmpoCTpaHEHHE MMOTYYHIH
MaKpOBUPYCHI JUIS TAKETa MPUKIAIHBIX TporpamM Microsoft Office.

JUis cyliecTBOBaHMsS BHPYCOB B KOHKPETHOH cucTeMe (pegakTope) HEeoOXOAMMO
HaJIM4ue BCTPOEHHOTO B CUCTEMY MAKPOS3bIKAa C BO3MOXKHOCTSIMU:

1) npuBsI3KK MPOTrpaMMbl Ha MaKpOSI3bIKE K KOHKPETHOMY (hailiy;

2) KOMMMPOBAHUSI MAKPOIIPOrPaMM U3 OJTHOTO (paiina B Apyroi;

3) monyyeHus YIpaBICHUS MaKponmporpaMMon Oe3 BMeEIIAaTelIbCTBA I0JIb30BATENS
(aBTOMATHYECKUE WU CTAaHAAPTHBIE MAKPOCHI).



JlaHHBIM YCJIOBHSIM yIOBJIETBOPSIOT MpHUKIaAHble porpammel Microsoft Word, Excel u
Microsoft Access. Omnucogepxxarceoemakposizbiku: Word Basic, Visual Basic for
Applications. ITpu 3TOM:

1) MakponporpaMmbl IPUBSA3aHbI K KOHKPETHOMY (hailily WM HAXOATCs BHYTpH ¢aiina;

2) MakpoOsI3bIK MO3BOJISIET KOMUPOBAaTh (pailyibl UM mepeMeniaTh MaKponporpamMMmbl B
cirykeOHble (haliIbl CUCTEMBI U peJAKTUpYEMBbIe (ailiibl;

3) npu pabote ¢ QailzioM Npu ONPEAENICHHbIX YCIOBUAX (OTKPBITUE, 3aKPBITUE U T.J.)
BBI3bIBAIOTCSI MAKpOIPOrpaMMBbl (€CIIM TaKOBBIE €CTh), KOTOPBIE ONpPENETEHBI CIEeIUalIbHBIM
00pa3oM WM UMEIOT CTaH/IapTHbIE UMEHA.

JlanHasi 0COOEHHOCTh MAaKpOS3BIKOB IMpEeAHA3HAuEHa JIsi aBTOMAaTUYECKON 00paboTKu
JaHHBIX B OOJBIIMX OPraHU3alUSIX WIH B II100aTbHBIX CETSIX W MO3BOJISIET OPraHU30BaTh TaK
Ha3bIBAEMbII «aBTOMATU3UPOBAHHBIN JOKYMEHTO000pOT». C Apyroi CTOPOHBI, BO3MOKHOCTHU
MaKpOSI3bIKOB TAKMX CHUCTEM IMO3BOJIAIOT BUPYCY MEPEHOCUTH CBOM KOJ B JApyrue Qaiiabl u
TaKUM 00pa30M 3apa’kaTh UX.

BonpImmHCTBO MakpOBUPYCOB aKTUBHBI HE TOJBKO B MOMEHT OTKPBITHS (3aKpPBITHS)
daiina, HO 10 TeX MOp, MOKa akTUBEH caM peaakTop. OHU cojep)kaT Bce CBOM (PYHKIUU B
BUuje craHaaptHeix MakpocoB Word/Excel/Office. CymecTtByoT, 0aHaKO, BHUPYCHI,
UCIOJIb3YIOIINE TPUEMBbI CKPBITHUS CBOETO KOJIa M XpaHAIIWE CBOM KOJ B BUJE HEMaKpOCOB.
N3BecTHO TpU MOJOOHBIX MpHUEMa, BCE OHU MCIOJIB3YIOT BO3MOKHOCTh MAaKpOCOB CO3/1aBaTh,
pPEAAKTUPOBATh U HUCIOJHATH JIpyrue Makpochl. Kak mpaBuiio, mojoOHbIE BUPYCHI HUMEIOT
HeOONbIION (MHOTAA — TOJUMOP(HBIN) MaKpOC-3aTpy3YUK BHUPYCA, KOTOPHIA BBI3bIBACT
BCTPOEHHBIN PEAAKTOP MAKpOCOB, CO3/a€T HOBBII MakpoC, 3alOJHIET €ro OCHOBHBIM KOJOM
BUpYCa, BBIMOJIHSAET U 3aTeM, KaK MPaBUIIO, YHUUTOXKAET (YTOOBI CKPBITH CJIENIbI PUCYTCTBUS
Bupyca). OCHOBHO KOJ] TAKUX BUPYCOB MPHUCYTCTBYET JIMOO B CAMOM MaKpOCe BHpYycCa B BUJIE
TEKCTOBBIX CTPOK (MHOTIAa — 3amIM(ppPOBAHHBIX), JTUOO XpPAaHUTCS B OOJACTH TMEPEMEHHBIX
JOKYMEHTA.

K cereBbiM OTHOCSATCA BHPYCBI, KOTOpBIE [JIsi CBOErO PACHPOCTPAHEHUS] AKTUBHO
UCIIONIb3YIOT TMPOTOKOJIBI M BO3MOXKHOCTHU JIOKAIBHBIX M TJ00anmbHBIX ceTeld. OCHOBHBIM
OPUHUUIIOM palbOThl CETEBOrO0 BUpYyCa SBISETCA BO3MOXKHOCTh CAMOCTOSITENIBHO NEPEAaTh
CBOI KOJ Ha yJaJICHHBIN cepBep WK pabouyro cTaHiuio. «[lomHOIIEHHBIE» CeTeBbIE BUPYCHI
npu 3TOM 00JalaroT €le ¥ BO3MOXKHOCTHIO 3allyCTUTh Ha BBHITIOJHEHHWE CBOW KOJA Ha
YAQJIEHHOM KOMIIBIOTEpPE WM, MO KpailHEH Mepe, «MOJITONKHYTh» IMOJIb30BaTENs K 3aIyCKy
3apa)keHHOro (¢aiina.

BpenonocaeiMu mporpammamu, obecneumBaromuMu ocymectiaeane HCJI, moryr
OBITH:

MpOrpaMMbl OA00pPA U BCKPBITHS TAPOJIEH;

MPOrpaMMBbl, PEATU3YIOIIHE YTPO3bI;

MPOrpaMMbl, TEMOHCTPUPYIOLIUE MCIIOIb30BaHUE HEJIEKIAPUPOBAHHBIX BO3MOXKHOCTEN
MPOTrPaMMHOTO ¥ porpaMMHO-anmnapataoro ooecneyenus: UCI1/IH;

MPOrpaMMbI-F€HEPATOPbl KOMIIBIOTEPHBIX BUPYCOB;

MpOrpaMMBbl, JEMOHCTPUPYIOIINE ySI3BUMOCTHU CPEACTB 3aIIUTHI
uH(popManuu u ap.

B cBA3M ¢ ycnoKHEHHMEM M BO3pacTaHHWEM pa3HO0O0pasus MPOrpPaMMHOr0 0OECIIeUEHUS
YUCJIO BPEAOHOCHBIX MporpamMMm ObICTpO Bo3pacTtaeT. Ceromns u3BecTHO Oosiee 120 ThICsSY
CUTHATYp KOMIIBIOTEPHBIX BUPYCOB. Bmecte ¢ TeM, Aajieko HEe BCe U3 HUX MPEJCTaBISIOT
peanbHyl0 yrpo3y. Bo MHOrux ciiydasx ycCTpaHEHHE VYSI3BUMOCTEM B CHUCTEMHOM WM



MPUKIAJHOM MPOrpaMMHOM O00ECTIEYEHUH MPUBEJIO K TOMY, YTO PsAJl BPEIOHOCHBIX MPOrpaMM
YK€ HE CIOCOOEH BHEAPUTHCA B HUX. YacTO OCHOBHYIO OMACHOCTh MPEACTABISAIOT HOBBIE
BPEJAOHOCHBIE IIPOrPAMMBI.

5.7. OOmasi XapakTepuCTHKAa Ppe3yJabTAaTOB HECAHKUMOHMPOBAHHOIO WJIH
CJIy4alHOI0 A0CTYyNA

Peanuzauus yrpo3 HCJl x uHpoOpManuu MOXKET NPUBOAUTH K CIEIYIOIIMM BHJIIaM
HapyluleHus ee 6€30MacHOCTH:

HapYLIEHUIO KOH(PUIEHIIUATBHOCTH (komupoBaHuUe, HETPABOMEPHOE
pacnpocTpaHeHHeE);

HapYUIEHUIO LETTOCTHOCTU (YHHUUTOXXEHHUE, U3MEHEHUE);

HapyLIEHUIO JOCTYMHOCTH (OJIOKHUPOBAHUE).

Hapymenune KOHQUACHIMATIBHOCTH MOXET OBITh OCYILECTBIEHO B CiIy4ae YTEUKH
uH(pOpMaIIH:

KOITUPOBAHMSI €€ Ha OTUY>KJaeMble HOCUTEIU UH(POPMALIHH;

nepeayu ee o KaHajiaM nepesadyu TaHHbIX;

IpU MPOCMOTPE WM KOMMPOBAHUU €€ B XOJE PEMOHTA, MOJAU(DHUKALIMU U YTUITU3ALHNH
IpOrpaMMHO-aNMapaTHBIX CPEJICTB;

npu «cOOpKe Mycopa» HapyuuTenem B npouecce skcruryartanuu UCITx.

Hapymenue uenoctHoctd uHGOPMAIMKM OCYIIECTBISETCS 32 CUET BO3JEUCTBHS
(Momupukanuu) Ha NOpPOrpaMMbl U JaHHBIC I[OJIB30BATENSI, a TaKXKE TEXHOJOTMYECKYIO
(cucTeMHYy10) HH(POPMAITHIO, BKIFOYAIOIIYIO:

MUKPOTIPOTPaMMBbI, TaHHBIE U ApaiiBepa yCTPONUCTB BEIYUCIUTEIBLHON CUCTEMBIL;

OporpaMMmbl, JaHHbIE U JpaiiBepa yCTPOMCTB, OOECMEUYMBAIOIIUX 3arpy3Ky
OTIepaIlMOHHON CHCTEMBI;

OporpaMMbl U JIaHHBIE (JIECKPUIITOPHI, OMHCATENH, CTPYKTYpHl, TaOMUIBLI U T.1.)
OIEPAILMOHHON CUCTEMBI;

IpOrpaMMbl U JaHHBIEC MPUKIATHOTO MPOTPAMMHOI0 00ECTICUCHNUS,

IPOrpaMMbl U JaHHBIE CIIEIUATBEHOTO MPOrPAMMHOTO 00ECTICUeHUS;

IPOMEXYTOYHbIE (OMEpaTUBHBIE) 3HAUEHUS MPOrpaMM M JAaHHBIX B TIPOIECCe HX
00paboTku  (YTEeHMsI/3amucH,  MpuUeMa/riepenadd)  CpeACTBAaMH W YCTPOHCTBAMH
BBIUUCTUTEIILHON TEXHUKH.

Hapymenue nenoctHoctu uHpopmanuu B MCII[IH MoxeT Takke OBITh BBI3BAHO
BHEJIPEHHEM B HEE BPEIOHOCHOW MporpaMMbl MPOTrpaMMHO-aNNapaTHON 3aKiIagkKd WIH
BO3J/ICMICTBUEM Ha CUCTEMY 3aIUTHl MHPOPMAIUU WU €€ FJIEMEHTHI.

Kpome storo, B MCII/IH BO3MOXKHO BO3/IEMCTBHE Ha TEXHOJIOTHUYECKYIO CETEBYIO
nH(poOpMaIMIo, KOTOpas MOXKET obecrneunBaTh (YHKIIMOHUPOBAHHWE PA3IUYHBIX CPEACTB
YIpaBJEHUS BHIUUCIUTEIbHOU CETHIO:

KOH(HUTypanuen ceTu;

aJpecaMu U MaplIpyTu3anuen rnepeaayu JaHHbIX B CETH;

(GYHKITMOHAIBHBIM KOHTPOJIEM CETH;

0e30macHOCThI0 HH(POPMAIINH B CETH.

Hapymenue poctynHoctu wuHpopMmanuu oOecrneunBaeTcss MmyTeM (HOpMUpPOBaHUS
(MonuduKaIMu) UCXOJHBIX IaHHBIX, KOTOpbIE MpU OOpaOOTKE BBHI3BIBAIOT HEMPABUIBLHOE
(YHKIMOHUPOBAHUE, OTKA3bI allapaTypbl WM 3aXBaT (3arpy3Ky) BEIUUCIUTEIbHBIX PECYPCOB
CUCTEMBbI, KOTOPbIe HEOOXOIMMBI JIJIsl BHIOJIHEHHUS MPOrpPaMM U pabOThI alapaTypsbl.



VYka3aHHbIe ACHCTBUS MOTYT IPUBECTU K HAPYIICHUIO WM OTKa3y (PyHKUIMOHUPOBAHMS
MpakTU4YeCcKu Jr00bIX TexHuueckux cpeacts UCII/IH:

cpencTB 00paboTKK MH(pOPMAIIIH;

CpEICTB BBOJA/BbIBOJA MH(POPMALIHH;

CPEIICTB XpaHEHUsI HH(POpMaLIUK;

anmnaparypbl U KaHaJOB Iepe/layuu;

CPEJIICTB 3aIlUThl HUH(POPMALIH.



6. TunoBbie MoJeJqu  yrpo3  0e30macHOCTH MEPCOHANIBHBIX  JaHHBIX,
o0padaTbiBaeMbIX B HH(POPMALMOHHBIX CHCTEMAX NMEPCOHAIBHBIX TAHHBIX

B 3aBucumoctu oT menedt u coaepxkanus oOpabotrku IIJ[H omepatop Moxer
ocymecTBisATh 00padoTky [1/1n B UCII/IH pa3nu4HbIX TUIIOB.

[To cTpykType nHbOpMAIMOHHBIE CUCTEMBI MOAPA3ALIAIOTCS HA aBTOMATU3UPOBAHHBIS
paboune  MecTa, JIOKaJlbHble  WH(OPMALIMOHHBIE  CHUCTEMBl UM  pachpejlelieHHbIe
MH(POPMAIIIOHHBIE CUCTEMBI.

[lo HanmMuMiO TONKIIOYEHUNH K CETSIM CBSI3M OOLIEro MOJIb30BaHUS M (WUJIU) CETSIM
MEXAYHAPOIHOTO HUH(POPMAMOHHOTO 0OMeHa MH(POPMALIMOHHBIE CUCTEMBI MOAPA3IAEISIIOTCS
Ha CUCTEMBbI, UMEIOIINE MOJKIIOYEHUS], U CUCTEMBI, HE UMEIOIINE MTOAKIIOYEHUM.

[To pexumy o00pabOTKM TNEPCOHANBHBIX JaHHBIX B HMH(POPMAIMOHHOM CHUCTEME
uH(OpPMaIIMOHHbBIC CHUCTEMBI MOAPa3IeIISIIOTCS Ha  OJHONOJIb30BATEIbCKUE u
MHOT'OIOJIb30BATEIILCKUE.

[lo pasrpaHudeHuio TpaB JOCTyNa IMOJb30BaTeNe HMHPOPMAIMOHHBIE CHCTEMBI
NOAPA3ACISIIOTCS HAa CHUCTeMbl 0€3 pa3rpaHUyYeHHs] TMpaB JIOCTya HM CHCTEMBI C
pasrpaHUyYeHUEM IpaB JA0CTyMa.

NudopmanimonHsie cUcTeMbl B 3aBUCUMOCTH OT MECTOHAXOXKJICHHS MX TEXHHYECKUX
CPEACTB MOJPA3ACISAIOTCA HAa CHUCTEMBI, BCE TEXHUUYECKHE CPEJCTBA KOTOPBIX HAXOIATCS B
npenenax Poccuiickoit denepanyu, U CUCTEMBI, TEXHUYECKUE CPEJICTBA KOTOPBIX YACTUYHO
WJIM LIEJTMKOM HaxoAsATcs 3a npeaenamu Poccuiickont denepannm.

B 3aBHCHMMOCTM OT TEXHOJOTH, COCTaBa M XapaKTEPUCTUK TEXHUYECKUX CPEACTB
NCII/H, a Takxe onacHOCTH peanu3anuu Y BIIJIH 1 HACTyIIeHUs MOCIEICTBUNA B pe3yJIbTaTe
HECAHKIIMOHUPOBAHHOIO WJIM CIYyYallHOTO JOCTyNa MOXHO BBIIEIUT CIEAYIOUIME THUIIbI
NCITn:

aBTOMAaTU3MPOBaHHBIE paboune MecTa, HE HMEIOIIHE IMOJKIIOYEHUE K CETSIM CBSI3HU
00111eT0 T0JIb30BaHUS U (UJTH) CETAM MEXIYHAPOIHOTO HHPOPMAITMOHHOTO 0OMEHA;

aBTOMATU3MPOBaHHBIC paboUne MECTa, UMEIOIINE TOIKIIOUEHHUE K CETAM CBS3H OOIIETro
TIOJIb30BAHUS U (UJTH) CETSIM MEXIYHAPOIHOTO HH(GOPMAIIMOHHOTO 0OMEHa;

nokanpHbie UCII/IH, He nMeromue MOAKIIIOYCHUE K CETIM CBSI3H OOIICTO IMOJb30BaHUS
U (WIHM) CeTSIM MEXTyHApPOIHOTO HHPOPMAITMOHHOTO 00OMEHa;

nokanbpHbie MCII/IH, nMeromue MogKIIIOUeHHE K CeTSIM CBS3U OOIIEro IOJb30BaHUSI U
(Wnn) ceTsIM MEeXTYHapOIHOTO HH(DOPMAITMOHHOTO 0OMEHA;

pacnpeneneuusie  MCII/IH, He uMemue NOAKIIOUEHHWE K CETSAM CBS3M OOIIETO
MOJI30BaHUS U (MJIN) CETSM MEXIYHAPOIHOTO HH(DPOPMAITMOHHOTO 0OMEHa;

pactipenenenupie WMCII[IH, wuMmeromue NOAKIIOYEHHE K CETAM CBA3UM OOIIEro
MOJIb30BaHUS U (MJIN) CETSAM MEXIYHAPOIHOTO NH()OPMAITMOHHOTO 0OMEHa.

[TpumenurensHo kK ocHOBHBIM TunaM MCIIJIH cocTaBisitOTCS THUIIOBBIE MOJICNIA YIPO3
6e3onmacHoctu [1J[H, XapakTepu3yrolue HACTYIUICHHE Pa3IWYHBIX BHUIOB IOCJICACTBHIA B
pe3yJIbTaTe HECAHKIIMOHUPOBAHHOIO WIM CIy4alHOro A0cTyna u peanuzauuu Y bI1/IH.

Yactaple Mosienu yrpo3 0e3onacHocTt [IJIH mpumenuTenbHO K KOHKpeTHhIM MCII/H
COCTaBIIAIOTCSl OmepaTropamu, 3akazuukamu u paspadorumkamu MCII/IlH Ha »sTamax wux
CO3JIaHusl U (WJIK) HKCIUTYaTallUH.



6.1. TunoBass  MogeJib  yrpo3  0e30MaCHOCTH  NEPCOHAJBLHBIX  JAHHBIX,
o0padaTbIBaeMbIX B ABTOMATH3HMPOBAHHBIX PA00YHX MeCTaX, MMEIOILIHUX MOAK/JIIYEHHE K
CeTHAM CBS3H 001IEro MOJIb30BaHMA M (MJIM) CETAM MEKIYHAPOIHOr0 HHPOPMALMOHHOIO
o0MeHa

[Ipu o60paborke IIJIH Ha aBTOMAaTU3UPOBAHHOM paboyeM MECTe, HMEIOIEM
MOJKJIIOYEHHUS] K CETSIM CBSI3M OOIIEro MOJb30BaHMS M (WJIM) CETAM MEXIYHapOJHOIrO
MH(OPMAIMOHHOTO0 0OMEHa, BO3MOXKHA peanu3auus ciaeayomux Y bI1/a:

yrpo3bl YTEUKU MH(OPMAIIMH M0 TEXHUYECKUM KaHaJlaM;

yrpo3sl HCJI k I1/1H, 06pabaTbiBaeMbIM Ha aBTOMAaTU3UPOBAHHOM paboyeM MeECTe.

VYrpo3bl yreuku HHpOpMaALUU 0 TEXHUYECKUM KaHaldaM BKJIIOYAIOT B ce0s:

yrpo3bl YTEUKU aKyCTHYECKOH (peueBoil) uHpopmanuu;

yrpo3bl YTEUKU BUOBOM MHPOpMALIUK;

yrpo3sl yTeuku nHdopmanuu no kanairy [I9MIH.

BosnuknoBenne YBII/IH B paccmarpuBaembix MCIIJIH mo TeXHMYECKMM KaHajaM
XapaKTepu3yeTcs TEMHU K€ YCIOBUSAMH M (AaKTOpamMH, YTO M JUJIi aBTOMAaTU3HPOBAHHOTO
pabouero Mecra, He UMEIOUIEr0 MOAKIIOUYEHHS K CETSM OOIIEro Mojib30BaHUs U (MJIM) CETIM
MEXTYHAPOIHOTO MHPOPMAIIMOHHOTO 0OMEHa.

Yrpo3et HCJI B UCII/IH cBsizaHbl ¢ NEMCTBUSIMHU HApyLIUTENIECH, UMEIOUIMX JOCTYI K
NCIIH, Bxmrouas nonp3oBatesieil UCII/IH, peanusyromux yrpo3sl HENOCPEICTBEHHO B
NCII/IH, a Takxke HapymuTtened, He uMmeromux goctyna Kk MCIIIH, peanu3yrommux yrpo3sl
U3 BHEIIHUX CeTell CBsI3M OOIero TMoJdb30BaHMs U (WJIM) CEeTe MEXIYHapOIHOTO
nH(OPMAIIMOHHOTO OOMEHa.

Yrpo3st HC/I B UCII/IH, cBsi3aHHBIE C ACHCTBUSIMU HAPYIIUTENEH, UMEIOIINX JOCTYM K
NCII[AH, aHalOTU4YHBI TE€M, KOTOpPbIE HMEIT MeCTO i oTaelbHoro APM, He
NOAKIIOUEHHOTO K CEeTAM CBSI3M OOLIEro TMOJIb30BaHUSA. YTPO3bl U3 BHEIIHUX CeTeH
BKJIIOYAIOT B ceOs:

yIrpo3bl «AHaANHM3a CETEBOTO Tpaduka» ¢ MepexBaToOM IEpeaaBacMOil BO BHEIIHUE CETH
¥ IPUHUMAEMOM M3 BHEIIHUX ceTel HHPOPMaIIUH;

yrpo3bl CKaHUPOBAHUS, HANIPABJICHHBIE HA BBISIBJICHUE TUIIA ONEPALIMOHHON CUCTEMBI
APM, OTKPBITHIX TIOPTOB U CIY>XO, OTKPBITHIX COSTUHEHHUH H JIP.;

yIpO3bl BBISIBIICHUS MTApOJIEH;

yrpo3bl nonydenus HCJI myreM noiMeHsl JOBEPEHHOTO OOBEKTA;

yrpo3sl THNa «OTKa3 B 00CITyKUBAaHUN »;

YIPO3bI YAAICHHOTO 3aIyCKa IIPUIIOKEHUM;

YIPO3bI BHEAPEHMS 110 CETH BPEJOHOCHBIX ITPOTPAMM.

6.2. TunmoBass  mojAeab  yrpo3  0e30MACHOCTHM  MEPCOHAJBHBIX  JAHHBIX
o0padaTbIBaeMbIX B JIOKAJbHBIX HH(POPMALHOHHBIX CHCTEMAX MEPCOHAIBHbBIX JAHHBIX,
HMEIIHUX MOAKJIKYEHHe K CeTM CBSI3M 00lIero mnoJab30BAaHUS M (WJIHM) ceTsaM
MEKAYHAPOIHOI0 HH(POPMALIMOHHOI0 00MEeHa

[Tpu o6pabotke 11 B mokanpHbix MCIIIH, nMEIOMUX MOIKIIIOUEHHE K CETAM CBSI3H
o0mero TmoNb30BaHMs © (WJIH) CEeTSIM MEXIyHAapOJHOTO HWH(POPMAIMOHHOTO OOMEHa,
BO3MO>KHa peanuzanus ciaeayromux Y bITJ[H:

YIpO3bl YTEUKH HH(POPMALMU IO TEXHUYECKUM KaHaJIaM;

yrpo3sl HCJI x I1/IH, 06pabaTbiBaeMbIM HA aBTOMAaTU3UPOBAHHOM paboueM MECTE.

VYrpo3bl yreuku HHPOpMaLUU 0 TEXHUYECKUM KaHalaM BKJIIOYAIOT B ce0s:

YIpO3bl YTEUKHU aKYCTUYECKOU (peueBoi) nH(popMaiuy;



YIpO3bl YTEUKU BUAOBOU HHGOPMAIUY;

yrpo3bl yreuku nHpopmanuu no kanary [I9MIMH.

Bosnuknosenne YbBII/IH B paccmarpuBaembix HMCIIJIJH mo TeXHHYECKMM KaHajgaMm
XapaKTEepU3yeTcsl TEMU K€ YCIOBUSIMU U (paKTOpaMu, uyTo U 1 npeabiaymux tunos UCII/IH.

VYrpo3el HC/I cBsizanbl ¢ aeicTBUAMHM Hapymurtened, uMmeromux aoctyn k MCIIIH,
BKJtouas nonp3oBareneid UCIIAH, peanusytomux yrpo3sl HenocpeactBeHHo B UCIIH, a
TaKXe Hapywmurenen, He umeromux goctyna k UCII/IH, peann3yromux yrpo3bl U3 BHEIIHUX
ceTeil cBsi3M OOILEro MoJb30BaHUSA W (MJIM) CEeTe MEXIyHapOAHOrO HH(POPMALMOHHOTO
oOMeHa.

VYrpo3sl HCJI, cBs3aHHBIE C NEWCTBUSAMH HapymuTenei, nmeromux goctyn k MCIIIH,
BKJIIOYAIOT B CEOSyrpo3bl, aHAJTOTHUYHBIE TEM, KOTOPhIC PEAM3YIOTCS B OTIeIbHOM APM,
HE UMEIOIIEM MOJKITIOUCHUS K CETIM CBA3U OOIIETO MOJIb30BaHUS.

VYTrpo3bl U3 BHEIIHUX CETEN BKIIIOYAIOT B ce0s:

yIrpo3bl «AHaIM3a CeTeBOro Tpadukay ¢ MepexBaToM IepeaBacMoil BO BHEIITHUE CETH
U IPUHUMAEMOM U3 BHEIIHUX ceTei nHpOopMaIuu;

yIpO3bl CKAaHWPOBAHUS, HAIPABICHHBIE HA BBIABJICHUE THUIA OINEPAIMOHHOW CHUCTEMBI
NCIIH, ceTeBbIX aapecoB pabOYMX CTAHIMH, OTKPBITBIX IMOPTOB M CIIYXKO, OTKPBITBHIX
COCIMHECHUH U AP.;

yTPO3bI BBISIBIICHUS TTAPOJICH;

yrpo3bl mosrydenust HCJI myteM moMeHsl JOBEPEHHOTO 00BhEKTA;

yrpo3sl Tumna «OTka3 B 00CTyKUBaHUM »;

YIPO3bl YAAJIIEHHOTO 3aIlyCKa IIPUII0KEHUM;

YIPO3bl BHEIPEHUS 110 CETU BPEIOHOCHBIX IIPOTrPaAMM.

6.3
AKTYaJIbHbIEYTPO3bI0€30MIACHOCTHIIEPCOHAIbHBIXIAHHBIXBUH(POPMAIIMOHHBIXCHCTEMAX
MEePCOHAJIBHBIX JAHHBIX

1. JnsBeisiBnenusinzBceronepeynsyrposoezonacuoctul lJ{nakryansuprx s UCITIH
OLICHUBAOTCS JIBa ITOKA3aTEIIs:

- YposenbucxoanozamuimeHHocTu UCITIH;

- YacroTa(BepOsATHOCTb)peaan3aliupaccMaTpruBaeMoil yrpo3sbl.

6.3.1YpoBeHb  HMCXOJHOM  3AIIUINEHHOCTH  HMH(MOPMALMOHHON  CHCTEMBI
MEePCOHAJTBHBIX JaHHBIX

[ToxypoBaemucxoanoizamnumeHHocTU UCIT[IannoHnMaeTcs10000111eHHBIHTTOKa3aTeNb,3a
BUCSIINH OTTeXHUIeCKUXHAKCILTyaTallHOHHbIXXapakTepucTuk UCIJTH.

[Tpunumaetcs, uro UCII/IH uMeeT BbICOKUI YpPOBEHb UCXOJHOMN 3AIIMUIIEHHOCTH, €CIIU
He MeHee 70% xapaktepuctuk MCII/IH cCOOTBETCTBYIOT YPOBHIO «BBICOKHII», a OCTaJIbHbIE
YPOBHIO «CPEIHUI.

Bcenydaeecnunemenee70%xapaktepucTUK MMCITJITHOTHOCHUTCSK yPOBHIOKHEHKECPETHET
0»,a0CTaTbHBICKYPOBHIOCHU3K I, TorcXoqHas3amumeHHocTe UCTT[IaOyneT CpPEHETO
YPOBHH.

Bogcexocranpabixcnydasx UCITIHOy1e THME ThHU3KHITY pOBEHbB 3AIUIIICHHOCTH.

HUcxons w3 xputepueB oueHku, aenaeM BbIBOA, uTo MCII/IH ['mvmnHazum Ne2 umeer
CpPEIHUN YPOBEHB 3aIUIIEHHOCTH.

6.3.2 OnpenesieHNeaKTyaIbHBIXYTP030€30MIaCHOCTUIIEPCOHATBHBIX JAHHBIX.

JI1s OLICHKM YPOBHS HCXOJHOM 3alUIIEHHOCTH BBOAUTCS KOIDPHUIIMEHT HCXOTHOU
3alIMIIEHHOCTH Y 1, KOTOPBIA MOKET NPUHUMATh 3HAYEHHUS:



0 — JUISABBICOKOMCTENIEHMMCXOJHOM3AIMIIEHHOCTH; 5 - [JI CpPEIHEW CTENeHU
ACXOogHOM3aImuUIeHHOCTH; 10 -119 HU3KOM CTEIICHUMCXOHOM3AIMUIIICHHOCTH.

CnenytouuM mnapaMeTpoM, HEOOXOAMMBIM IS ONPEACNICHHUS aKTyallbHOCTH YIpo3
6e3onacHoctu I1JIH, siBAseTcs yacToTa (MM BEPOATHOCTD) peANM3aluu YIPO3bl, OJ KOTOPOI
IIOHUMAETCs  ONPEAECICHHBIM  JKCHEPTHBIM  IyTEM  IIOKa3aTelb, XapaKTEPU3YIOLIUN
BEPOATHOCTH peanusanuu KOHKPETHOMU YIPO3BI
oezonacHoctul /I st UCI1/IuBpeanbubiXycnoBusxee yHKIIMOHUpOBaHUs. BBonuTcaueTsipes
HAYeHMs 3TOTO MoKa3aTelst, 0003Ha4aeMoro kak Y2:

MaJIOBEPOSITHO -
OTCYTCTBYIOTOOBEKTUBHBIEIPETOCHUIKHUIJIIOCYILECTBIECHUAYTPO3bI(HAPUMED, yrposa
XMUIIEHUS HOCHUTeNed HH(POpMalMK JHUIAMH, HE HMMEIOINIMMHU JIETaJlbHOTO JIOCTyNa B
MOMEILIEHUE, T/I€ MOCEeIHUE XPAHATCA);

HU3Kas BEPOSATHOCTh - OOBEKTUBHBIC MPEANOCHUIKK JUJISl peaju3allid  yrpo3bl
CYLIECTBYIOT, HO NPHUHITHIE MEPhl CYIIECTBEHHO 3aTPYIHSIOT €€ peau3aluio (Hampumep,
UCIOJIb30BaHbl COOTBETCTBYIOIINE CPEJICTBA 3AIMTHI HHPOPMALIHH);

cpeauAasa BCPOATHOCTb - OOBEKTHUBHBIE NpCaAIOCbUIKHM IJIs1  pPCaJIM3alliid  YIpO3bI
CymIeCTBYIOT, HO IIPHUHATBHIC MCPBI obecrieueHus 0€30IMaCHOCTH HI[H HEOO0CTAaTOYHBbI,
BBICOKAABCPOATHOCTD —

00bEKTUBHBICTIPEITTOCHUTKU I PEATU3aIIMNyTPO3BICYIIIECTBYIOTUMEPBITIO0OecTieYeHuI00e301a
cHoctul [JlTHHEenpUHSATEL.

JlaHHBINITOKA3aTEIbIIPUHUMAETCIIE 1Y OIINE3HAYECHUS:

0 — IIsIMaIOBEPOSATHON yTrpO3bI;

2 - 17151 HU3KOM BEPOSITHOCTHU YTPO3BIL;

S-InsicpeIHENBEPOSATHOCTUYTPO3BI;

10 — AISIBEICOKOMBEPOSTHOCTUYTPO3BIL.

Hcnonp3ysa3HaueHUSTPUBEICHHBIXBBIIIEIIOKA3aTENeH
Y 1uY2,BeraucisercakodpUImeHT peanu3yeMoCT! YIpO3bI Y, OnpeesIeMbIN
cootHomenueMm Y = (Y1+Y2)/20.

B3aBucumMocTnoTcBOero3HaueHusIATOTKOA G purneHTnpuanmaeT3HaveHus: 0 <Y < 0,3 -
peanu3yeMoCTb YIpO3bl PU3HAETCA HU3KO;

0,3 <Y < 0,6 - peanmmsyeMocTh yrpo3sl mnpusHaercsa cpegnen; 0,6<Y<0,8-
pean3yeMOCThYT PO3BIIPU3HAETCABBICOKON; Y

>(,8-peasin3yeMOoCTh YTPO3bINPU3HAETCIOUECHBBBICOKOM.

Jlanee naetcsa oneHka omacHocTy Kaxaou yrpossl I1[In ms UCITJn. JlanHas oueHka
HOCHUT
AKCIIEPTHBIMXAPAKTEPUTIONYIACTCSITY TEMOIIPOCAIKCIIEPTOBBOOIACTHOE30MaCHOCTUMH(OpMAI]
uu. JlaHHas OlleHKa UMEET TpU 3HAUCHUSI:

HU3KAsOMACHOCTh —  €CIUpPeaNN3alusyrpo3bl  MOXKETHPUBECTUKHE3HAYUTEIbHBIM
HETaTHUBHBIM MOCJEACTBUAM 11 cyObekToB [1/1H;

CpelHsisi OIMAacCHOCTb - €CIIM pealu3alus Yrpo3bl MOXKET MNPHUBECTU K HEraTUBHBIM
MOCJEACTBUSAM Jis1 cyObeKkTOB [1/1H;

BBICOKAsIOMIACHOCTh —
eCIUpean3alUusyrPO3bIMOKETIPUBECTUK3HAUNTEIbHBIMHETaTUBHBIM ~ TOCIEACTBUSIM TSt
cyobekToB I1/]H.



[TocnenpocueraBcexnoka3aTeneHIPON3BOAUTCIOLECHKAAKTYaIbHOCTUKAK IOM yTPO3bI
oesonacHoctu II/In mpu ux obpaborke B MCII[IH ucxoas u3 MaTpuubl, NPUBEICHHAs B
Ta0JINLIE HUXKE:
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Tabnuia — MatpuiiapacueraaktyanbHOCTHYTpo30e3onacHocTull/{H

Peanuzyemoctbyrpossl [[IokaszarejabonacHOCTHYIPO3bI

Huskas Cpeanss Bricokast
Huskas HEAKTYyaJIbHas HEAKTyaJIbHas AKTyaJbHAsI
Cpennsis HEAKTYyaJIbHAs AKTyaJIbHAsI AKTyaJIbHAs
Bricokas AKTyaJbHAasI AKTyaJIbHAsI AKTyaJIbHAs
O4yeHBBBICOKAS AKTyaJbHAasI AKTyaJIbHAsI AKTyaJIbHAs

yIpo3Bl,

Ha ocHoBaHMUM MOJOXKEHUN MOJENU Yrpo3, MOJIEIU HapYLIUTENs, JaHHBIX 00
ucxognoil 3ammmennocty UCIIn (Y1), xoadduuuente peann3yeMOCTH Yrpo3bl
(Y), BepoarHoctu ee peanuzanuu (Y2), a Takke SKCHEPTHOW OLIEHKH OIMACHOCTH

ONpCACIICTCA AKTYyaJIbHOCTH K&H(IIOﬁ YTPO3bI

obpabareiBaembix B ICIT/IH. (Tabnuia Huxe)
Tabnuma —AktyanbsHoCcThyTpo30e3omacHocTul /10

oeszomacHoctu  I1/1H,

Nerr/n

VYrpozabesonacHoctull/{x

BepostHocTh
peanuzanumny
TPO3bI

Koadpdpunuent
peanu3yeMocT

HUYTPO3BI

Orenka
OITaCHOCT

YT PO3BI

OneHkaakTyalb
HOCTH YIPO3bI

Pa3rnamenue,nepenaganiiy
yTpaTaaTpuOyTOBpa3rpaHUYCHUSI]
ocrynak UCITIx

5

0,75

cpeaHsis

aKTyaJIbHasd

HapymenuenpaBuiixpaneHusaTpu
OyTOB pasrpaHWyeHUs] JIOCTyma
kCIIIx

0,75

HHU3Kada

aKTyaJIbHas

HecoobmenuneodakraxyTparsl,
KOMIIPOMETAIHH

aTpuOyTOBpa3rpaHUYCHUSIAOCTYIA
kM CIIIx

10

1,0

BBICOKas1

aKTyaJIbHasd

BHenpenueareHTOBBUMCIONIEPCOHA
JIACUCTEMBbI

0,3

HHU3KasAa

aKTyaJIbHas

HecaHkmoHUpOBaHHBIA  3aIlyCK
TEXHOJIOTHUYECKUX pOrpamm,
CIIOCOOHBIX TPU HEKOMIIETEHTHOM
MCIIOJIb30BaHUM BBI3BIBAThH TOTEPIO
PaboTOCIIOCOOHOCTH CUCTEMBI HMIIH
OCYIICCTBIISIIONIUX ~ HEOOpaTUMBbIC
U3MEHEHUS B cCUCTEME
(popMaTHpOBaAaHUEHITHPECTPYKTYP
M3alyi0 HOcUTelle HH(pOpMaIuu,
yIaleHUeJaHHBIXH! T.I1.)

0,6

BBICOKas

aKTyaJIbHas

BBOI[OH_II/I60‘-IHBIX JaHHBIX

10

1,0

HHU3KaAa

aKTyaJlbHasd

JIelCTBUACOTPYTHUKOB, TPUBOIAILL
MEeK YaCTUYHOMY WU TOJHOMY
OTKa3y CHCTEMbI WJIH HAPYIICHUIO
paboTOCIIOCOOHOCTH — ammapaTHBIX

0,75

BBICOKas

aKTyaJlbHasd




63

UJIUIIPOTPAMMHBIX CPEICTB

8. |HUrnopupoBanue 10 1 CpeaHss |aKTyajbHas
OpraHU3aIMOHHBIX
orpaHUYeHUN(yCTaHOBIEHHBIXIIPA
Bun)npupadorecll]]
9. | Dusnueckoepa3pylIeHUEUITUBBIBO 0 0,5 BBICOKAs | AKTyaJIbHas
I3 CTPOsl BCEX WU OTAENIbHBIX
Haubojee BaXXHBIX KOMIIOHEHTOB
NCTIIn
10. |3aKynKHMHECOBEPIIEHHBIX,yCTAPEB 0 0,5 HHU3Kas |HEaKTyaJbHas
MUX  WIK  HEMNePCHEeKTUBHBIX
cpeacTB  uHbOpMATH3AIUU U
UH(OPMAIIMOHHBIX TEXHOJOTHIA;
11. | XumenuenocuteneinHpopmanuu, 0 0,3 HU3Kas |aKTyaJbHas
conepxamuxI1/]
12. | Toxe,BHENTHUWHAPYIIUTEIb 0 0,3 HU3Kas |aKTyaJbHas
13. |He3akoHHOeNmony4YeHnenapoaenn 5 0,75 CPEIHAs | aKTyaJlbHas
PYTUX PEKBU3UTOB pa3rpaHUYCHUS
noctyna KMCIIx
14. | Toxe,BHEUTHUIHAPYIITUTEID 2 0,6 CpeaHsid |aKTyajabHas
15. |HecanknuonupoBaHHassMOAupHKA 5 0,75 BBICOKAsl | aKTyaJIbHas
USTIPOTPAMMHOT000ECTICYeHUS
16. |Toxe,BHEUTHUIHAPYIITUTEIb 2 0,6 BBICOKAsl | aKTyaJIbHas
17. |Ilepexsatll]l,nepenaBaeMbIXIIOKaH 0 0,5 HU3Kas |HEaKTyaJlbHas
aJamMCBs3U
18. | Toxe,BHENTHUITHAPYIITUTEIb 0 0,5 HU3Kas |HEeaKTyaJlbHas
19. |HecaHKIMOHMPOBAHHOEKONMUPOBAH 5 0,75 CpeaHss |aKTyalbHas
nenocutenerinadopmarmucll]]
20. |Toxe,BHEITHUWHAPYIIUTEID 2 0,6 CpeaHss |aKTyalbHas
21. |YreHmeoctaTouyHOHMH(pOPMATMUN3 0 0,5 HHU3Kasg |HEaKTyaJbHas
ONEpPAaTUBHOM  MHaMITH U C
BHEIIHUX3a[TOMUHAIOIIUXYCTPOUCT
B
22. |Toxe,BHEIIHUNHAPYIIUTEID 0 0,5 HU3Kas |HEaKTyaJbHas
23. |HenpegHamepeHHOE3apa)KEHUEKOM 5 0,75 HHU3Kasg |aKTyaJibHas
MBIOTEPABUPYCAMU
24. |IIpenHaMepeHHOE3apaKECHUECKOMITb 10 1,0 HU3Kas |aKTyaJbHAs

I0TepaBUpPyCaMU
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25.

BwMmemarenscTBo B rporecc
GyHKIIMOHUPOBAHUS NCII/n,
ceteii 0OOIIEro TMOJB30BaHUSA C
11 (e 1300)
HECaHKIIMOHUPOBAaHHOMMO U (KA
ITUUaHHBIX

0,75

BBICOKas

aKTyaJlbHas

26.

Toe,BHEIIHUWHAPYLLIUTEIIb

0,6

BBICOKas

aKTyallbHas

27.

HecankuuonuposanHoe

BHEJIpEHHE u
UCIIOJIb30BAHUEHEYUTEHHBIXIIPOTP
amMM,He SABIIAIOIIMXCS
HEOOXOIUMBIMU
JUTSIBBITIOJTHEHUSICOTPYAHUKAMHUCBO
UX CIY>KEOHBIX 00s13aHHOCTEN

10

1,0

CpenHsis

aKTyallbHas

28.

Toxe,BHEIIHUWHAPYILUTEIb

0,75

cpeaHsis

aKTyaJIbHasa

29.

HeyMBIIIIJIGHHOGHOBpe}KJICHI/Ie
BHEIITHUXKA0EILHBIXCUCTEMCBSI3HU

0,6

HH3Kasa

HCAKTYyaJIbHaA

30.

Bo3HUKHOBEHHWE  TMOXapoB B
HENOCPEICTBEHHONOIN30CTUK
MIOMEIIICHUSIM, B
KoTopbixoOpabarteiBatoTcss [IJ] u
apxXuBaM I/ pe3ynbTare
HEUCIIPABHOM  DJIEKTPOIMPOBOIKH,
HEUCIIPABHBIX TEXHUYECKUX
CPEICTB, HapyIIEeHUs
COTPYIHUKAMUTIPABUIITIPOTHUBOIIO
KaApHONOE30MaCHOCTH.

0,6

BBICOKas

aKTyaJIbHasa

31.

Pa3pyiiennesnanmii, 0OTAEIbHBIXIIO
MEICHUI

0,5

BBICOKas

aKTyaJIbHas

32.

BoO3HUKHOBEHUECTUXUUHBIXOYATOB
MOKapOB

0,6

HHU3KaAa

HCAaKTYyaJIbHasd

33.

ABapHHBCUCTEMAaX3JIEKTPOIIUTAHUSA

0,75

HHU3KaAa

aKTyaJIbHas

34.

ABapuu B CHUCTEMax OTOILUICHHS M
BOJIOCHA0KCHHUSBHEIIOCPEICTBCHH
Ooii OJIM30CTH K IIOMECIICHUSM, B
KOTOPBIX

obpabareiBarotcsall/{napxusamI1]]

0,75

CpeIHSISI

aKTyaJIbHasa
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